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[bookmark: _Toc444523247][bookmark: _Toc445478467]Annex C: 
Access security related functions for enhanced General Packet Radio Service (GPRS) in relation to Cellular Internet of Things (CIoT)  
[bookmark: _Toc444523248]C.1		Introduction 
[bookmark: _Toc444523249]C.1.1	General
NOTE: This Annex is a placeholder for security procedures for enhanced GPRS in relation to Cellular Internet of Things. This annex will eventually copied into a new annex in TS 43.020. The content of this annex is not to be taken as normative in this document.
The provisions in the present Annex apply to procedures between an MS and an SGSN whenever the MS capability contains at least one non-NULL integrity algorithm. 
In particular, the provisions in the present Annex apply to MSs supporting EC-EGPRS according to TS 43.064[18].
[bookmark: _Toc444523250]C.1.2	Considerations on bidding down attacks
An MS conforming to the provisions in the present annex shall reject connections to legacy SGSNs that do not provide the enhanced security features described in the present annex. 
NOTE: The reason for this requirement is that an MS cannot know whether it receives a reply without signalling integrity protection from a genuine legacy SGSN or from a false SGSN that intercepted the request from the MS. Consequently, the MS would be susceptible to bidding down attacks during the Attach procedure that could nullify the security gains offered by the provisions in the present Annex. 
[bookmark: _Toc444523251]C.2		Authentication and key agreement 
The security feature related to the entity authentication is as defined by TS 33.102 [18] subclause 5.1.2. 
UMTS AKA is the authentication and key agreement procedure that shall be used over enhanced GPRS in relation to Cellular IoT (as specified in TS 33.102 [18]). 2G AKA and 2G SIM shall not be used by the ME or by the network. If the ME receives a 2G AKA RAND, it shall ignore it. 
An ME that has EC-EGPRS radio capability shall support the UICC(USIM)-ME interface as specified in TS 31.102 [18]. 
When using USIM AKA, the USIM shall compute CK and IK which are sent to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [18], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. 
The CK/IK produced by UMTS AKA shall be used by the ME and the eSGSN as the basis of the keying material for CIoT control plane (CP) and user plane (UP) ciphering key (Kc128) as well as CP integrity protection key (Ki128).
NOTE:	Key derivation of Kc128 and Ki128 is specified in subclause C.6.
***	BEGIN OF FIRST CHANGE	***
[bookmark: _Toc444523252]C.3		Ciphering and integrity mode negotiation 
(1) Mechanism of algorithm negotiation
Each CIoT UE is able to configure its MS security capability to be sent to the SGSN at its will. The security capability comprises the algorithms that it supports as well as the security policy that it has defined by itself, which is a part of the MS network capability.   The algorithms include encryption algorithms, integrity algorithms and authenticated encryption algorithms. The security policy specifies whether the CIoT UE requires the integrity protection of user data, and whether the CIoT UE supports authenticated encryption algorithm.

The basic principle of algorithm negotiation is that the SGSN is able to use all algorithms and security services defined in this technical specification, while there is no need for a UE to support all algorithms and security services. Each kind of algorithm has its own ordered list, i.e. one list for integrity algorithms, one list for ciphering algorithms and one list for authenticated algorithms. Each list shall be ordered according to a priority decided by the UE. If the confidentiality and integrity of signalling data and/or user date are simultaneously desired, the authenticated encryption algorithm is preferred to be used than the conventional schemes which require both ciphering algorithm and integrity algorithm at the same time, because of the high efficiency of the authenticated encryption algorithms. The SGSN decides which algorithms are used in the session according to the security policy.  Choosing the algorithms used in the session has to consider whether the UE supports authenticated algorithms or not, and whether the UE requires the integrity protection of user data or not.  Thus there are four cases when deciding the usage of algorithms. 
(a) Case 1
UE does not require the integrity protection of user data and does not support the authenticated encryption algorithms.  The SGSN chooses the ciphering algorithm and integrity algorithm with the highest priority from the ordered ciphering algorithm list and integrity algorithm list, respectively. The SGSN and UE apply the chosen ciphering algorithm and integrity algorithm to the signalling data to prevent the eavesdropping and modification of the signalling data.   The SGSN and UE use the chosen ciphering algorithm to protect the confidentiality of user data.  The chosen integrity algorithm is also used to protect the integrity of the messages exchanged during the procedure of algorithm negotiation.

(b) Case 2
UE requires the integrity protection of user data but does not support the authenticated encryption algorithms. The SGSN chooses the ciphering algorithm and integrity algorithm with the highest priority from the ordered ciphering algorithm list and integrity algorithm list, respectively.  The SGSN and UE use the chosen ciphering algorithm and integrity algorithm to protect the confidentiality and integrity of user data and signalling data, respectively. In addition the chosen integrity algorithm is used to protect the integrity of the messages exchanged during the procedure of algorithm negotiation.

(c) Case 3
 UE does not require the integrity protection of user data, but supports the authenticated encryption algorithms.  The SGSN chooses the ciphering algorithm, integrity algorithm and authenticated encryption algorithm with the highest priority from the ordered ciphering algorithm list, integrity algorithm list and authenticated encryption algorithm list, respectively.   The SGSN and UE apply the authenticated encryption algorithm to the signalling data to prevent the eavesdropping and modification of the signalling data. The SGSN and UE use the ciphering algorithm to assure the confidentiality of user data. The chosen integrity algorithm is used to protect the integrity of the messages exchanged during the procedure of algorithm negotiation.

(d)  Case 4
UE needs the integrity protection of user data and supports the authenticated encryption algorithms. The SGSN chooses the authenticated encryption algorithm and integrity algorithm with the highest priority from the ordered authenticated encryption algorithm list and integrity algorithm list, respectively.  The SGSN and UE use the authenticated encryption algorithm to protect the confidentiality and integrity of user data and signalling data, respectively.  The SGSN and UE apply the integrity algorithm to the integrity protection of messages exchanged during the procedure of algorithm negotiation.

After receiving the security capability sent from the UE, if the SGSN finds that the assurance of integrity of user data is required, it compares this with the user subscription profile from the HSS optionally. If the user has not subscribed a security service protecting the integrity of user data in the user  profile, SGSN rejects the user attachment by sending a connection refusal (Attach Reject) message.  Such comparison can be omitted in the case the operator's strategy is permitted (e.g. integrity protection of user data is free of charge), as well as the integrity protection of user data is not required.  
(2)  Procedure of algorithm negotiation
 The message sequence flow below describes the information transfer at initial connection establishment, authentication and start of integrity protection and ciphering (if used).
















Figure 6.1.3-1: Integrity algorithm negotiation Procedure of algorithm negotiation

1. MS sends an Attach request to the eSGSN, which contains user identify and MS network capability. The security capability of Cellular IoT shall be included in the MS network capability. The cipher algorithms and integrity algorithms supported by the MSshall be included in the MS network capability parameters. The MS network capability shall contain one set of encryption algorithms and one set of integrity algorithms. Furthermore, the MS network capability optionally contains an indication that the MS supports user plane integrity. 
Editor’s note: It is FFS if the MS network capability needs to be sent in other messages than in Attach. 
Editor’s note: It is FFS whether the MS network capability shall support the optional inclusion of an additional parameter indicating that the MS requires the use of user plane integrity. 
2. eSGSN obtains AVs (quintets) from HLR/HSS based on IMSI. 
3. eSGSN checks for the presence of a non-NULL integrity algorithm in the MS network capability parameters. If present the eSGSN continues according to the provisons provisions in the present Annex, otherwise the eSGSN continues according to the provisons provisions in Annex D of the present specification. Then the eSGSN selects one cipher algorithm and one integrity algorithm from the MS network capability and then derives the cipher key (Kc128) and the integrity key (Ki128).Then the eSGSN selects the algorithms based on the mechanism of algorithm negotiation  and then derives the cipher key (Kc128) and the integrity key (Ki128).
4. eSGSN sends Authentication and Ciphering request including the chosen algorithms cipher algorithm and integrity algorithm and MS network capability to MS. The Authentication and Ciphering request is integrity protected by the message authentication code MAC-I-1. MAC-I-1 is carried at GMM layer. 
5. If the MAC-I-1 is not present, the MS shall terminate the connection. MS runs UMTS AKA with the USIM and derives the Kc128 and the Ki128 from the CK/IK. The MS verifies the message authentication code MAC-I-1, and if the check of the MAC-I-1 is successful then MS checks that the echoed MS network capability is the same as the one it sent. If the verification of MAC-I-1 fails the SGSN terminates the procedure.
6. MS sends Authentication and Ciphering response to the eSGSN. MS calculates the MAC-I-2 using the integrity key Ki128 and the network selected integrity algorithm.MAC-I-2 is carried at GMM layer. 
7. If ciphering is used, the MS activates it by assigning the ciphering key Kc128 and the network selected ciphering algorithm, and uses it for the subsequent messages.  The CIoT UE activates  protection in the LLC layer for the subsequent messages by using the selected algorithms
8. The eSGSN receives the Authentication and Ciphering Response message and verifies the MAC-I-2, and checks the RES. If ciphering is used, eSGSN activates it by assigning the ciphering key Kc128 and the network selected ciphering algorithm, and uses it for the subsequent messages. If the MS indicated support for user plane integrity then eSGSN decides whether to provide user plane integrity. For this decision, the eSGSN may use information from the subscriber profile.  The eSGSN ctivates  protection in the LLC layer for the subsequent messages by  using the selected algorithms
9. The eSGSN and HSS complete the user location update process. The eSGSN obtains the user subscription profile.
10 The eSGSN sends the Attach Accept message to the MS without comparing the requirement of user plane integrity in the MS security capability with subscribed security service in the user profile, if the operator’s strategy is granted ( e.g. integrity protection of user data is free of charge). The same method is applied to the case that the MS does not need the integrity protection of user data.  In other cases, the eSGSN shall compare the requirement of user plane integrity in the MS security capability with subscribed security service in the user profile, if the both is consistent, the eSGSN sends the Attach Accept message to the MS, otherwise ,the eSGSN sends the Attach Reject message to the MS. The Attach Accept message and Attach Reject message are integrity protected with MAC-I-3, which are carried at LLC layer.
11 The Attach Accept message is sent integrity protected with MAC-I-3. MAC-I-3 is carried at LLC layer. If the eSGSN decided to provide user plane integrity the SGSN includes an indicator that user plane integrity is provided. 
12 The MS verifies the MAC-I-3, and the ciphering and integrity mode negotiation the procedure of algorithm negotiation is completed. 
NOTE: The SGSN makes the final decision on the security services provided. The MS may have a local security policy mandating the use of user plane integrity. If the SGSN decides to not enable user plane integrity the MS may decide to reject the connection. This is similar to a situation where  a local security policy on the MS mandates the use of ciphering, but the SGSN does not enable ciphering.
Editor’s note: The definition of MAC-I-1, MAC-I-2, MAC-I-3 is FFS. 
Editor’s note: It is FFS whether descriptions similar to the one for the Attach procedure are needed for idle mode mobility and handover. 

 

***	END OF FIRST CHANGE	***
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