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Abstract of the contribution: This contribution proposes to add new key issue for subscriber identifier protection in TR 33.899 under security area subscriber privacy as presented in the pCR S3-160498 [1].
1 Introduction 
The motivation and proposal for adding a security area on subscriber privacy is presented in the pCR S3-160498 [1]. Now, subscriber privacy itself is a wide area that spans many key issues e.g. protection of identifiers, mobility pattern, presence information, data usage pattern, etc. Among various key issues, compromising subscriber identifiers used in the 3GPP systems is one of the most important attack strategies in compromising the subscriber privacy. The identifiers may be tied to either a subscription or a device. Some of the identifiers may be permanent or long term (e.g. in case of current 4G system: IMSI, MSISDN, and IMEI) while others may be temporary or short term (e.g. in case of current 4G system: GUTI, TMSI, C-RNTI, and IP address). 
If the subscriber identifiers are not protected, an inside or outside attack might lead to undesirable incidents such as unlawful exposure of subscriber’s identity, unauthorised detection of subscriber’s presence in certain location,  unintentional tracking of subscriber’s movement, unauthorised knowledge of subscriber’s activity patterns, etc. Such incidents might ultimately have more serious consequences such as damage to the victim’s reputation, compromise of the victim’s safety, damage to the operator’s reputation, and financial loss to both the victim and the operator. 

Therefore, besides protecting the subscriber’s data itself, protecting all identifiers used in a <Next Generation system> RAN and CN is one of the most important key issues towards achieving the subscriber privacy. It is appropriate that the TR 33.899 addresses subscriber identifier protection as a key issue under subscriber privacy. Doing so will help realize the security area of subscriber privacy in <Next Generation system>.
2 References

[1] S3-160498: pCR - New security area for subscriber privacy.
3 Conclusion

The subscriber identifier protection is one of the most important mechanisms towards achieving the subscriber privacy and therefore, it would be appropriate to address the subscriber identifier protection in the TR 33.899.
4 Proposal
It is proposed that the changes presented in clause 5 be applied to the TR 33.899.
5 pCR 
***
BEGIN CHANGES
***
5
Key issues and solutions 
5.x.2
Key issues

5.x.2.1
Key issue #x.1: Subscriber identifier protection

5.x.2.1.1
Key issue details
In a 3GPP system, many types of subscriber identifiers are used during a communication process. The identifiers may be tied to either a subscription or a device. Some of the identifiers may be permanent or long term (e.g. in case of current 4G system: IMSI, MSISDN, and IMEI) while others may be temporary or short term (e.g. in case of current 4G system: GUTI, TMSI, C-RNTI, and IP address). 
If the subscriber identifiers are not appropriately protected, an inside or outside attack might lead to privacy incidents (and possibly privacy breaches) such as unlawful exposure of subscriber’s identity, unauthorised detection of subscriber’s presence in certain location,  unintentional tracking of subscriber’s movement, unauthorised knowledge of subscriber’s activity patterns, etc. Such incidents might ultimately have more serious consequences such as damage to the victim’s reputation, compromise of the victim’s safety, damage to the operator’s reputation, and financial loss to both the victim and the operator. 
Therefore, besides protecting the subscriber’s data itself, protecting all identifiers used in a <Next Generation system> is one of the most important key issues towards achieving the subscriber privacy. The scope of protection for ensuring subscriber privacy should cover all the subscriber identifiers that are:

-
permanent;

-
temporary;

-
used by the RAN (control plane and user plane);

-
used by the CN (control plane and user plane);

-
tied to the subscription; or
-
tied to the device.
Editor’s Note: It is FFS to determine if protecting identifiers related to application layer or external parties is under the scope.
5.x.2.1.2
Security and privacy threats 
If the identifiers are not properly protected, there are following potential threats to the subscriber privacy.
a) The subscriber’s identity might be disclosed or made inferable.
b) The subscriber’s location might be trackable.
c) The subscriber’s communication or activity data might be disclosed or made inferable.
d) The identifiers across different services might be correlated.

e) The subscriber might spoof its identifiers.
Editor’s Note: This list is not exhaustive and may be revised.
5.x.2.1.3
Potential privacy requirements
***
END OF CHANGES
***
