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Abstract of the contribution: This contribution proposes to redefine or update existing 3GPP vocabulary for use in TR 33.899.
1 Introduction 
It is in everyone’s interest that the terms used in TR 33.899 bear the same meaning to all. It is also desirable that the terms are aligned with the communities outside of 3GPP as well. The IETF RFC 4949 (Internet Security Glossary, Version 2) provides consistent definitions of terms used in information system security. Similarly, the ISO/IEC 29100:2011 defines common privacy terminologies. In order to avoid reinventing the wheel, the IETF RFC 4949 in general and others e.g. the ISO/IEC 29100:2011 for privacy, would be a good reference to borrow the terms from, making adaptations necessary for 3GPP systems. 
This contribution takes privacy terminologies into focus. However, others definitions also, that are no longer valid or obsolete (e.g. the ones borrowed from IETF RFC 2828), need to be updated.
2 Examples of problematic definition
The terms 'identity' and 'identifier', though different, are widely used interchangeably in 3GPP documents. For example, the clause 5.1.1 in the TS 33.102 mentions three security features related to 'user identity confidentiality', which are: 
-
user identity confidentiality;

-
user location confidentiality; and

-
user untraceability.

It is confusing that 'user identity confidentiality' is listed as a feature of 'user identity confidentiality' itself. In the description of 'user identity confidentiality' feature, IMSI is taken as an example of 'identity', but in fact, the IMSI is an 'identifier' and not an 'identity'. Therefore, the title 'user identity confidentiality' for clause 5.1.1 is good as it is, but it would have been clearer if the feature uses the term 'identifier' instead of 'identity', i.e. 'user identifier confidentiality'. 
Let’s consider another term - 'confidentiality'. The TR 21.905 defines it as 
The avoidance of disclosure of information without the permission of its owner. 
The phrase 'permission of its owner' does not seem to fit well in 3GPP systems, e.g. in an LI, the owner’s permission is not sought. Nevertheless, this definition is overwritten by the TS 33.102 as 
The property that information is not made available or disclosed to unauthorised individuals, entities or processes. 
The exact same definition, as the latter, is also present in RFC 2828. The RFC 2828 is obsoleted by the RFC 4949 where this definition is deprecated with the following reason - 'the phrase "made available" might be interpreted to mean that the data could be altered, and that would confuse this term with the concept of "data integrity"'. 
3 Conclusion

It is in everyone’s interest that the terms used in TR 33.899 bear the same meaning to all. It is also desirable that the terms are aligned with the communities outside of 3GPP, e.g. IETF and ISO. When introducing new key issues or solutions in TR 33.899, it would be appropriate if the authors could try to align the terms and be consistent in their use.
4 Proposal
The definitions that are aligned with the RFC 4949 are given in the clause 5. It would be appropriate if those terms could be used consistently while introducing new key issues or solutions in the TR 33.899. Therefore, it is proposed that the changes presented in clause 5 be applied to the TR 33.899.
5 pCR 
***
BEGIN CHANGES
***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TR 33.849: "Study on subscriber privacy impact in 3GPP".
[y]
3GPP TS 33.102: "3G security; Security architecture".
[z]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
***
NEXT CHANGE
***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TR 33.849 [x], TS 33.102 [y], TS 33.401 [z] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1], TR 33.849 [x], TS 33.102 [y], or TS 33.401 [z].
NOTE:
'Confidentiality' has been defined in TR 21.905 [1] and TS 33.102 [y]. 'Identity' has been defined in TS 33.849 [x].

Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.

Confidentiality: The property that data is not disclosed to system entities unless they have been authorized to know the data.
Subscriber Identifier: The identifier that uniquely characterises a subscriber in the 3GPP system (e.g. IMSIs, MSISDNs, IMPIs, IMPUs and application-specific identifiers).

Identifier (ID): The data object that definitively represents a specific identity of an entity, distinguishing that identity from all others.
Identity: The collective aspect of a set of attribute values (i.e., a set of characteristics) by which a user is recognizable or known.

Inside attack: The attack that is initiated by an authorized or legitimate user of the system, e.g. an employee or third-party personnel.

Outside attack: The attack that is initiated by an unauthorized or illegitimate user of the system. 
Personally identifiable information (PII): Any information that (a) can be used to identify the a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.
Privacy: The right to the protection to any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.
Privacy impact assessment: Overall process of privacy risk identification, risk analysis and risk evaluation with regard to the processing of personally identifiable information (PII).

Privacy principles: Set of shared values governing the privacy protection of personally identifiable information (PII) when processed in information and communication technology systems.

Privacy requirements: set of requirements to take into account when a 3GPP node is processing personally identifiable information (PII).

Processing of personally identifiable information (PII): Any operation or set of operations performed upon personally identifiable information (PII), including but not limited to: collection, transmission, storage, modification, anonymization, disclosure, erasure.
Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscriber without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscriber.
***
END OF CHANGES
***
