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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[3]
3GPP TS 23.003: "Numbering, addressing and identification".

[4]
3GPP TS 33.102: "3G security; Security architecture".

[5]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[6]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[7]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".
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3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".

[10] – [11]
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3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".

[14]
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[15]
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[22]
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[23]
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[24]
3GPP TS 25.331: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; Radio Resource Control (RRC); Protocol Specification ".

[25]
3GPP TS 44.060: "3rd Generation Partnership Project; Technical Specification Group GSM/EDGE Radio Access Network; General Packet Radio Service (GPRS); Mobile Station (MS) - Base Station System (BSS) interface; Radio Link Control/Medium Access Control (RLC/MAC) protocol.

[26]
3GPP TS 23.122: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".

[27]
3GPP TS 33.320: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Security of Home Node B (HNB) / Home evolved Node B (HeNB)".

[28]
(void)

[29]
ETSI TS  102 484 V10.0.0: "Smart Cards; Secure channel between a UICC and an end-point terminal".

[30]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[31]
3GPP TS 31.116 "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".

[32]
ETSI TS 102 221 V9.2.0: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics".

[33]
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[34]
RFC 4301: "Security Architecture for the Internet Protocol".

[35]
3GPP TS 22.346: "Isolated Evolved Universal Terrestrial Radio Access Network (E-UTRAN) operation for public safety; Stage 1".

[36]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[37]
3GPP TS.33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[38]
IETF RFC 7296: " Internet Key Exchange Protocol Version 2 (IKEv2)".

[39]
IEEE 802.11, Part 11: "Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications, IEEE Std.".

[40]
3GPP TS 36.463 :” Evolved Universal Terrestrial Radio Access Network (E-UTRAN) and Wireless LAN (WLAN); Xw application protocol (XwAP)”
***********Next Change***********

G.2.2
Protection of the Xw Interface
The control plane signalling between MeNB and WT over the Xw interface, that includes the transfer of the S-KWT and the MAC address (i.e. the UE Identity as described in TS 36.463 [40]) used to identify the S-KWT in the MeNB and the WT from the MeNB to the WT, shall be confidentiality and integrity protected using security protection as described in clause 5.3.4a and clause 11of the present specification. Any user plane data between MeNB and WT over Xw interface shall be allowed only for authenticated UEs. 
***********Next Change***********

G.2.3
Addition, modification and release of DRBs in LWA

When executing the WT Addition procedure (i.e. the initial offload of one or more radio bearers to the WT), or the WT Modification  procedure requiring an update of S-KWT, the MeNB shall derive an S-KWT as defined in clause G.2.4. The MeNB shall forward the generated S-KWT to the WT during the WT Addition procedure or WT Modification procedure requiring key update. When offloading additional bearers to a WT after the initial offload, the S-KWT does not need to be refreshed. 

NOTE:
Refer to TS 36.300 [30] for definition of the LWA procedures.

The UE shall derive the S-KWT as described in clause G.2.4.
MeNB releases the LWA through a WT Release procedure. Upon LWA Release Request message to WT and Release LWA configuration message to UE from MeNB, both UE and WT shall release the WLAN path and delete the S-KWT key and the subsequent keys derived. 

***********End Change***********

