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Annex G (Normative)
LTE - WLAN aggregation

G.1
Introduction

This clause describes the security functions necessary to support an UE that is simultaneously connected to an eNB and a WT for LTE-WLAN Aggregation as described in TS 36.300 [30]. 
The LWA architecture is shown in Figure G.1-1. 
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Figure G.1-1 LWA architecture

For LTE-WLAN Aggregation the end-points of encryption remain at the respective PDCP layers of the MeNB and the UE, even though the PDCP packets traverse a different path via the  WLAN Access Network. .

The WT is the termination point of the WLAN Access Network facing the MeNB.
The UE-WT link needs to be secured to protect the PDCP and the WLAN signalling in the MeNB from possible attacks. 

Security requirements for this protection are given below.

1. The UE-WT link shall be integrity and confidentiality protected.
2. Xw interface: Control plane (Xw-C) and User plane (Xw-U) need to be integrity protected. User plane (Xw-U) encryption between eNB and WT may NOT be needed since PDCP packets are already encrypted. 
Sub clauses below describe how these requirements are met.
G.2
      LTE-WLAN aggregation security
G.2.1
Protection of the WLAN Link between the UE and the WT

The WLAN communication established between the WLAN AP and the UE shall be protected using the IEEE 802.11[x] security mechanisms. The security key for protecting the over the air WLAN link is computed from the current UE – MeNB security context. How the security is provided inside the WLAN is out of scope of 3GPP.
When the MeNB initially establishes LWA with the UE through a WT for a given AS security context shared between the MeNB and the UE, the MeNB generates the S-KWT for the WT and sends it to the WT over the Xw. The same S-KWT is also generated by the UE.

To generate the S-KWT, the MeNB shall use a counter, called a WT Counter. The WT Counter shall be incremented for every new computation of the S-KWT as described in the clause G.2.4. The WT Counter is used as freshness input into S-KWT derivation as described in the clause G.2.4, and guarantees, together with the other provisions in the present clause G, that the same S-KWT is not re-used with the same input parameters as defined in Annex B of the present specification. The latter would result in key-stream re-use. The MeNB shall send the value of the WT Counter to the UE over the RRC signalling path when it is required to generate a new S-KWT. 

The UE and WT shall use the key S-KWT as equivalent to the Pair wise Master Key PMK defined in IEEE 802.11 specification to establish the WLAN security. The PMK will be used to start the 4way handshake on the WLAN link between the UE and the WLAN AP.
G.2.2
Protection of the Xw reference point
********************************************* End of change ************************
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