
3GPP TSG-SA3 Meeting #83 
S3-160481
San Jose de los Cabos,Mexico 9-13 May 2016 








Revision of S3-16xyz
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	33.879
	CR
	CR0001
	rev
	-
	Current version:
	13.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	Evaluation of user authentication and authorisation

	
	

	Source to WG:
	Motorola Solutions

	Source to TSG:
	S3

	
	

	Work item code:
	MCPTT
	
	Date:
	2016-04-09

	
	
	
	
	

	Category:
	D
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	There is currently no evaluation or conclusion for user authentication and authorisation in TR 33.879.

	
	

	Summary of change:
	Addition of evaluation and conclusion sections for user authentication and authorisation.

	
	

	Consequences if not approved:
	There will be no record of our evaluation or conclusion for user authentication and authorisation for MCPTT.

	
	

	Clauses affected:
	8.2, 9.2

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*****************START OF FIRST CHANGE**********************
8.2 
MCPTT User authentication and authorisation 
8.2.1
Introduction

As required by the MCPTT service, authentication and authorisation of the user must occur before the user is granted access to MCPTT services. 
Figure 7.2-1 provides an overview of the steps needed to establish UE connectivity, authenticate the user, and authorise the user for MCPTT services. They are;

Step 0: Establish connectivity between an MCPTT UE and the network.

Step 1 and 2: Register and authenticate the MCPTT UE with the IMS/SIP core, 

Step 3: Authenticate the MCPTT user.


Steps 3.5 and 4: Use the result of the user authentication step to authorise the user with the MCPTT services.
The User Authentication procedure in Step 3 of Figure 7.2-1 is further detailed into 3 sub steps that comprise the MCPTT user authentication framework:

3(a) – Establish a secure tunnel between the MCPTT UE and Identity Management (IdM) server (SA Establishment).

3(b) – Perform the User Authentication Process (User proves their identity).

3(c) – Deliver the unique credential to the MCPTT client.

Following step 3(c), the MCPTT client uses the credential(s) obtained from step 3(c) to perform MCPTT service authorization as per procedure 4 in Figure 7.2-1. 
NOTE: 
MCPTT service authorization in step 4 of Figure 7.2-1 is outside the scope of the User Authentication framework.


8.2.2
MCPTT requirements relating to user authentication and authorisation
The security analysis conducted in clause 6 derived a number of requirements directly related to user authentication and authorisation.  Relevant requirements are listed here:

-  [33.179 MCPTT-A.1-002] The MCPTT User and the MCPTT Service shall mutually authenticate each other prior to providing the MCPTT UE with the MCPTT User profile and access to user-specific services.

-  [33.179 MCPTT-A.3-001] All users of the MCPTT service shall be authenticated to prevent an adversary impersonating a user for the purpose of denial of service.

-  [33.179 MCPTT-A.3-003] The MCPTT user shall be authenticated by the MCPTT application.

The solution for user authentication and authorisation described in the present document shall satisfy the following requirements:

Interoperability between different networks and different manufacturers' clients and servers

-
Satisfy requirements for MCPTT roaming and migration

Flexibility in deployment models (see TS 23.179 [2])

- 
Support all deployment models listed in TS 23.179 [2] 

Support for interchangeable MCPTT user authentication solutions 

- 
Allow implementations to use different means to authenticate the user, e.g. Web SSO, SIP digest, GBA, biometric identifiers, username+password.

Scalability (number of users)

-
Provide efficient support for small MCPTT systems with few users, to large MCPTT systems with hundreds of thousands of users.

Extensibility

-
Be extensible to provide authorisation for further mission critical services including group aware services, additional interfaces etc.
8.2.3
Evaluation of user authentication and authorisation solutions

Proposed solutions for user authentication and authorisation are specificed in Solution #1 and Solution #2.

The combination of Solution #1 (clause 7.1.3 only) and Solution #2 together form a complete architecture for user authentication and authorisation for MCPTT.  
Solution #1 (clause 7.1.3) provides an overview of the major steps for user authentication, IMS/SIP registration/authentication, and user authorisation.
Solution #2 expands on the general user authentication and authorisation concept outlined in Solution #1 clause 7.1.3, and proposes the following;

· For user authentication, OpenID Connect 1.0 is used as the identity management protocol between the MCPTT UE IdM client and the MCPTT IdM server.
· For IMS/SIP authentication and registration, TS 33.203 [9] is applied.
· For user authorisation, the access token obtained during user authentication is presented to the MCPTT network entities (MCPTT server, KMS, GMS and CMS) to gain access to MCPTT services.
There are no other solutions proposed for user authentication and user authorisation.
*****************END OF FIRST CHANGE**********************
*****************START OF SECOND CHANGE**********************

9.2
MCPTT User authentication and registration 

Based on the evaluation in clause 8.2, the proposed combination of Solution #1 (clause 7.1.3) and Solution #2 is adopted as the user authentication and authorisation solution for MCPTT.
*****************END OF SECOND CHANGE**********************
