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1
Overall description
In several cases, 3GPP CT1 specifications specify transport of an MCPTT ID and of an MCPTT Group ID in a value of an XML attribute of an XML element of an XML document included in a SIP message. Examples:

-
an MCPTT ID and an MCPTT Group ID in XML document published in PUBLISH request for affiliation according to rfc3856;

-
an MCPTT ID or an MCPTT Group ID in XML document notified in a NOTIFY request for affiliation according to rfc3856;

-
an MCPTT ID in application/resource-lists+xml document included in an INVITE request setting up a private call according to rfc5366;
-
an MCPTT ID in application/resource-lists+xml document included in an INVITE request setting up a group call to a temporary group involving a non-controlling function that works in "Trusted Mode" according to rfc5366, whereby the participants are returned to the controlling function in a MIME body of a SIP 403 (Forbidden) with the P-Refused-URI-List header field according to rfc5318; and
-
an MCPTT ID in XML document provided in SIP NOTIFY request of a conference event package according to rfc4575.
3GPP CT1 selected this means of transport due to alignment with IETF RFCs. To keep this alignment, 3GPP CT1 wishes to preserve the transport of an MCPTT ID and of an MCPTT Group ID in a value of an XML attribute of an XML element of an XML document included in a SIP message.

3GPP CT1 identified that TS 33.179 states:

----------------

NOTE:
Only encryption of XML simple content is supported. Encryption of XML tags, attributes and elements is not supported.

----------------

Thus, as of today, an MCPTT ID and an MCPTT Group ID transported in the cases above cannot be confidentiality protected.
2
Actions
To SA3
ACTION: 
3GPP CT1 would like to ask 3GPP SA3 to define confidentiality protection of an MCPTT ID or an MCPTT Group ID included in a value of an XML attribute of an XML element of an XML document included in a SIP message.
3
Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 98
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