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Abstract of the contribution: A new security area is identified, with key issues and solutions.  This security area addresses security resilience, i.e. trying to avoid major, exploitable single points of failure in the security model.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.

The 4G security model is strong against what might be called traditional attacks, based largely around the air interface.  But when a broader set of (entirely feasible) attacks is considered, it can look vulnerable.  Notable examples that have received attention include:

· Leakage of long term secret keys (Ki, in GSM terms) to attackers, e.g. in the “Great SIM Heist” [2]

· Abuse of SS7, see e.g. [3].  While 4G uses Diameter rather than SS7, it is clear that similar risks apply.
In both of the above cases, security is disastrously undermined. In both cases, operators and vendors can take action to reduce the likelihood of the attacks succeeding, but it is hard to reduce the risks to zero.

As well as considering ways to reduce the likelihood of such attacks, therefore, it also makes sense to consider ways to reduce their impact.  We therefore introduce a new security area called “Security resilience”, which is about preventing such major, exploitable single points of failure.  We identify security threats corresponding to the two examples mentioned above, and solutions that can address them.
2. Text proposal
This text proposal is written on the assumption that the skeleton document S3-nnnnnn [1] is accepted.

In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]:
~ ~ ~ Start of first text proposal ~ ~ ~
4.1
Security Areas  

Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. Examples of potential security areas could be “security for network slicing” or “security for Next Generation radio”. 

Security resilience 

Including resilience against single points of major failure in the security model

~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
5.a
Security Area #a: Security resilience 

5.a.1
Introduction
The 4G security model is strong against what might be called traditional attacks.  But when a broader set of (entirely feasible) attacks is considered, it can look vulnerable.  This section deals with ways in which 5G security could be made more robust, so that the impact of some of those attacks is removed or reduced.
5.a.2
Security Assumptions
It is assumed that: 

· The security model will involve at least one cryptographic key, for each subscriber, that needs to remain secret.  (This may be a shared secret key for use in symmetric cryptography, or a private key used in asymmetric cryptography.)
5.a.3
Key Issues
5.a.3.1
Key Issue #a.1: Reducing the impact of secret key leakage

5.a.3.1.1
Key issue details

The current mobile security architectures – 2G, 3G and 4G – rely almost entirely on the secrecy of the long term secret key (called Ki in 2G, or K in 3G/4G – we will call it Ki here).

The fundamental security assumption is that the attacker does not know Ki.  But if this security assumption fails, the loss of security is catastrophic.  Ki might leak to an attacker for a number of reasons, e.g.:

a. hacking at the factory (SIM vendor or subscription manager) where Ki is generated

b. hacking of the communication channel over which Ki is transported from SIM vendor or subscription manager to mobile operator

c. hacking into the mobile operators

d. insider attack at a mobile operator or SIM vendor

e. local attack (e.g. side channel) on the SIM card in the supply chain
f. local attack (e.g. side channel) on the SIM card while temporarily “borrowed” from the customer

Operators and vendors should of course try to prevent any of (a) – (f) from happening, but we know from experience that they will not always succeed.
5.a.3.1.2
Security threats 

Suppose I’m an attacker, and I want to listen to your phone calls.  Assume that I know what authentication algorithm your USIM uses; some operators have proprietary algorithms, and some algorithms use additional secret constants, but these are all global secrets, and it would be very rash to assume that they’ll remain secret from a determined attacker.  (They may add extra security, and make my life harder, but you shouldn’t rely on that.)

If I also know your Ki, then intercepting and decrypting your calls is pretty easy, and completely passive – I don’t need to set up a false base station, or man-in-the-middle, or anything like that.  I listen out for the authentication challenge sent to your device from the network; I feed RAND and Ki into the algorithm, and I can compute the same radio interface encryption key (session key) that your device has; I record your calls, and use the session key to decrypt them.  I can also decrypt any sessions that I recorded before learning your Ki.

5.a.3.1.3
Potential security requirements

It will be very difficult to achieve really robust security against an attacker who knows all of the secret keys and algorithms that a subscriber is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscriber.

5.a.3.2
Key Issue #a.2: Radio interface keys sent between operator entities
5.a.3.2.1
Key issue details

In all of 2G, 3G and 4G, it is the case that keys for radio interface encryption (and integrity, where applicable) are computed in the home core network – the AuC – and then transmitted to the visited radio network over signalling links such as SS7 or Diameter.  This is a clear point of exposure, and it has been demonstrated repeatedly how keys can leak.  Each operator network has to respond to signalling messages, which may come from any roaming partner – including roaming partners that are either hacked or misbehaving in any way.

The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls.  But well-designed key management protocols for 5G could also reduce the threat significantly.

In GSM terms, this key issue is about the leakage of the cipher key KC when sent between network nodes, whereas Key Issue a.1 is about the leakage of Ki.  So the problems are different.  There may, however, be some overlap in the set of possible solutions.

5.a.3.2.2
Security threats 

An attacker who can successfully obtain current radio interface keys for a subscriber can straightforwardly eavesdrop on that subscriber’s traffic.  A wide range of abuses is also possible if the attacker can spoof MACs on 3G / 4G messages that should be integrity protected.

5.a.3.2.3
Potential security requirements

As with Key Issue a.1, it will be difficult to prevent all possible attacks by an attacker who is able to observe or request keys sent between network nodes.  But a realistic objective may be that such an attacker has to act as a long term, active man-in-the-middle in order to exploit that knowledge. 

5.a.4
Solutions

5.a.4.1
Solution #a.1: Updating the long term secret key, in such a way that the new key is less exposed to potential attack than the original one was

5.a.4.1.1
Introduction  

This solution addresses key issue a.1.

It will be very difficult to achieve really robust security against an attacker who knows all of the algorithms and long term secret keys that a subscriber is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscriber.

5.a.4.1.2
Solution details  

NOTE: In this section we refer to the “UICC” and the “HSS”.  These should be understood as shorthand, referring respectively to the “device’s UICC / secure element (or wherever the long term key is stored)” and the “HSS (or its 5G equivalent)”.

In section 5.a.3.1.1 we list a number of ways in which the original shared secret key might leak to an attacker.  Many of the possible leakage points (points a – e) arise from the initial provisioning process.  This solution involves a key exchange protocol being run between the UICC and the home network HSS, in order to create a newly agreed Ki value to replace the existing one.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.

Exposing the HSS to update may in itself introduce new risks, and so should be handled with great care.  It may be better to run the key exchange protocol with a proxy for the HSS rather than with the HSS directly.

The key exchange protocol should be authenticated using the pre-existing shared secret, so that an attacker who does not already know the secret cannot act as man-in-the-middle at all.  An attacker who does already know the secret may be able to act as man-in-the-middle during the key exchange protocol; however, a good protocol design can ensure that this attacker will have to remain as an active man-in-the-middle, essentially forever, in order to exploit that.

Using a key exchange protocol raises a risk that this protocol itself might be compromised over the lifetime of 5G (perhaps using quantum computers), and allow newly-exchanged keys to be recovered by an attacker. One counter-measure is that where parties to the protocol already have a shared secret (e.g. the UICC and HSS already share Ki), then this existing shared secret should be fed into the new key derivation function, together with the output from the key exchange protocol. That way, an attacker would have to know the existing shared secret and compromise the key exchange to learn the newly derived secret.

There are two alternative ways to carry the key exchange protocol messages:

1. Over signalling messages.  In this case, signalling messages will have to be defined to carry the protocol messages between UICC / secure element (or wherever the long term key is stored) and the home network HSS (or its 5G equivalent), across core and (potentially roamed-to) radio network.

2. Over the user plane and the internet.

There are two alternative entities that could initiate the key exchange protocol:

1. The UICC.

2. The HSS.

Either way, the key exchange protocol should be run, and the long term key replaced, at the earliest feasible opportunity after the subscription is activated.  It is not necessary, though, to do this before any user traffic is allowed.

5.a.4.1.3
Notes on statefulness at the HSS 

Using something like Elliptic Curve Diffie Hellman for key agreement might suggest that the HSS would need to maintain state during the key agreement session – whereas HSS/AuCs today are generally stateless, not running multi-pass communication sessions.

If this is a concern, then there are a number of ways to mitigate it:

1. It was already noted that it might be better to run the key exchange protocol with a proxy for the HSS, rather than with the HSS directly.  In that case the proxy would be new, and there would be less reason to avoid it being stateful.

2. The “statefulness” could be managed by using the database that the HLR maintains with information for each subscriber.

3. If the UICC sends the first message in the two-pass ECDH key exchange then it’s the UICC, not the HSS, that needs to remember a secret ECDH parameter.  (The HSS could still initiate the overall protocol by first sending a trigger message to the UICC.)
4. The HSS need not store its secret ECDH parameter at all, but instead can send it to the UICC – encrypted under an HSS public key, and signed under an HSS private key.  The UICC then simply sends this back to the HSS in the return message.  Neither the UICC nor any eavesdropper can read the secret parameter (because of the encryption), nor can they modify it without the HSS detecting that (because of the signature).

5. The above mechanism could work in reverse, with the UICC sending its secret ECDH parameter to the HSS encrypted and signed, and the HSS returning it.
5.a.4.1.4
Evaluation 

An attacker who does not know the original Ki at the time that the key exchange protocol is run will not be able to carry out a man in the middle attack on it (because it is authenticated with the original Ki).

An attacker who does know the original Ki may be able to carry out an active man in the middle attack on the key exchange protocol.  (This is likely to be easier if the protocol runs over the internet, harder if it runs over inter-operator signalling.)  By doing this, she can trick the HSS and UICC into thinking that they are sharing a new key, whereas in fact one key is shared between HSS and attacker, and another key between attacker and UICC.

What the attacker cannot do, though, is to trick the HSS and UICC into agreeing a new Ki that the attacker also knows.  To exploit the man in the middle attack, therefore, the attacker will have to remain as an active man in the middle on all subsequent exchanges that use, or depend on, the new Ki value.  This is a much harder attack in practice than the passive eavesdropping described in section 5.a.3.1.2.

Section 5.a.3.1.1 lists six possible ways (labelled a – f) in which a long term secret key might leak to an attacker.  This solution fully addresses points a, b and e, and reduces the exposure to points c and d.  It does not address point f.

It’s interesting to note that this mechanism could also address some concerns with embedded SIM.  In the embedded SIM world, operators may have to accept UICC hardware and IMSI/Ki credentials from a much wider set of suppliers than before, with less confidence about their quality.  Supplier accreditation schemes can give some reassurance here; and if “profile interoperability” is finally achieved – allowing profiles from any subscription manager to work on any UICC hardware – then operators will be able to work with their favourite subscription managers irrespective of the UICC hardware manufacturer.  But the Ki replacement mechanism described above gives another way to reduce risk: as an operator, I accept initial Ki’s from vendors I may not entirely trust, but then replace those Ki’s with new ones created directly between my AuC and the UICC, with no involvement from the subscription manager at all.

5.a.4.2
Solution #a.2: Including a key exchange protocol into the derivation of the radio interface session keys

5.a.4.2.1
Introduction  

This solution addresses key issues a.1 and a.2.

It ensures that an attacker who:

· either knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using,

· or is able to observe or request keys sent between network nodes,

can still not abuse radio interface confidentiality in a purely passive attack, or abuse radio interface integrity by simple injection of a single spoofed message, but will instead have to carry out an ongoing active man-in-the-middle attack – which is harder, and more likely to be detected.

5.a.4.2.2
Solution details  

NOTE: In this section we refer to the “UICC” and the “HSS”.  These should be understood as shorthand, referring respectively to the “device’s UICC / secure element (or wherever the long term key is stored)” and the “HSS (or its 5G equivalent)”.

As in 2G, 3G or 4G, the Authentication and Key Agreement algorithm is run in the HSS, with a resulting authentication vector sent to the visited network, and also in the UICC to establish shared secret keys between the UE and a node in the visited network.  However, instead of using those keys directly for radio interface security, or as inputs to a key derivation algorithm to produce radio interface security keys, they are instead used to authenticate a key exchange algorithm between the device (possibly its UICC) and that visited network node.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.

In Figure 5.a.4.2.2.1, “Node X” represents whatever visited network node carries out the key exchange protocol with the device.  It is premature to attempt to identify the most suitable node in 5G, but if this solution were being retrofitted to 4G then the MME would be a natural choice.  


[image: image1]
Figure 5.a.4.2.2.1: Key exchange to derive radio interface security keys 

As in solution a.1, it is a good idea for both the initial shared secret keys (that were in the authentication vector, and were used to authenticate the key exchange) and the output of the key exchange protocol to be fed into a key derivation function, whose outputs are then used as the radio interface security keys.  That way, an attacker would have to know the original shared secret and compromise the key exchange to learn the new radio interface keys.

5.a.4.2.3
Evaluation 

With a well-chosen key exchange protocol, a would-be eavesdropper deriving (key issue a.1) or capturing (key issue a.2) key material passed anywhere between Authentication Centre and Node X will still not learn the keys used for radio interface security, unless they:

•
act as man-in-the-middle during the key exchange, and

•
remain as active man-in-the-middle during the subsequent radio communication on which they want to eavesdrop

… all of which is significantly harder in practice, and more likely to be detected, than a passive eavesdropping attack.

That refers to confidentiality attacks.  In terms of integrity attacks, where a single spoofed message may cause damage, the increase in difficulty and detectability is not quite so pronounced, but still present to some degree.  In any case, confidentiality attacks are probably more likely in practice.

The main downside of solution a.2 is latency.  A key exchange protocol such as Elliptic Curve Diffie Hellman takes noticeably longer than the type of key derivation used in 4G.  Rather than imposing this solution on all connections, therefore, it may be best only to use it for connections that can “afford” the latency impact.

5.a.5
Conclusions 

~ ~ ~ End of second text proposal ~ ~ ~
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