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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope
The present document contains a study of the security aspects of V2X services and an evaluation of possible technical solutions needed to support such services. The Stage 1 requirements for these services are defined in TS 22.185 [2]. Potential stage 2 solutions for V2X Services are being studied in TR 23.785[3].
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.185: "Service requirements for V2X services".

[3]
3GPP TR 23.785: "Study on architecture enhancements for LTE support of V2X services".
[4]
3GPP TR 22.885: "Study on LTE support for Vehicle to Everything (V2X) services".

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

The following terms defined in TR 22.885 [4] are used in the present document:

Road Side Unit

V2I Service

V2N Service

V2P Service

V2V Service

V2X Service
Editor’s note: It should be checked whether these terms are actually used in this document later 




3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


RSU

Road Side Unit
V2I

Vehicle-to-Infrastructure

V2N

Vehicle-to-Network
V2P

Vehicle-to-Pedestrian
V2V

Vehicle-to-Vehicle

V2X

Vehicle-to-Everything

4
Overview of V2X Services
Editor’s note: This clause will contain some brief background on V2X services. It may also contain SA2 agreed architecture for V2X. The exact contents are FFS with the below headings suggested as possibilities.
4.1
Introduction

4.2
Architecture
5
Security Analysis of V2X
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats. 

5.1
Key Issue #1: V2X Communication Security
5.1.1
Key issue details

In order to provide more intelligent services, the V2X communication requests the transport entities, such as vehicles, roadside infrastructure, and pedestrians, to share and receive knowledge of their local environment. Many application services make it vital to protect V2X messages from attacks which probably intended to mislead the transport entities, and then result in wrong decisions and actions. Additionally, privacy or anonymity in the V2X communication environment is a requirement deemed very important for user adoption of the V2X system. 
5.1.2
Security threats 

The communication between LTE-V system entities (e.g. contents of the messages being exchanged) may be forged, replayed, or eavesdropped.

The UE supporting V2X applications transmits application layer information (e.g. about its identity, location, dynamics, and attributes). The direct relationship between identity and specific data makes it possible for the adversary to reveal UE’s personal details.
The location information in the V2X messages may be used by adversaries to perform location tracking on a longer term. The location tracking on a shorter term may not be an attack because it is used to perform path-prediction in proximity to provide basic service to the driver, e.g. warnings, etc. 
5.1.3
Security requirements
The LTE-V system entities (cellular network entities or V2X communication entities) should be able to authenticate the source of the received data communications. 

The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be integrity protected.  
The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be protected from replays.
NOTE: Transmission of data includes but not limited to multicast, broadcast, unicast, or geocast. 
UE pseudonymity should be provided to conceal personal data from attackers.
Editor’s Note: Pseudonymity needs to be defined.
Identifiers in the V2X messages should be protected.
5.2
Key Issue #2: Authorization for LTE-V2X Radio Resources
5.2.1
Key issue details

In LTE-V2X communication, before a UE starts broadcasting its V2X, it needs to request radio resources from  the E-UTRAN. If not authenticated, malicious LTE-V2X UEs can attempt to request radio resources, which would lead to an exhaustion of network radio resources. 
5.2.2
Security threats 

If many malicious UEs may attempt to request radio resources at the same time from the MNO network, it would lead to an exhaustion of network radio resources. Legal vehicle UEs can not get available radio resourcers for LTE-V2X communications.

5.1.3
Security requirements
The MNO network shall authenticate vehicle UEs when it attached to the LTE-V2X network 

The MNO network shall check the authorization information of vehicle UEs before allocating radio resources to it.
5.3
Key Issue#3: V2X Entities Secure Environment 
5.3.1
Key issue details

In order to enable LTE-V2X services, the V2X entities(vehicle UE, UE-type RSU, eNB-type RSU, pedestrian UE) might  require storing security credentials and other vital information which need to be protected from malicious modification. In addition, functions to processV2X messages need to be executed in the V2X entities. Especially, vehicle UE and pedestrian UE generate V2X messages according to conditions information such as speed, location, heading, acceleration and other dynamic characteristics provided by measuring instruments (e.g. speed sensor and GPS). V2X messages processing and generating also should be protected in a secure environment to guarantee the integrity and authenticity of V2X messages.
5.3.2
Security threats 

The possile attacks to the V2X entities(vehicle UE, RSU, pedestrian UE) may include: 

· In the vehicle UE or pedestrian UE, the attacker may manipulate the conditions information from measuring instruments, thus generating false V2X messages or false warnings which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents.

· The attacker may manipulate the data processing in V2X entities. As a reslut, false V2X messages or false warnings are sent out ,which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents. 

· The attacker may modify the security materials or vital configuration data in eNB-type RSU, rendering security protectiong or other funcions unavailable. 
5.3.3
Security requirements
Editor Note: Security requirements will be added.

6
Proposed Solutions
Editor’s note: Each solution should list the security requirements that it addresses and also any stage 2 solution that is part of.  
7
Conclusion

Editor’s note: Conclusion and recommendation of TR.  
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