3GPP TSG SA WG3 (Security) Meeting #82
S3-160342
1-5 February 2016, Dubrovnik, Croatia    

revision of S3-160190
Source:
Huawei, HiSilicon
Title:
Key issue of V2X entities secure environment 
Document for:
Discussion and Approval
Agenda Item:
8.5
Work Item / Release:
LTE-V/Rel-14
Abstract of the contribution: this contribution proposes a key issue of V2X entities secure environment.
1. Introduction

In order to enable LTE-V2X services, the V2X entities(vehicle UE, UE-type RSU, eNB-type RSU, pedestrian UE) might  require storing security credentials and other vital information which need to be protected from malicious modification. In vehicle UE, pedestrian UE and UE-type RSU, this can be realized by the UICC where the USIM resides. In addition, functions to processV2X messages need to be executed in the V2X entities. Especially, vehicle UE and pedestrian UE generate V2X messages according to conditions information such as speed, location, heading, acceleration and other dynamic characteristics provided by measuring instruments (e.g. speed sensor and GPS). V2X messages processing and generating also should be protected in a secure environment to guarantee the integrity and authenticity of V2X messages.
2 Proposals
It is proposed to include this key issue into the LTE-V2X TR33.885.

3 pCR
****************************************Start of change*******************************************
X.Y Key issue Y: V2X entities secure environment     
X.Y.1 Key issue details
In order to enable LTE-V2X services, the V2X entities(vehicle UE, UE-type RSU, eNB-type RSU, pedestrian UE) might  require storing security credentials and other vital information which need to be protected from malicious modification. In addition, functions to processV2X messages need to be executed in the V2X entities. Especially, vehicle UE and pedestrian UE generate V2X messages according to conditions information such as speed, location, heading, acceleration and other dynamic characteristics provided by measuring instruments (e.g. speed sensor and GPS). V2X messages processing and generating also should be protected in a secure environment to guarantee the integrity and authenticity of V2X messages.
X.Y.2 Threats
The possile attacks to the V2X entities(vehicle UE, RSU, pedestrian UE) may include: 

In the vehicle UE or pedestrian UE, the attacker may manipulate the conditions information from measuring instruments, thus generating false V2X messages or false warnings which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents.
The attacker may manipulate the data processing in V2X entities. As a reslut, false V2X messages or false warnings are sent out ,which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents. 
The attacker may modify the security materials or vital configuration data in eNB-type RSU, rendering security protectiong or other funcions unavailable.
X.Y.3 Security requirements
Editor Note: security requirements will be added.
****************************************End of  change********************************************



















































































































































































































































