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 1. Overall Description:

SA3 started work on the security solution for the NBIoT ‘User plane based solution with AS information stored in RAN’.
To come up with appropriate security for this solution, SA3 needs clarifications for the following questions.
1. There are two understandings of the PDCP capabilities at the time of Resume Request received by the eNB:

a. The UE and eNB have not yet resumed the PDCP security state to be used for the RRC Connection Resume Request message, therefore conventional validation of the message integrity protection at the PDCP layer cannot be assumed, and additional protection needs to be added to protect the RESUME-id, similar to the Short-MAC-I. If this understanding applies, what would be the space available in the RRC Connection Resume Request message (Msg.3) for adding security parameters, e.g. Message Authentication Code (MAC), to this message?

b. The PDCP is invoked at the time of Access Accept (Msg.2, from the eNB to the UE) with C-RNTI allocation. This is not a secure PDCP, as no AS security context is associated with it yet. When the RRC Resume Request (Msg.3) is received by the PDCP at the eNB, the message is parsed and its processing can be temporarily suspended. The cached AS security context can be located and fetched. Then message processing would resume. Therefore, conventional PDCP layer RRC message integrity protection can be used for the RRC Connection Resume Request.

Please clarify which of these understandings is aligned with RAN2 view. 

2. Please confirm that the Resume Complete message (Msg.4) can be protected with the recovered AS security context at the PDCP layer.
3. Please clarify if the context transfer for the scenario when the ‘Resume ID’ is pointing to a neighbour eNB with possible X2 interface is similar to the X2 horizontal handover? 
4. Is the MME aware of every state change of the UE, from ‘RRC Suspended’ to ‘RRC Connected’? Does the MME change the UE context from ECM_IDLE to ECM_CONNECTED, however short lived these transitions are?
2. Actions:

To RAN2: SA3 respectfully requests RAN2 to provide answers to (questions 1, 2, 3) progress SA3 work.

To SA2: SA3 respectfully requests SA2 to provide answers to (questions 3, 4) progress SA3 work.
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