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Abstract of the contribution: This submission defines how private call floor control may be secured.
This submission defines how private call floor control may be secured. 
There are two different cases that are considered:

· Floor control is performed by the MCPTT UE's themselves.

· Floor control is performed by an external floor control server.

In the first circumstance, the shared PCK is used to protect the SRTCP packets. In the second circumstance, a group security context is established including (at least) the three parties involved in floor control for the call and a GMK is shared among this group for the purpose of protecting PCK floor control.

To reflect this in TS 33.179, two changes are made. An additional two purpose tags are added for use with GMK-IDs and PCK-IDs. These allow the above two cases to be distinguished by the receiver.

The second change is to add a description of this approach to Section 7.4.5.

******************Start of Change*********************

7.3.3
Keying for media protection and floor control

A security context may be used for the protection of media within the group (e.g. via SRTP), the protection of floor control signalling (e.g. via SRTCP), or for the protection of both. This allows media protection and floor control signalling to be cryptographically separated meaning that:

-
The floor arbitrator need not access the content of communications

-
It is possible to exclude ‘receive-only’ group members from floor control signalling. 

This approach applies to keys used for the MCPTT service. The 'purpose tag' within the key identifier (e.g. GMK-ID) shall be the most significant four bits of the key and shall be used to indicate the use of the key.  

- 
0: the GMK shall be used for all group communications (SRTP and SRTCP).

- 
1: the GMK shall be used to protect SRTP group communications only.

-
2: the GMK shall be used to protect SRTCP group communications only.

-
3: the PCK shall be used to protect all Private Call communications (SRTP and SRTCP).
-
4: the PCK shall be used to protect SRTP Private Call communications only.

-
5: the GMK shall be used to protect SRTCP Private Call communications only.
-
6: the CSK shall be used to protect sensitive application data between the MCPTT Client and MCPTT domain.

-
7: the SPK shall be used to protect sensitive application data between servers in MCPTT domain(s).
-
8-15: not defined.

In this way, the MCPTT UE is able to identify the purpose of the key.

******************End of Change*********************

******************Start of Change*********************

7.4.3
Security Procedures (off-network)

The security processes for securing an off-network private call are summarized in Figure 7.4.3-1. As part of this process, the PCK and PCK-ID are securely transferred to the terminating UE.
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Figure 7.4.3-1: Private Call security procedures for off-network PCK distribution

The procedure in Figure 7.4.3-1 is now described step-by-step. 

0.
Prior to beginning this procedure the MCPTT UEs may have performed a discovery procedure. Additionally, the MCPTT UEs have been provisioned with key material associated with a user's MCPTT IDs by a MCPTT KMS as described in Section 7.2.

1.
The initiating MCPTT UE generates the PCK and sends a Call Setup Request to the terminating MCPTT UE (Step 4 of Section 10.10.3.1 within TS 23.179 [2]). Within this message, the initiating MCPTT UE includes a MIKEY-SAKKE I_MESSAGEs as defined in RFC 6509 [11]. The I_MESSAGE encapsulates the PCK for the terminating MCPTT user, encrypting the key to the UID of the terminating user (derived from the user’s URI). The I_MESSAGE also contains an identifier for the PCK (PCK-ID). The I_MESSAGE is signed using (the key associated with) the initiating user's UID. 

NOTE 1: 
This message may be pre-generated to increase the efficiency of the communication.

NOTE 2: 
Optionally, the MCPTT UE may attached an additional SAKKE component which encrypts the PCK to the initiating user (in addition to the terminating user). 

2.
A Call Setup Response is returned to the initiating UE as defined in TS 23.179 [2].

With the PCK and PCK-ID shared between the initiating and terminating users, the media communicated between the UEs may be protected using the PCK.

7.4.4
Derivation of SRTP/SRTCP master keys

As a result of this mechanism, the group members share a PCK and PCK-ID. The PCK shall be used as the MIKEY Traffic Generating Key (TGK), the PCK-ID shall be used as the MIKEY CSB ID. These shall be used to generate the SRTP Master Key and SRTP Master Salt as specified in RFC 3830.


[image: image2.emf]MIKEY Key Derivation (see RFC 3830):

MIKEY RAND

MIKEY CSB-ID

(PCK-ID)

MIKEY TGK

(PCK)

MIKEY CS-ID

(0)

KDF

SRTP Master Salt SRTP Master Key


Figure 7.4.4-1: Key Derivation for media stream protection

To identify the security context from the media stream a SRTP Master Key Identifier (MKI) is required. The MKI shall be the PCK-ID. 
7.4.5
Floor control security for private calls
Where floor control is used as part of a private call, this section defines how a security context shall be established for protecting the SRTCP providing floor control for the private call. 
7.4.5.1
Floor control managed by communicating UEs

In this case the MCPTT UEs are performing floor control themselves (e.g. off-network). In this case, the MCPTT UEs shall derive the SRTCP session key from the SRTP Master key derived from the PCK. The MKI in the SRTCP packet shall be the PCK-ID with a purpose tag of '3' to indicate that the key shall be used to protect SRTP and SRTCP packets.
7.4.5.2
Floor control managed by a floor control server

In this case the floor control is managed by an external floor control server within the MCPTT Server. In this case, security of floor control is based on a pre-established group, including the MCPTT Security Domain of the floor control server, and a number of MCPTT users. 
NOTE:
It is anticipated that the number of users within a private call floor control group may be large to support floor control for private calls between any pair of MCPTT users (although smaller floor control groups could be established if required).
The security context for the private call floor control group is established by a Group Management Server. The group is keyed with a GMK to use with SRTCP as for any other group communication (as described in Section 7.3). In this case, the purpose tag of the GMK-ID shall be '5', indicating that the key shall only be used to protect SRTCP as part of a private call.
The MKI in the SRTCP packet shall as described in Section 7.3.6.

***********************End of Change*********************
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