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It is proposed for the protection of RRC Connection Resume Request message: 

The RRC Connection Resume Request message shall be integrity and replay protected. 
The legacy PDCP layer is not able to provide integrity protection and replay protection to the RRC Connection Resume Request message.  It is therefore proposed to: 
· add a new RRC-MAC to this RRC message at the RRC layer; and

· a key change takes place at each RRC Connection Resume procedure. Either vertical key derivation or horizontal key derivation shall be performed. The eNB would indicate to the UE in RRC Connection Suspend message whether the UE shall perform vertical or horizontal key derivation when it decides to resume the RRC connection. The new derived RRC integrity key would provide replay protection to the RRC Connection Resume Request message.
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***
BEGIN CHANGES
***
7.2.x
Suspend and resume of RRC connection

7.2.x.1
General

The purpose of this procedure is to allow the eNB to suspend an RRC connection to be resumed by the UE at a later time. The UE and eNB store the AS security context at suspend and reactivate the AS security context at resume. 

7.2.x.1
RRC connection suspend procedure

The RRC Connection Suspend procedure consists of messaging between the eNB and the MME and only one message between eNB and UE. The eNB sends the RRC Connection Suspend message to the UE in RRC-CONNECTED state. See figure 7.2.x.1-1.When the eNB initiates the Suspend Connection procedure it sends S1 UE Context Deactivate message to the MME.  Upon reception of the S1 UE Context Deactivate message the MME shall check its local policy. If the local policy indicates that a new NH derivation is needed, the MME shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.4. The MME shall store that fresh pair and send it to the eNB in the S1 S1 UE Context Deactivate Ack message. 
Upon receipt of the S1 UE Context Deactivate Ack message from the MME and if the message includes a {NH, NCC} pair, the eNB shall store the fresh {NH, NCC} pair in the S1 UE Context Deactivate Ack message and remove any existing unused stored {NH, NCC} pairs. The {NH, NCC} pair shall be used in the next RRC resume. 

The eNB shall include information to be used for context identification and re-establishment in the RRC Connection Suspend message from eNB to UE: a Resume_ID, AS algorithms (in case of algorithm change) and NCC. The RRC Connection Suspend message is protected in PDCP layer using the current AS security context. 

If a {NH, NCC} pair was received from the MME, the received NCC is included in the RRC Connection Suspend. Otherwise, if an unused {NH, NCC} pair is available in the eNB, the eNB shall include the unused NCC in the RRC Connection Suspend message to the UE. If no unused {NH, NCC} pair is available in the eNB, then the eNB shall include the NCC associated with the current KeNB  in the RRC Connection Suspend message.. 

The eNB may command the UE to change the AS algorithms when the UE decides to resume the RRC connection by including new selected AS algorithm identifiers in the RRC Connection Supend message. If the UE does not receive any selection of new AS security algorithm in the RRC Connection Suspend message, then the UE continues to use the same AS algorithms as used before the suspend.

The UE shall store the received the indicated AS algorithms  (in case of AS algorithm change) and the indicated NCC,  together with the Resume_ID until the UE decides to resume the RRC connection.
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Figure 7.2.x.1-1: RRC Connection Suspend
7.2.x.2
RRC connection resume procedure

The RRC Connection Resume procedure consists of messaging between the eNB and the MME and and one roundtrip of messages between UE and eNB. The UE sends the RRC Connection Resume Request message to the eNB when the UE decides to resume the RRC connection after being in RRC-IDLE state.  Next, the eNB confirms the resumption of the RRC connection by responding with a RRC Connection Resume Complete message. See figure 7.2.x.2-1.

When the UE decides to resume the RRC connection and reactivates the stored Resume ID and AS security context, the UE shall perform key derivation, either vertical or horizontal key derivation of the AS keys (RRC integrity key, RRC encryption key and UP keys) including deriving the KeNB* using the ‘resuming cell’s PCI and its frequency EARFCN-DL in the ‘resuming cell’ before it resumes the RRC connection
The UE shall include information to be used for context identification and re-establishment in the RRC Connection Resume Request message: the Resume ID and a RRC-MAC. The RRC-MAC is a 32-bit message authentication code that protects the integrity of this message. The UE and eNB calculate the RRC-MAC at the RRC protocol layer using the newly derived RRC integrity key.  The RRC Connection Resume Request message from UE to eNB shall be integrity protected with the stored AS integrity algorithm and with the RRC integrity key defined in the previous paragraph. 
In order to calculate the RRC-MAC, the UE shall use the following inputs:
-  KEY shall be set to RRC integrity key;
- all BEARER bits shall be set to 0;

- DIRECTION bit shall be set to 0;

- all COUNT bits shall be set to 1.

The RRC-MAC shall be the 32 least significant bits of the output of the used integrity algorithm.
The eNB extracts the Resume ID from the RRC Connection Resume Request and retrieves the associated UE context including the configured AS algorithms and KeNB*. The eNB shall perform either vertical or horizontal key derivation of the AS keys (RRC integrity key, RRC encryption key and UP keys) including deriving the KeNB* using the ‘resuming cell’s PCI and its frequency EARFCN-DL in the ‘resuming cell’  according to what the eNB instructed to perform in RRC Connection Suspend. The eNB checks and verifies the RRC-MAC received in RRC Connection Resume Request message in the same way as the UE as described above by using the RRC integrity key.
If the verification of the RRC-MAC in the RRC Connection Resume Request message is not successful in the eNB, the eNB silently discard the message.
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Figure 7.2.x.2-1: RRC Connection Resume procedure
 When the eNB initiates the Resume Connection procedure it sends S1 UE Context Activate message to the MME.  Upon reception of the S1 UE Context Activate message the MME shall check its local policy. If the local policy indicates that a new NH derivation is needed, the MME shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.4. The MME shall store that fresh pair and send it to the eNB in the S1 S1 UE Context Activate Ack message. 
Upon receipt of the S1 UE Context Activate Ack message from the MME and if the message includes a {NH, NCC} pair, the eNB shall store the fresh{NH, NCC} pair in the S1 UE Context Deactivate Ack message and remove any existing unused stored {NH, NCC} pairs. The {NH, NCC} pair can be used in the next suspend/resume or X2 handover procedures.
***
END OF CHANGES
***
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