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Abstract of the contribution: This is a discussion paper on 5G security.
1
Discussion
There is no good way to put it:  5G has come to 3GPP. 
The work has begun in various 3GPP WGs:

· SMARTER in SA1, to be completed soon in the TR phase and will go to TS phase.
· Study on Architecture for Next Generation systems in SA2 has started

· Study on Scenarios and Requirements for Next Generation Access Technologies by RANx
The justifications to start these 5G WIDs have been well documented and discussed in detail.  Though these initial WIDs are not focused on security, we know from past experience that security cannot be an after thought and cannot be an add-on once the architecture is set. While it maybe a bit early to jump on the bandwagon for a similar study in SA3 without much progress on the initial work and feedback of the other WGs and also given the work loads in SA3, but 5G has been on the radar screen of many SDOs and forums that have shared related research results, e.g. NGMN, ITU, etc. It is never too early to think about security issues that need to be addressed in 5G.  

3GPP SA1 has started the SMARTER study item to identify use cases and service/operational requirements for next generation networks. These use cases and requirements also give us some insights of some of the initial security requirements. NGMN’s security group has been working on recommendations, considerations, and requirements that can be potentially applicable in 5G.  Some of the (non-exhaustive) areas that have been identified as potentially impacting security and example area of the work in NGMN security include:

· Improve the access network virtualization

· Network slicing

· Core and inter-operator signalling

· Network capabilities to support security

· Radio architecture

· Device addressing

· Application and Network Security

· Extreme low latency

· Very high availability

· Internet of things

· Privacy and Lawful Intercept
· Data integrity

· Exposed based station

· Edge computing

In addition to the work done in the industry and academia, almost all major vendors have given thoughts on the topic and shared their views on 5G security by the publication of a number of 5G security whitepapers.   
2
Conclusion
Given some of the work done in SA1 in terms of use cases and requirements, security considerations and views by way of whitepapers and publications, we can take them as food for thought that will serve somewhat as a starting point to continue our thoughts on 5G security.  Security is such an important aspect of the overall architecture; SA3 simply cannot stand back while the 5G architecture is developed without security input. We are proposing some recommendations for SA3 to move forward: 

· SA3 should explore some timelines that can provide the needed security support for the WIDs in other WGs, e.g. start 3Q 2016 and finish 2Q 2017, and basing on the current and anticipated workloads in SA3.  
· Given SA3 and the industry has an opportunity for a clean-slate approach to 5G, SA3 should be open-minded and not afraid to consider fundamental changes in terms of security architecture, trust models, etc.
· Since 5G is big and there are lots of players and given the vast experience developing security for previous Gs in 3GPP SA3, SA3 can and should be the leader by coordinating and pulling the efforts of all players together.
If, on the other hand, SA3 strongly believes that the study should start now, we have prepared the accompanying sample SID which should be considered as a starting point to start the study.  Of course, the timeline for the SID should be adjusted according, as indicated in the sample SID (e.g. conclude in 2Q of 2017). Given the size of the undertaking for the expected 5G security study, more time may be required.
