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Abstract of the contribution: This contribution proposes to clarify the meaning of two delays.
1 Introduction
Both 5.2.3.4.3.3 Protection against brute force and dictionary attacks and 5.2.3.4.5 Policy regarding failed login attempts mention the delay scheme. But these two delays make the reader a bit confusd.  This pCR is porposed to clarify the meaning of two delays.
2 Discussion
The delay in 5.2.3.4.3.3 Protection against brute force and dictionary attacks is used between each newly entered password.  This delay could be regarded as “timed delay” which is used between each newly entered password.

The delay in 5.2.3.4.5 is used after the maximum permissible number of consecutive failed user account login attempts is exceeded by a user. A block will happen when permitting attempts is exceeded. Because of this, the delay in 5.2.3.4.5 could be called block delay.
One of protection against brute fore and dictionary attacks schemes is blocking the account by clocking an account following a specified number of incorrent attempts. This idea is a part of 5.2.3.4.5 in which defines the maximum permissible number of consecutive failed user account login attempts. Therefore, we propose to move the definition part from 5.2.3.4.5 to 5.2.3.4.3.3 for more clearly.
The increasing delay which is the characteristic of the first scheme in 5.2.3.4.3.3 seems redundance when the first two methods are combined. The account will be blocked after the five consesive failed attempts during each entered a delay existed. This combination can reach the highest security preventing bruteforce attack with sacrificing the user experience, especially in the condition that the delay is increased. Delay with equal time combined with blocking has little impact on preventing bruteforce attack comparing with increasing delay.  However, increasing delay is useful when the first and the third methods are used. Therefore, we propose to have the increasing feature as the optional feature depanding on the operator’s consideration. 
3 Proposed pCR

*** BEGIN OF THE FIRST CHANGE ***

5.2.3.4.3.3
Protection against brute force and dictionary attacks

Requirement Name: tba

Requirement Reference: tba

Requirement Description:

If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing shall be implemented.

Brute force and dictionary attacks aim to use automated guessing to ascertain passwords for user and machine accounts. Various measures or a combination of these measures can be taken to prevent this.

The most commonly used protection measures are: 

1)
Usingthe timed delay (this delay could be the same or increased depending the operator’s policy for each attempt)for each newly entered password input following an incorrect entry ("tar pit").

2)
Blocking an account following a specified number of incorrect attempts (The maximum permissible number of consecutive failed user account login attempts should be configurable by the operator. The definition of the default value set at manufacturing time for maximum number of failed user account login attempts shall be less than or equal to 8,typically 5). However has to take in account that this solution needs a process for unlocking and an attacker can force this to deactivate accounts and make them unusable.

3)
Using CAPTCHA to prevent automated attempts (often used for Web applications).

In order to achieve higher security, it is often meaningful to combine two or more of the measures named here. This shall be evaluated in individual cases and implemented accordingly. 

Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
*** THE NEXT CHANGE ***
5.2.3.4.5
Policy regarding consecutive failed login attempts

Requirement Name: tba

Requirement Reference: tba

Requirement Description:
a) 
After the maximum permissible number of consecutive failed user account login attempts (refered to 5.2.3.4.5) is exceeded by a user there shall be a block delay in allowing the user to attempt login again. This block delay and also the capability to double the delay after each login failure should be configurable by the operator. The default value set at manufacturing time for this delay shall be greater than or equal to 5 sec. 

b) 
Infinite (permanent) locking of an account that has exceeded maximum permissible number of consecutive failed user account login attempts should also be possible via configuration, with the exception of administrative accounts which shall get only temporarily locked via the added delay.

*** END OF CHANGE ***
