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Abstract of the contribution: This pCR details the MCPTT user service authorization.
1. Introduction

This pCR details the MCPTT user service authorization procedure for the scenarios where the MCPTT service provider and the home PLMN operator are not part of the same trust domain. When MCPTT service provider and the home PLMN operator are not part of the same trust domain, privacy protection of application layer identities from SIP core is required.
2. pCR

***************Start of Changes****************

7.X
MCPTT user service authorisation: When MCPTT service provider and SIP core are not part of same trusted domain

MCPTT user service authorisation procedure is performed to validate the MCPTT user identity with the MCPTT server and to obtain the authorisation for the service.  During user service authorisation, a UE needs to discover the trust relationship between the the MCPTT service provider and the home PLMN operator in order to know which procedure to initiate. The trust relationship is made known to the UE on the basis of pre-configured policy in the UE.

If the MCPTT service provider and the SIP core are not part of the same trust domain, it may be required to hide the MCPTT user ID and Access Token from the SIP core. Based on the configuration, the UE obtains the ID Encryption Key (IDEK) and corresponding Key ID along with the identity-specific key material as described in TS 33.179. The public user identity (IMPU) and Key ID are used to uniquely identify the IDEK in the KMS. If the UE identifies that the MCPTT service provider and the home PLMN operator are not part of the same trust domain, then the UE encrypts the MCPTT user ID and the access token before sending it to the MCPTT server. The MCPTT server decrypts the ID and the token and verifies the access token. If verification is successful, then binds the signalling layer identities and the MCPTT user identities.
MCPTT user service authorisation procedure (step C, cf. Figure 5.1-1 in TS 33.179) is performed along with SIP Registration and Authentication (step B ). The MCPTT server after receiving indication of successful IMPU registration from the SIP core (step B-2) and successful verification of the access token, binds the signalling layer identities and the MCPTT user identities. Binding is valid as long as the IMPU registration is valid in SIP core and becomes invalid upon de-registration of MCPTT service.
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Figure 5.X.2-1: MCPTT User Service Authorization with the MCPTT user ID and Access Token hiding
Step 1 to 8 in figure 5.X.2-1 shows successful SIP registration and authentication procedure using IMS AKA. Step 9 and 11 in figure 5.X.2-1 shows third party registration procedure, performed between the SIP Core and the MCPTT Server after successful SIP registration and authentication procedure.

As shown in figure 5.X.2-1, at step 5, the UE includes an encrypted access token, which the UE obtained during Step A-3 (cf. subclause 5.5 in this specification) and encrypted MCPTT user identity in the SIP REGISTER message for MCPTT user service authorization. The MCPTT user identity and access token are be encrypted using the Advanced Encryption Standard (AES) with a 128-bit key IDEK obtained from KMS and the initialization vector (IV) in the Cipher Block Chaining (CBC) mode of operation. The UE also include the key ID and IV along with the message. Then the SIP core, forwards the encrypted MCPTT ID and the access token to the MCPTT server along with the third part registration request message, after successful IMPU registration.

After receiving the third part registration request message at step 9 the MCPTT server retrieves the key IDEK from the KMS using the IMPU and Key ID provided in the request message, if it is not available. The MCPTT server decrypts the MCPTT user identity and the access token, using the IDEK. Then the MCPTT server validates the access token in step 10, as shown in figure 5.X.2-1. Access token verification procedure by the MCPTT server is out of scope of 3GPP. If the access token is valid, the MCPTT server binds the identity between signalling layer identities and the MCPTT user identities. 

For further SIP messages after successful MCPTT user service authorization, the MCPTT server use the binding between signalling layer identities and the MCPTT user identities to process the SIP message from the UE. Also for further SIP messages after successful MCPTT user service authorization, the UE and the MCPTT shall use the IDEK key for encrypting/decrypting the MCPTT user identity. The IDEK is valid as long as the IMPU registration is valid in SIP core.
The MCPTT server sends a 200 (OK) response to the UE (via SIP core) as part of third party registration procedure in step 11 in figure 5.X.2-1, indicating that MCPTT user service authorization is also successful. If the access token provided by the UE is not valid, the MCPTT server decline the request and aborts the MCPTT user service authorization procedure.   
***************End of Changes****************
3. Conclusion

SA3 is kindly requested to agree the pCR (section 2) for the TR 33.879.
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