3GPP TSG SA WG3 (Security) Meeting #82
S3-160167
1 - 5 February, 2016, Dubrovnik, Croatia

revision of S3-15abcd
Source:
Nokia Networks, Alcatel-Lucent
Title:
Discussion of user plane integrity in GPRS in a mixed environment
Document for:
Approval 

Agenda Item:
7.13
Work Item / Release:
EASE / Rel-13
Abstract of the contribution:

It was proposed at SA3#81 that support for user plane integrity be mandated for CIoT. Nokia, among others, asked for more time to study. Nokia is happy to report that we are fine with requiring support for user plane integrity in SGSNs that support CIoT. 
However, we believe that additional considerations are required, especially, but not only, in a mixed environment where an SGSN will handle both, CIoT MSs and other MSs. Such a mixed environment will be the general case. In particular, we feel that it is not necessary to require support for user plane integrity in all GPRS CIoT MSs, nor is it necessary for an SGSN in a mixed environment to provide user plane integrity to all MSs, CIoT or not, that indicate support for user plane integrity.This leads to various combinations that need to be taken into account in cipher mode negotiations. 

The conclusion is implemented in a companion pCR to TR 33.860. 

We assume for this contribution a mixed environment, i.e. an SGSN will handle both, CIoT MSs and other MSs. 
1. Need for UP integrity in a mixed GPRS environment: We believe that UP integrity is not required for all MSs served by an SGSN in a mixed GPRS environment, not even for all CIoT MSs. Some MSs may rely on UP integrity provided at a higher layer, some may not need this security feature at all. (Think e.g. of a CIoT Webcam periodically sending still images of a tourist site.) And when MSs do not need the feature why should they be mandated to support it? Therefore, the possibility needs to be taken into account that not all MSs, not even all CIoT MSs, may support UP integrity. 
Proposal 1:We propose that an explicit indication of MS support for UP integrity is included in the MS capabilities sent to the SGSN. 

On the other hand, it should be avoided that the SGSN is mandated to provide UP integrity to all MSs that indicate support for it, be they CIoT MSs or not. For, this would imply that the MS capabilities determined the security services actually provided by the SGSN. This is not how roles are distributed today, and it may lead to an inefficient use of SGSN resources. It would therefore be desirable if the SGSN had additional information to determine whether it should provide UP integrity when receiving a request from the MS. Support of UP integrity by the MS is a necessary, but may not be a sufficient criterion. The SGSN could e.g. obtain further information from the subscriber profile. Note, however, that the subscriber profile becomes available to the SGSN only after the Authentication and Ciphering command has been sent, but before the Attach Accept message is sent. 
Proposal 2: Include an optional flag in the subscription profile indicating whether the subscription requires UP integrity. 
2. Algorithms for UP integrity: We see no reason that the cryptographic algorithms for UP integrity should be any different from those for control plane (CP) integrity. The algorithms should work equally well for both UP and CP.  It is sufficient to indicate the set of cryptographic integrity algorithms, such as GIA4, GIA5, ..., in the MS capabilities that the MS supports. There is no need to differentiate for its use between UP and CP.  
Proposal 3: The MS capabilities shall contain one set of encryption algorithms and one set of integrity algorithms. 

3. Selected algorithms in the Authentication and Ciphering command: According to proposal 3, there is only one set of integrity algorithms, without distinction between UP and CP. In a companion contribution, we argue that an SGSN supporting enhanced security shall provide CP integrity to the MS whenever the MS capabilities contain a non-NULL integrity algorithm. However, according to section 1 above, the fact that an MS supports UP integrity should not automatically imply that the SGSN has to provide it. Therefore, the SGSN needs to explicitly indicate to the MS that UP integrity is provided. Note that this indication to the MS can only be provided in the Attach Accept message if the SGSN is to take into account information in the subscriber profile. 
The differentiation between CP integrity and UP integrity handling in the SGSN is justified by the potentially very different use of resources for CP integrity and UP integrity. We believe that the case that UP integrity is provided, but not CP integrity, is not meaningful. 
Proposal 4: When the MS indicated support for at least one non-NULL integrity algorithm then the SGSN shall select one of these non-NULL integrity algorithms and include it in the Authentication and Ciphering Command. Furthermore, when the SGSN determines (e.g. according to proposal 2) that SGSN that UP integrity is required and supported by the MS (cf. proposal 1), the SGSN shall include an indicator in the Attach Accept message with the following meaning: if the indicator is set then the SGSN instructs the MS to apply UP integrity, in addition to CP integrity, with the integrity algorithm selected in the Authentication and Ciphering Command, otherwise only CP integrity shall be applied.

