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BEGIN CHANGES
***
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [2], TS 33.220 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [2].

AUTN(*): In GBA context, GBA_ME relies on AUTN value to verify that the authentication vector is from an authorised network, while GBA_U relies on AUTN* to perform network authentication as described in [1]. AUTN(*) is used to refer both to AUTN and AUTN*.
AUTS: When the USIM considers the sequence number to be not in the correct range, then the USIM sends a AUTS parameter back to the ME. The AUTS is defined in TS 33.102 [6].
Disposable-Ks model: The keying model used in GBA-push. Only one NAF-key is generated per Ks and the Ks cannot be reused. 

GBA_U aware UICC: A UICC which supports GBA_U which means that the Ks will never leave the UICC. 

GBA-Push-Info: GBA-Push-Info contains data relevant for key derivation in GBA Push. GBA-Push_Info is sent via the Upa-reference point from the NAF to the UE.

NAF_Id: The FQDN of the NAF, concatenated with the Ua security protocol identifier,

NAF-key: A NAF-key derived from Ks. It can be used to refer to Ks_(int/ext)_NAF or Ks_NAF.

NAF SA: A security association between a NAF and a UE based on a NAF-key.
Push-message: This is a message that is sent on a Ua-reference point from the NAF to the UE and has applied GBA keys that were bootstrapped via the Upa-reference point.

Push-NAF: A NAF authorized for using GBA-Push.

UE_Trp: The transport address used for delivery of GPI to the UE.
***
NEXT CHANGE
***
5
GBA Push Function

5.1
GBA Push Message Flow and Processing

5.1.1
GBA Push Message Flow

Figure 5.1-1 outlines the message flow for the case, where the NAF wants to send data to the UE, but has no valid NAF-key available i.e. no Ks(_int/ext)_NAF available The reason that the NAF has to initiate NAF SA establishment can be that the UE may be unable to perform a bootstrapping procedure directly with the BSF or that the UE should not perform a bootstrapping procedure directly with the BSF

NOTE 1:
An example use case when the UE is unable to perform a bootstrapping procedure is in a broadcast scenario.
If the subscriber is managed in an HLR instead of the HSS then GUSS functionality and SLF functionality are not available otherwise the functional flow is the same when substituting the word HSS by HLR in the text and the message flow below.

[image: image1]
Figure 5.1.1-1: High level message flow description for bootstrapping through the NAF

A precondition for use of GBA-Push is that the UE is registered with the Push-NAF for the intended service. Annex B describes information that the Push-NAF must register to be able to deliver the push service and the information that has to be agreed between the UE and the Push-NAF.

Processing and message flow:

1.
A NAF needs to establish a shared NAF SA with a UE which is registered for Push services. It knows the identity of the subscriber. The Push-NAF performs the processing described in clause 5.1.2 and generates the GPI Request.

2.
The NAF sends the GPI Request to the BSF. 

3.
Upon receiving the request from the NAF, the BSF performs the processing steps 1 to 5 described in 
clause 5.1.3. 

4.
The BSF fetches a new AV and subscriber's GUSS from the HSS. The GUSS contains subscriber security related information e.g. UICC GBA awareness and USS elements. 

5
The HSS sends the AV and the GUSS to the BSF. 

6.
When the BSF receives the AV Response from the HSS, it performs the processing steps 6 to 9 described in clause 5.1.3. 

7.
The BSF sends the GPI Response to the NAF. 

8.
The NAF stores the received information together with other user information in a NAF SA, see clause 5.2.3. 
9.
The NAF then forwards the GPI to the UE over Upa using the selected transport mechanism and the given transport address.

10.
When the UE receives the message containing the GPI, it processes the GPI as defined in clause 5.1.4 and stores the corresponding NAF SA(s)
The UE and NAF are now ready to use the established NAF SA. 
5.1.2
NAF processing before issuing GPI request

The NAF reads its available data associated with the user and the application for which the NAF SA shall be established. The NAF then determines the Ua security protocol identifier to use in the request to the BSF. It also determines the required life-time of the NAF SA. The NAF then generates the GPI request containing the parameters as given in table 5.1.2.1
If the NAF has received an AUTS parameter and a RAND from the UE indicating that a synchronisation failure has occurred on the USIM when the UE processed the previous GPI, then the NAF shall use the RAND to identify the corresponding NAF SA for this particular UE and include the AUTS and the RAND in the new NAF GPI request to the BSF. The NAF shall invalidate the NAF SA until it has received a new GPI response from the BSF. 

Table 5.1.2.1: Parameters in NAF GPI request 

	Parameter name
	Description 
	Notes

	UE_Id
	UE identifier
	This may be a private or a public identifier. 



	UE_Id_Type
	Indicator if UE_Id is a public or private identity
	This information is needed by the BSF to correctly trigger the Public to Private Id resolution towards a HSS/HLR

	App_Lbl
	Identifier for UICC application to use
	This variable may be left empty if the UICC application to use is evident from context or agreement.

	NAF_Id
	Concatenation of NAF FQDN and Ua security protocol Id
	Defined in TS 33.220 [1]

	P-TID
	NAF SA identifier
	To be used by UE when responding to NAF. The identifier is included only to enable that it is confidentiality protected in the GPI. See also clause 5.2.1 and 5.2.2.

	U/M
	Indicator for use of GBA_ME or GBA_U
	

	Key_LT
	Requested NAF-Key life time
	

	Priv_Id
	Indicates request for private user identity
	Private user identity is IMSI/IMPI for the selected UICC application (USIM/ISIM) 

	GSID_List
	GSIDs of USS request information
	

	AUTS
	AUTS in UMTS AKA
	Defined in TS 33.102[6].

	RAND
	RAND in UMTS AKA
	Defined in TS 33.102[6].


5.1.3
BSF processing of NAF GPI request

When the BSF receives the GPI request from the NAF it performs the following processing steps:

1.
The BSF checks that the NAF is authorized to use the NAF_Id provided in the GPI request. If it is not, an error message is generated and the processing is terminated.

The BSF checks that the requested Key_LT in the GPI request is less than the allowed max value in the system. If the value is greater than the max value an error message is generated and the processing is terminated. 

2.
If the UE_Id is a public identity, the BSF resolves the corresponding private identity (i.e. IMPI or IMSI) as specified in TS 29.109 [14].

3.
If needed, the BSF retrieves the HSS address for the given UE using the SLF.

4.
The BSF requests an AV, and subscriber's GUSS from the HSS. 

NOTE 1:
If the network utilizes an HLR, then no SLF is used.

NOTE 2:
If the network utilizes an HLR, then GUSS can be realized using an external database as defined in TS 33.220 [1].
If the BSF receives an indication of synchronization failure in the GPI request from the NAF, i.e. when an AUTS and a RAND are included in the GPI request, then the BSF shall include these AUTS and RAND parameters within the AV request to the HSS (TS 29.109 [14]). 
5.
The BSF checks if GBA_ME or GBA_U is requested by the NAF. If GBA_U is requested the BSF checks that this is compatible with the GBA awareness of the UICC according to the GUSS information. If it is not, an error message is generated and the processing is terminated.

The BSF may use USS for policy management and key selection indication as described in TS 33.220 [1].
If GBA_U is requested the BSF queries its database to find out if the private UE_Id is registered and if a valid Ks already exists. If a valid Ks exists the BSF shall invalidate this Ks.
If the network utilizes an HLR instead of an HSS, then the BSF request only the AV from the HLR.

NOTE 3:
If the network utilizes an HLR, then GUSS can be realized using an external database as defined in TS 33.220 [1]
6.
The BSF generates the requested NAF-key(s) according to provided NAF_Id. 

7.
The BSF generates the GPI. The parameters of the GPI are defined in clause 5.2.1. The generation of the GPI includes calculation of the GPI MAC and performing confidentiality protection on parts of the GPI. GPI protection is described in clause 5.3.
8.
The BSF sends its response to the NAF, and deletes the Ks used. The GPI response is defined in table 5.1.3.1.

Table 5.1.3.1: Parameters in GPI response 

	Parameter name
	Description 
	Notes

	GPI
	GPI 
	GPI information is defined clause 5.2.1

	Ks_NAF /

Ks_ext_NAF
	External NAF-key
	Ks_NAF is generated in GBA_ME based GBA-Push
Ks_ext_NAF is generated in GBA_U based GBA_Push

	Ks_int_NAF
	UICC internal NAF-key
	Ks_int_NAF is generated in GBA_U based GBA_Push

	Key_LT
	NAF-Key life time
	

	UE_Priv_Id
	Private user identity (IMSI/IMPI) for used UE_Id
	Only returned if requested and public user identity was used in GPI request and the NAF is authorized by the BSF to receive the private user identity.

	USS
	USS information
	If available


5.1.4
UE processing of GPI

When the UE receives a GPI it performs the following steps.
1.
UE receives GPI. The parameters of the GPI are defined in clauses 5.2.1 and 5.3.5.

2. If the App_Lbl in the GPI is included, then if the App_Lbl:

a. indicates a USIM or ISIM application which is already active then the UE continues processing from step 4.

b.  indicates a USIM application different from the currently active USIM application, then the ME shall reject the request, as there at most, only can be one USIM active at one time.

c.  indicates a ISIM application different from the currently active ISIM application(s), then the ME shall not terminate the currently active ISIM application(s), but instead the ME shall activate the ISIM application as defined in TS 31.101 [15], as the UE is allowed to have several ISIM applications active simultaneously.

3.
If the App_Lbl in the GPI is undefined, the UE determines the UICC application to use from used delivery channel of the GPI (e.g. SMS, MMS, SIP Message, etc) or from other context information.

4.
UE checks if it has received the same GPI earlier.

a.
If the GPI corresponds to an already existing NAF SA (this can be achieved by comparing the RAND value in the new GPI with the RAND value in an existing NAF SA), then the GPI is silently dropped and the GPI processing terminated.

b.
If the GPI corresponds to an incomplete NAF SA, the Ks indicated by GPI is activated and processing continues from step 7 (step 8 describes how an incomplete SA may appear).

NOTE 1:
To handle retransmissions efficiently the UE benefits from only invoking a UICC application after checking that the GPI does not correspond to an already existing NAF SA. The check can be done by comparing the received (RAND, AUTN(*), App_Lbl) triplet with the corresponding triplets associated with existing NAF SAs.

5.
The UE reads the GPI version number and selects the corresponding GPI integrity and ciphering algorithms. If the UE does not support this GPI version, the GPI is silently dropped and the GPI processing is terminated.

6.
If the UICC application is active or can be activated the UE initiates derivation of the Ks by issuing an Authenticate command to the UICC. The type of Authenticate command is determined by the indicated U/M-mode in the GPI, i.e. if GBA_ME or GBA_U should be used. 
If the Authenticate command on the USIM returns a MAC failure then the GPI processing ends.  

If the Authenticate command on the USIM returns a synchronisation failure including the AUTS back to the ME, then the ME may forward the the AUTS and the corresponding RAND to the NAF , if the UE has an uplink channel to the NAF. If the UE has no uplink channel to the NAF then the GPI processing ends in the UE.

NOTE X: How the AUTS and the RAND are transmitted from the UE to the NAF is Ua application specific. 

If U/M indicates use of GBA_U, the generated Ks will effectively be generated on the UICC and not deleted until next GBA_U Ks is established using Authenticate command. The ME shall restrict NAF-key generation procedures using the generated Ks on the UICC to only be allowed for the NAF SA generation associated with the ongoing GBA-Push procedure. 
7.
The ME initiates the derivation of the GPI protection keys and other parameters needed for GPI integrity checking and deciphering of the confidentiality protected parts. This processing is defined in clause 5.3

8.
The ME checks the integrity of the GPI message. If the integrity check fails, the following procedure is followed:

a.
With GBA_ME, the derived Ks is stored and marked as incomplete and the GPI processing ends. 

b.
With GBA_U, the Ks was stored by the authenticate command. The Ks identity, which normally would be B-TID (see TS 33.220 [1]) is set to RAND@'undefined'. The GPI processing ends. 

9.
The ME deciphers the confidentiality protected parts of the GPI using the algorithms defined by the GPI version number and the GPI confidentiality protection keys.

10.
The UE initiates the derivation of the NAF-Key (s), Ks(_int/ext)_NAF, using the NAF_Id received in the GPI. The key derivation is defined as specified in TS 33.220 [1]. For GBA_ME, the ME deletes the Ks after the derivation of the NAF-Key is completed.
NOTE 1A: In the case of common implementation of GBA and GBA Push, care should be taken that this deletion rule only applies to GBA Push-based Ks. 

11.
The NAF SA consisting of the NAF-key(s) and associated parameters is stored. 

NOTE 2:
When GBA_U is used, two NAF-keys will be generated i.e. a Ks_ext_NAF will be stored in the ME and a Ks_int_NAF will be stored on the UICC. Both keys will be part of the NAF SA.

***
END OF CHANGES
***
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