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*****************************************Start of change*****************************************
7.2.6.1
ECM-IDLE to ECM-CONNECTED transition

The UE sends an initial NAS message to initiate transition from ECM-IDLE to ECM-CONNECTED state [9]. On transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 
When cryptographic protection for radio bearers is established RRC protection keys and UP protection keys shall be generated as described in subclause 7.2.1 while KASME is assumed to be already available in the MME. 

The initial NAS message shall be integrity protected by the current EPS NAS security context if such exists. If no current EPS NAS security context exists the ME shall signal "no key available" in the initial NAS message. 

KASME may have been established in the MME as a result of an AKA run, or as a result of a security context transfer from another MME during handover or idle mode mobility. When the eNB releases the RRC connection without entering the RRC SUSPENDED state, the UE and the eNB shall delete the keys they store such that state in the network for ECM-IDLE state UEs will only be maintained in the MME. When the eNB releases the RRC connection with entering the RRC SUSPENDED state, the UE and the eNB retain the security context.  The context identifier RESUME-id shall uniquely identify the stored AS security context and the eNB that allocated it. 
To resume the RRC CONNECTED state from the RRC SUSPENDED state, the UE shall send to the eNB the context identifier, RESUME-id, associated with the retained AS security context, in a message invoking a state transition. This message shall be integrity and replay protected as defined in clause 7.4 of this specification. 
Before invoking the state transition, the eNB shall validate the received message. For this the eNB shall determine from the RESUME-id which eNB retains the AS security context.
-
If the RESUME-id was assigned by this eNB, the eNB shall locate the associated AS security context. If the valid associated AS security context is found, the eNB shall validate the received message and proceed with the transition to the RRC CONNECTED state. 
-
If the RESUME-id was assigned by a neighbouring eNB accessible through the X2 reference point, the eNB shall communicate the integrity protected RRC message requesting the invocation of state transition, over the X2 reference point, to the eNB that assigned the RESUME-id. Upon validation of the received message, the neighbouring eNB that assigned the RESUME-id and retains the valid AS security context is expected to initiate the X2 handover as defined in clause 7.2.4.2.2 of this specification.
-
If the RESUME-id was assigned by the eNB inaccessible through the X2 reference point, the eNB shall treat this access as a transition from ECM IDLE to ECM CONNECTED state. 
-
If the RESUME-id cannot be resolved, or AS security context associated with it cannot be found, or the message requesting the state transition cannot be validated for any other reason, the eNB shall treat this access as a transition from ECM IDLE to ECM CONNECTED state. 
-
If during the transition from ECM IDLE to ECM CONNECTED state, the MME determines that the eNB retains the AS security context for the UE assumed to be in RRC SUSPENDED state, the MME shall delete the RESUME-id associated with this state and inform the eNB that retains the AS security context that this context is no longer valid.
**************************************** End of change ***************************************
*********************************** Start of next change ****************************************
7.2.6.3
ECM-CONNECTED to ECM-IDLE transition 

On ECM-CONNECTED to ECM-IDLE transitions the eNB may no longer need to store state information about the corresponding UE. 

In particular, on ECM-CONNECTED to ECM-IDLE transitions without entering the RRC SUSPENDED state:

-
The eNB and the UE shall release all radio bearers and delete the AS security context.

-
MME and the UE shall keep the EPS NAS security context stored with the following exception: if there is a new and an old KASME according to rules 3, 4, 8 or 9 in clause 7.2.10 of this specification then the MME and the UE shall delete the old KASME and the corresponding eKSI. The MME shall delete NH and NCC.

On ECM-CONNECTED to ECM-IDLE transitions with entering the RRC SUSPENDED state:
-
The eNB andUE shall release all radio bearers but retain the AS security context.
-
The eNB shall create the context identifier, RESUME-id, associated with the retained AS security context, and communicate it to the UE in a message invoking a state transition. This message shall be integrity and replay protected as defined in clause 7.4 of this specification. 
-
Both UE and the eNB shall retain the stored AS security context and its associated RESUME-id for the duration of the RRC SUSPENDED state or based on the local policy, whichever is shorter.
-
If the new RESUME-id is assigned by the eNB to the AS security context, the eNB shall send the RESUME-id to the MME. The MME shall keep the RESUME-id in association with the UE identity until another RESUME-id is assigned by the eNB for the AS security context, or based on the local policy. 
******************************** End of changes ***************************************************
