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1. Introduction
This pCR proposes text to TR 33.179 based on the content indirection based solution described in the pCR in S3-160124 and the location hiding solution in pCR in S3-160125.
2. pCR to TR 33.179
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8	Application plane security
8.1	MCPTT-1 and MCPTT-3 interface security
8.1.1	General
When required by the MCPTT service provider, application plane identities (e.g. MCPTT group ID, MCPTT ID) shall not be included in the SIP header fields or in the start line of SIP messages and only SIP signaling plane identies (e.g. IMPU, PSI) shall be included in the SIP header fields or in the start line of SIP messages.
NOTE:	Sensitive user and group attributes (e.g. MCPTT user name, MCPTT user organization name) are not included in SIP signaling. These are only present in XML documents delivered using HTTP-1 and HTTP-2 and secured using TLS as per subclause 6.2.
When SIP messages carry MIME bodies containing sensitive application level information the sensitive information shall be secured using the mechanisms defined in the following subclauses.
8.1.2	Using Content Indirection and XCAP to hide sensitive MCPTT application information in SIP messages
8.1.2.1	Applicability
This mechanism is appropriate to any application information that is also present in the UE Configuration, User Profile and Group XML documents that are available at the UE and to the MCPTT server, including:
· Originating MCPTT ID;
· Destination MCPTT ID; and
· MCPTT group ID.
8.1.2.2		Solution
After user authentication the MCPTT UE downloads the UE configuration, User profile and Group configuration documents over CSC-2 and CSC-4 (see subclause 10.1.1 of 3GPP TS 23.179 [2]). These XML documents contain (or reference other documents that contain) the MCPTT ID and MCPTT group IDs that the MCPTT user can use to make private and group calls.
When the MCPTT client sends a SIP message that contains the Destination MCPTT ID, MCPTT group ID and any other sensitive application information that is contained in (or contains a reference to other documents that contain the information), documents downloaded over CSC-2 and CSC-4, that application information shall be identified by including a message/external-body MIME body using the content indirection mechanism specified in IETF RFC 4483 [17] using the XCAP URI format specified in IETF RFC 4825 [18] in the "URL" access type parameter to identify the path to the node in the XML document that contains the application information (e.g. to the MCPTT ID or Group ID). For integrity protection the "Hash" parameter shall be included and the value calculated according to IETF RFC 4483 [17].
When the MCPTT server receives a SIP message containing a message/external-body MIME body it shall obtain the application information by resolving the reference according to IETF RFC 4483 [17] and IETF RFC 4825 [18] and verify the signature in the "Hash" parameter according to IETF RFC 4483 [17].
When the MCPTT Server sends a SIP message that includes the destination MCPTT ID for a Private Call, the MCPTT Server shall identify the destination MCPTT ID by including a message/external-body MIME body using the content indirection mechanism specified in IETF RFC 4483 [17] using the XCAP URI format specified in IETF RFC 4825 [18] in the "URL" access type parameter to identify the path to the node in the XML document that contains the MCPTT ID within the list of MCPTT IDs in the MCPTT User Profile that the originating MCPTT User is allowed to make private calls to. For integrity protection the "Hash" parameter shall be included and the value calculated according to IETF RFC 4483 [17].
When the MCPTT Server sends a SIP message that includes the originating MCPTT ID for a Private Call, the MCPTT Server shall identify the originating MCPTT ID by including a message/external-body MIME body using the content indirection mechanism specified in IETF RFC 4483 [17] using the XCAP URI format specified in IETF RFC 4825 [18] in the "URL" access type parameter to identify the path to the node in the XML document that contains the MCPTT ID of the calling user within the list of MCPTT IDs in the MCPTT User Profile that the destination MCPTT User is allowed to receive private calls from. For integrity protection the "Hash" parameter shall be included and the value calculated according to IETF RFC 4483 [17].
NOTE 1:	The MCPTT Server determines the originating MCPTT ID from the mapping created between the IMS Public User Identity and the MCPTT ID during MCPTT authentication.
When the MCPTT Server sends a SIP message to the MCPTT client that includes the MCPTT group ID for a MCPTT group call, the MCPTT Server shall identify the MCPTT group ID by including a message/external-body MIME body using the content indirection mechanism specified in IETF RFC 4483 [17] using the XCAP URI format specified in IETF RFC 4825 [18] in the "URL" access type parameter to identify the path to the node in the XML document that contains the MCPTT group ID within the list of MCPTTgroup IDs in the MCPTT User Profile that the MCPTT User is allowed to make group calls to. For integrity protection the "Hash" parameter shall be included and the value calculated according to IETF RFC 4483 [17].
When the MCPTT Server sends a SIP message to another MCPTT server that includes the MCPTT group ID for a MCPTT group call, the MCPTT Server shall identify the MCPTT group ID by including a message/external-body MIME body using the content indirection mechanism specified in IETF RFC 4483 [17] using the XCAP URI format specified in IETF RFC 4825 [18] in the "URL" access type parameter to identify the path to the node in the XML document that contains the MCPTT group ID within the MCPTT group document for that group. For integrity protection the "Hash" parameter shall be included and the value calculated according to IETF RFC 4483 [17].
When the MCPTT Server, Configuration Management Server (CMS) or Group Management Server (GMS) sends SIP NOTIFY request to the MCPTT UE that contain MIME content that contains sensitive application information the MCPTT Server, CMS or GMS shall store the MIME content and use the content indirection mechanism in IETF RFC 4483 [17] and provide a URI to the stored MIME content in the "URL" access type parameter. For integrity protection the "Hash" parameter shall be included and the value calculated according to IETF RFC 4483 [17].
NOTE 2:	The content indirection mechanism in IETF RFC 4483 [17] may also need to be used for requests such as SIP NOTIFY even when hiding of sensitive application information is not required because the MIME content can become to large to be transmitted in a SIP message body (e.g. MIME body for the Conference Event Package for large groups).
When the MCPTT UE (MCPTT client, Configuration management client, Group management client) receives a SIP message containing a message/external-body MIME body it shall obtain the application information by resolving the reference according to IETF RFC 4483 [17] and IETF RFC 4825 [18] using HTTPS to securely retrieve this MIME content using HTTP-1 and HTTP-2 and verify the signature in the "Hash" parameter according to IETF RFC 4483 [17].
When the MCPTT client sends a SIP PUBLISH request containing the list of MCPTT group IDs that the MCPTT User wishes to affiliate to the MCPTT client shall include a message/external-body MIME body using the content indirection mechanism specified in IETF RFC 4483 [17] using the XCAP URI format specified in IETF RFC 4825 [18] in the "URL" access type parameter to identify the path to either a particular pre-defined list of MCPTT Group IDs configured in the MCPTT User Profile (i.e. a list of MCPTT groups that is related to a particular profile of the MCPTT User) and/or an HTTP XCAP URI reference to an individual MCPTT Group URI within the list of MCPTT groups in the MCPTT User Profile that the MCPTT User is allowed to affiliate to. For integrity protection the "Hash" parameter shall be included and the value calculated according to IETF RFC 4483 [17].
Example 
The contact list document XML (//UserProfile/user-role-ID/contact-list)

   <?xml version="1.0" encoding="UTF-8"?>
   <resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists"
             xmlns:cp="urn:ietf:params:xml:ns:copycontrol">
     <list>
       <entry uri="sip:bill@example.com" cp:copyControl="to" />
       <entry uri="sip:randy@example.net" cp:copyControl="to" />
       <entry uri="sip:eddy@example.com" cp:copyControl="to" />
       <entry uri="sip:joe@example.org" cp:copyControl="to" />
       <entry uri="sip:carol@example.net" cp:copyControl="to" />
       <entry uri="sip:ted@example.net" cp:copyControl="to" />
       <entry uri="sip:andy@example.com" cp:copyControl="to" />
     </list>
   </resource-lists>

To identify sip:joe@example.org (4th entry in the list) then the node slector is xcap.example.com/UserProfile/user-role-ID/contact-list/~~/resource-lists/list/entry[4]/@uri
and the corresponding HTTPS URI is:
https://xcap.example.com/UserProfile/user-role-ID/contact-list/~~/resource-lists/list/ entry%5b4%5d/@uri
NOTE:	%5b4%5d is equivalent to [4] that has been escaped (%5b = [ and %5d=] )
Example message/external-body MIME body
           MIME-Version: 1.0
           Content-Type: multipart/mixed; boundary=boundaryMCPTT


           --boundaryMCPTT
           Content-Type: message/external-body;
                access-type="URL";
                expiration="Mon, 24 June 2016 09:01:32 GMT";
                URL="https://xcap.example.com/UserProfile/user-role-ID/contact-list/~~/resource-lists/list/entry%5b4%5d/@uri"
                size=62
                hash=10AB568E91245681AC1B
           Content-Type: application/recipient-list+xml
           Content-Disposition: recipient-list
           --boundaryMCPTT--

8.1.2.3	Contact list organisation

Figure 8.1.2.3-1 User Profile and Contact Lists
Figure 8.1.2.3-1 represents the document architecture for the UserProfile with separate common contact lists that can be referenced using XCAP URIs to identify the contacts that a MPCTT User can make a private call to or receive a private call from. 
If XCAP URIs to the contact entries are included in the User Profile, then the MCPTT UE when making a call can indicate the called MCPTT ID by including the XCAP URI to the Contact as the URL for for the called user in the message/external-body MIME type in the body of the SIP Message. Similarly the MCPTT server can include an XCAP URI to a contact in the SIP Message on the terminating side to identify the calling party to the called MCPTT UE.
For MCPTT group Calls the MCPTT group ID can similarly be identified using an XCAP URI to lists of Group IDs.
8.1.3	Using configured codes to hide sensitive MCPTT application indicators in SIP messages
8.1.3.1	Applicability
This mechanism is appropriate to any application indicators that are included in SIP messages, including:
-	Emergency indication;
-	Alert indication; and
-	Imminent peril indication.
8.1.3.2		Solution
The values for these alert indications shall be configured to the MCPTT UE in the UE Configuration document and configured to the MCPTT Server in the Service Configuration document. In order to provide complete hiding a NULL indication value shall also be configured. 
When the MCPTT client needs to include a sensitive indicator in the MIME bodies or receives an indicatior in the MIME body the mapping between the values and the indicator shall be obtained from the UE Configuration document.
When the MCPTT server needs to include a sensitive indicator in the MIME bodies or receives an indicator in the MIME body the mapping between the values and the indicator shall be obtained from the service configuration document.
For interoperability between partner and primary systems an interoperability agreement is needed to agree a common set of values for indicators. The MCPTT server shall translate values to those contained in the interoperability agreement when interoperating with a partner MCPTT server over MCPTT-3.
8.1.4	Using encryption to protect MCPTT client location objects in SIP messages
8.1.4.1	Applicability
This mechanism is appropriate to location objects included in SIP messages.
8.1.4.2		Solution
[bookmark: _Toc359251607][bookmark: _Toc435223450]8.1.4.2.1		General
When protection of the location object is required, encrypting the location object with a symmetric Content Encryption Key (CEK) shall be performed by the MCPTT client using the procedures in this subclause.
Key management of the CEK may be administered by the MCPTT KMS. Before the KMS can provide a CEK, the MCPTT user must first be authorized for MCPTT key management services by presenting a KMS access token to the KMS. The MCPTT UE obtains a KMS access token during user authentication. The KMS performs authorization of the access token by verifying the token was properly signed by the Identity Management (IdM) server.
Once the MCPTT user is authorized for key management services and if protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, the KMS then distributes the CEK to both the MCPTT client and MCPTT server. The CEK is used to encrypt and decrypt the location object. A unique CEK identifier (Key ID) is sent in the SIP message MIME body as part of the <location-info> element to identify the CEK at the MCPTT Server. Authorisation, creation and distribution of the Key is performed per subclause 8.1.4.2.2 and subclause 8.1.4.2.3.
The CEK remains in use until the the MCPTT user logs off, or the KMSprovides a new CEK to the MCPTT client. The KMS may push a new CEK to both the MCPTT client and the MCPTT server.
If the MCPTT client or MCPTT server require an update of a CEK, The MCPTT client or the MCPTT server may request the KMS to provide a CEK. The KMS will determine if an update of the current CEK or a new CEK is required and distributed.
8.1.4.2.2	Authorizing the distribution of the Content Encryption Key
To ensure that the MCPTT user is authorized to receive MCPTT key management services, the MCPTT user provides a KMS access token to the KMS.  The KMS access token asserts the identity of the user to the KMS and is used by the KMS to authorize the MCPTT user for key management services.  The MCPTT user obtains the KMS access token from the Identity Management Server (IdM) during MCPTT user authentication.  Once the MCPTT is authorized for key management services, the KMS can distribute a CEK.
If multiple MCPTT users are logged into the MCPTT service simultaneously through a single SIP session, each MCPTT client receives a different CEK and Key ID (based on their identity).  This way each MCPTT client is uniquely protected.
8.1.4.2.3	Creation and Distribution of the Content Encryption Key
Once the MCPTT user is authorized for key management services, the KMS will provide a CEK to the MCPTT client via the HTTP-1 interface.  The HTTP-1 interface is protected with TLS and creates a secure path for providing both the KMS access token to the KMS and the CEK to the MCPTT client.
The CEK is a 256-bit symmetric key which has a unique Key ID assigned by the KMS.  Both the CEK and Key ID are distributed to the SIP endpoints via the HTTP-1 interface.
Figure 8.1.4.2.3-1 shows the functional message sequence for key management authorization and distribution of a KMS managed CEK.


Figure 8.1.4.2.3-1 Message sequence for the authorization and distribution of a KMS managed CEK.
The following describes the steps performed in Figure 8.1.4.2.3-1:
Step 0:		The UE attaches to the network, establishes normal connectivity, and sets up network security as defined in TS 33.401 [20].
Step 1: 	The MCPTT UE establishes a secure session with the SIP Core.  The SIP User Agent authenticates to the SIP core and registers its IMPU. For IMS authentication, TS 33.203 [6] applies.
NOTE:	At this time, only a secure connection exists between the MCPTT UE and the SIP Core, no MCPTT communications (emergency or otherwise) are available.
Step 2: 	The SIP core sends a SIP 3rd Party Registration to the MCPTT application Server, notifying it of the MCPTT UE SIP registration.  The registered IMPU is sent in this step along with the SIP Core address. This allows MCPTT server to allow minimal or default services for this SIP session at this time.
Step 3a: 	The user provides its MCPTT User Identity and associated credentials to the IdM server via the IdM client’s user agent (over https).  If the user is successfully authenticated (and optionally authorized) by the IdM server, the MCPTT client receives in return an access token specific to the MCPTT user and MCPTT service and a KMS access token specific to the MCPTT user and the KMS.
Step 3b:	The KMS access token obtained in Step 3a is provided to the KMS on the HTTP-1 interface protected with TLS.  The KMS validates the KMS access token.  If the MCPTT user is authorized for key management services, then the KMS provides the CEK (and unique Key ID).  The KMS pushes the CEK (and Key ID) to the MCPTT server.
NOTE: Steps 3a and 3b may occur at any point in this flow between Step 0 and Step 4.
Step 4:  	The access token obtained in Step 3a may be provided to the MCPTT server in a SIP message. The MCPTT application validates the access token.  If the MCPTT user is authorized for MCPTT services, then the MCPTT server binds the user associated with the access token with the SIP session URI and IMPU.  The MCPTT server responds by providing the MCPTT user its service authorization profile. 
Figure 8.1.4.2.3-2 shows the functional diagram for the distribution of a KMS managed CEK.  The dotted lines show the key management paths while the rest of the diagram shows how the CEK is used and recovered by the MCPTT server.  


Figure 8.1.4.2.3-2 Functional diagram for establishing a KMS managed CEK
8.1.4.2.4 Cryptographic Message Syntax
The Cryptographic message syntax (CMS) defined in IETF RFC 5652[19] is used to digitally sign, digest, authenticate and encrypt the MCPTT location object.
The Data, SignedData and EnvelopedData content types are used for securing the MCPTT location object.


Figure 8.1.4.2.4-1 CMS Content types
-	Data content type is used to identity the signed or encrypted message content inside the SignedData or EnvelopedData content types 
-	SignedData is used to apply a digital signature to a message 
1.	The Sender computes the message digest on the content with the digest algorithm. The message digest is then digitally signed using the sender’s private key. The content, digital signature and the associated certificate carrying sender’s public key are stored in the <SignedData> element within the <location-info> element.
2.	The receiver computes the message digest from the received content and verifies the signature with the signer’s public key. The sender’s public key is fetched from the certificate carried in the <SignedData> element.
-	EnvelopedData: used to apply data confidentiality to a message. It consists of the encrypted content and the encrypted content-encryption key (CEK). 
1.	The sender encrypts the content with a randomly generated content-encryption key. The CEK is encrypted with the shared symmetric Key Encryption Key (KEK).The encrypted CEK along with the encrypted content is packed into a <EnvelopedData -CMS> element and sent to the recipient.
2.	The recipient decrypts the encrypted CEK and then decrypts the encrypted content with the recovered CEK
8.1.4.2.5 MCPTT client signing and encrypting the location object
The following is a sequence of steps taken by the MCPTT client to protect the MCPTT location object:
1.	The MCPTT client randomly generates a content-encryption key (CEK) and uses it to encrypt the MCPTT location object;
2.	The CEK is encrypted with the the MCPTT server’s public key;
3.	The encrypted location object along with the encrypted CEK is packed to form an EnvelopedData CMS object;
4.	The message digest is computed on the EnvelopedData CMS object; 
5.	The digest is digitally signed by the MCPTT client using its private key;
6.	The signature, MCPTT client’s certificate chain and EnvelopedData CMS object are collected to form a SignedData CMS object;
7	The SignedData is wrapped in a <CMS -ContentInfo> element within the <location-info> element.


Figure 8.1.4.2.5-1 MCPTT client encrypting and signing MCPTT location object with a symmetric key.
8.1.4.2.6 MCPTT server retrieving the location object
The MCPTT server does the following when it receives a SIP message with a protected MCPTT location object:
1.	It computes the message digest on the encapsulated EnvelopedData object present in the SignedData object; 
2.	The message digest and the MCPTT client’s public key are used to verify the signature. The client’s public key is obtained from the certificate obtained from the SignedData ;
3.	Once the signature is verified, the server opens the EnvelopedData object to obtain the encrypted CEK. The encrypted CEK is decrypted with its private key 
4.	The recovered content-encryption key is used to decrypt the encrypted MCPTT location object.

Figure 8.1.4.2.6-1 MCPTT Server retrieving the MCPTT location object.
89	Inter/Intra domain interface security
[bookmark: _Toc435223451]89.1 	General
For all interfaces between network elements within trusted domain or between the trusted domains, namely HTTP-2, HTTP-3, SIP-2 and SIP-3:
- TS 33.210 [7] shall be applied to secure signalling messages on the reference points unless specified otherwise, and 
- TS 33.310 [5] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [7] unless specified otherwise in the present document.
NOTE:	For the case of an interface between two network elements in the same trusted domain, TS 33.210 [7] does not mandate the protection of the interface by means of IPsec.  However, it is up to the domain administrator’s policy to also protect interfaces within the same trusted domain.
SEG as specified in TS 33.210 [7] may be used in the trusted domain to terminate the IPsec tunnel.

***************** End of change ********************************************
3. Conclusion
It is proposed that SA3 agrre the above text for protecting MCPTT application data in SIP messages into TS 33.179.
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