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	Summary of change:
	It is proposed to add a new subsection in TS 43.020 Annex D, regarding a requirement for enhanced GPRS security support in GPRS CIoT-, MTC-, or M2M-type type mobile stations, from Rel-13 and onwards.
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	Deployment of enhanced GPRS security for GPRS IoT, will be slower and the global procurement of enhanced GPRS security will remain uncertain, and cause fragmentation in GPRS IoT device market. This, in turn, will make less battery-efficient security solutions more plausible in the GPRS-enabled M2M terminal fleet. It may also make the worldwide GSM coverage investments less futureproof, and possibly it may also hamper the overall growth in CIoT solutions.
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*****1st CHANGE*****
D.4
Protection of user information and signalling between MS and SGSN
*****END OF 1st CHANGE*****

*****2nd CHANGE*****
D.4.10
 MS primarily intended for CIoT, MTC, or M2M services
Enhanced GPRS security, as prescribed by Annex <the new EC-GSM Annex>, is mandatory to be implemented in a GPRS MS when it is intended to be used primarily for CIoT, MTC, or M2M services. 

*****END OF 2nd CHANGE*****

*****3rd CHANGE*****
0.2
Abbreviations

Abbreviations used in this specification are listed in 3GPP TS 21.905.

Specific abbreviations used in annex A are listed in clause A.3.

Specific CTS related abbreviations used in annex E are listed in clause E.1.3.

Specific VCGS and VBS related abbreviations used in annex F are listed in clause F.1.3. 

Throughout this specification, the abbreviation Kc128 is used to indicate a 128-bit ciphering key as derived by UMTS AKA [18]. The abbreviation Kc128 is only used where it matters that the ciphering key is 128 bits long; the abbreviation Kc is used in all other places.
CIoT
Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things
*****END OF 3rd CHANGE*****

