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Abstract of the contribution:  The pCR identifies that integrity protection should be applied to user data in cellular IOT in order to prevent unauthorized modification. 
Introduction 
 The SA3# 81 has identified the security threats to user data when user data is unauthorizedly modified.   The pCR specifies that integrity protection of user data shall be supported as an optional-to-use feature at the link layer.

pCR 
***	BEGIN OF FIRST CHANGE	***
[bookmark: _Toc417632007][bookmark: _Toc435226068]  5.4	Key Issue #4: Unauthorized modification of user data

[bookmark: _Toc417632008][bookmark: _Toc435226069]5.4.1	Key issue details
It is well known that the encryption does not ensure the integrity of the plaintext. This is especially true for a stream cipher. An attacker usually knows the frame structure of user data and the meaning of each data segment, such as header and payload of the CoAP protocol, which is a standardized application protocol in IoT [11]. It is not so difficult for an attacker to launch a meaningful modification by altering one or more bits in the encrypted user data without breaking stream cipher.
[bookmark: _Toc417632009][bookmark: _Toc435226070]5.4.2	Security threats 
User data in IoT are usually modelled as low throughput and long traffic inter-arrival time [12]. The applications of IoT are usually used for the remote information retrieve or remote system control. This is quite different from the user data in real time communication whose traffic arrival is constant and continuous. Real time communication is tolerant to the packet loss or data modification because this usually does not change the content of a real time communication [13]. A user at most perceives a noise in this case. Also, in IoT, user data can more appropriately be viewed as “signalling data”, with respect to information classification. Therefore, while an attacker’s interest, opportunity, and non-detectability to modify human-generated user data can generally be viewed as low, this need not be the case for modifying IoT user data in several use cases. Thus we cannot deduce that the integrity of user data in CIoT shall not be protected only because integrity of user data is not required in 2G, 3G and 4G networks. The latter were designed for mainly human-generated user data. The modification of user data in the CIoT scenario is judged to be a more valid threat than that of the modification of human-originated user data. 
[bookmark: _Toc417632010][bookmark: _Toc435226071]5.4.3	Security requirements
User data can be discarded at the link layer to avoid the delivery to the upper layer for further processing if data modification is detected at the link layer. This can save the energy consumption since the upper layer doesn’t need to process the compromised data packet. 
Considering the efficiency, IoT applications may rely on the security schemes in the network link layer to ensure data confidentiality and integrity.  Due to the diversity of CIoT devices, some of them may support integrity protection of user data at the link layer, whilst others may not. In order to enroll the various CIoT devices in the network, the SGSN shall support integrity protection of user data. In a nutshell, integrity protection of user data shall be supported as an optional-to-use feature at the link layer.
Editor’s note: It is FFS whether integrity protection of user data shall be supported as an optional-to-use feature at the link layer.
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