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Abstract of the contribution: this contribution proposes a key issue of authorization of LTE-V2X service in the MNO network.
Introduction

In LTE-V2X communication, before a UE starts broadcasting its V2X message on PC5, it needs to request radio resources from  the E-UTRAN. If not authenticated, malicious LTE-V2X UEs can attempt to request radio resources, which would lead to an exhaustion of network radio resources. 
Analysis
Generally, the authorization of V2X communication can be seperated into two phases: the first phase is when UE attaches to the MNO’s network, and the second phase is when UE requests radio resource for V2X communication from eNB.

Authorization in 3GPP EPC
Following gives two alternatives of authorization:
1. EPC performs the authorization: UE and network need to be mutually authentication based on the preshared secred stored in USIM and HSS. The network(HSS) then would check if the UE has ’subcribed to LTE-V2X service.. 
2.An dedicated V2X entity(e.g. application layer entity or equivent as per LTE-V2X architecture)  performs the authrization: The LTE-V2X services uses the PC5 interface for V2V communication, so it can be assumed that the functional entity in EPC network for LTE-V may be similar as ProSe Function that is used for control plane signaling including the service authorization of ProSe-UEs. Therefore maybe an dedicated EPC V2X entity can be defined, e.g. LTE-V2X server, thus the authorization can be done in this LTE-V2X server. Similar to the ProSe Function, the LTE-V2X server should be considered in 3GPP domain.
Authorization in eNB
After successful UE authentication, EPC notifies the serving eNB that the UE is authenticated  along with UE LTE-V2X context. When UE intends to request radio resource for V2X communication, UE would send an RRC signalling to acquire eNB for radio resource, including an UE identity in the signalling ,and eNB shall check if this UE is authorized to initiate V2X communication based on the stored UE’s LTE-V2X context. In this case, the eNB is responsible for the authorizing LTE-V2X service to the UE. 

Summary
Based on above analysis, it is proposed that the MNO network shall authenticate and authorize the vehicle UEs.
2 Proposals
It is proposed to include this key issue into the LTE-V2X TR33.885.
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X.Y
key issue Y: Authorization of LTE-V2X service in the MNO network.

X.Y.1 Key issue details

In LTE-V2X communication, before a UE starts broadcasting its V2X message on PC5, it needs to request radio resources from  the E-UTRAN. If not authenticated, malicious LTE-V2X UEs can attempt to request radio resources, which would lead to an exhaustion of network radio resources.
Generally, the authorization of V2X communication can be seperated into two phases: the first phase is when UE attaches to the MNO’s network, and the second phase is when UE request radio resource for V2X communication from eNB:
· Phase1: Authorization in 3GPP EPC
Following gives two alternatives of authorization:

1. EPC performs the authorization: UE and network need to be mutually authentication based on the preshared secred stored in USIM and HSS. The network(HSS) then would check if the UE has ’subcribed to LTE-V2X service.
2. An dedicated V2X entity(e.g. application layer entity or equivent as per LTE-V2X architecture)  performs the authrization: The LTE-V2X services uses the PC5 interface for V2V communication, so it can be assumed that the functional entity in EPC network for LTE-V may be similar as ProSe Function that is used for control plane signaling including the service authorization of ProSe-UEs. Therefore maybe an dedicated EPC V2X entity can be defined, e.g. LTE-V2X server, thus the authorization can be done in this LTE-V2X server. Similar to the ProSe Function, the LTE-V2X server should be considered in 3GPP domain.
· Phase2: Authorization in eNB
After successful UE authentication, EPC notifies the serving eNB that the UE is authenticated  along with UE LTE-V2X context. When UE intends to request radio resource for V2X communication, UE would send an RRC signalling to acquire eNB for radio resource, including an UE identity in the signalling ,and eNB shall check if this UE is authorized to initiate V2X communication based on the stored UE’s LTE-V2X context. In this case, the eNB is responsible for the authorizing LTE-V2X service to the UE.

X.Y.2 Threats

If many malicious UEs may attempt to request radio resources at the same time from the MNO network, it would lead to an exhaustion of network radio resources. Legal vehicle UEs can not get available radio resourcers for one-to-many LTE-V2X communications in PC5 interface.

X.Y.3 Security requirements

The MNO network shall authenticate vehicle UEs when it attached to the LTE-V2X network.

The MNO network shall check the authorization information of vehicle UEs before allocating radio resources to it.
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