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1. Introduction

The specification TS 23.303  has a general section “Service authorisation and revocation for ProSe Direct Discovery and ProSe Direct Communication” according to which a “service authorization procedure is executed […] when the service authorization expires”. In TS 33.303, this general concept has been spread over the various solutions and specified differently for discovery and communication. For example, discovery (section 6.1) is always accompagnied by a ‘current time’ and a ‘validity timer’ in either the service authorization or the discovery messages. In section 6.2.3.1 explains how for “Security for One-to-many ProSe Direct Communication” the keys have a limited lifetime and thereby provides valueable details on how service expiration is done.  

In TS 24.334, for each authorization a specific timer T4005 is used. Specifically, TS 24.334 says: “The UE shall start the timer(s) T4005 with the values included in this service authorisation. The UE shall consider that an authorisation policy is valid in the associated PLMN until the corresponding the timer T4005 expires or is stopped.” The timer itself can be reset by either service revocation or by an update of the profile.

In section 6.5, we did not find  such a statement and therefore find that a security mechanism enforcing this policy is absent. We propose to add timers in section 6.5, very similar to the timers introduced in other sections. Concretely, we propose to add a requirement that credentials should have a limited lifetime and making the long term keys expire.

We kindly ask SA3 to agree to the changes below that are meant to align the specifications TS 23.303, TS 24.334 and TS 33.303.

2. Proposed changes:

**** Beginning of Changes ****

6.5.2
Security Requirements

The following are the security requirements for ProSe Direct One-to-one Communication:

A ProSe-enabled UE shall use different security contexts for ProSe one-to-one communication with different ProSe-enabled UEs.
Direct link signalling ciphering shall be supported and may be used. Direct link signalling ciphering is a configuration option.

Direct link user plane ciphering shall be supported and may be used.

Direct link signalling integrity protection and replay protection shall be supported and used.

Direct link user plane packets between UEs shall not be integrity protected.

Establishment of the security between the UEs shall be protected from man-in-the-middle attacks.

The system should support mutual authentication of public safety UEs out of network coverage.

Compromise of a single UE should not affect the security of the others. 

Authentication credentials should be securely stored in UE.
Authentication credentials should have a limited lifetime.
Expired credentials should be removed from the UE.
**** Next Change ****

6.5.3
Overview of One-to-one ProSe Direct communication

6.5.3.1
Description of differet layers of keys and their identities
ProSe Direct One-to-one communication uses 4 different layers of keys. These are the following:

Long term key: This is the key that is provisioned (see the individual cases in 6.5.4 for more information on the provisioning) into the UE and is the root of the security for one-to-one communications. It may be a symmetric key or public/private key pair depending on the particular use case. Authentication signalling (denoted as “Direct Authentication and Key Establishment” - see subclause 6.5.4) is exchanged between the UEs and possibly some entities in the network, for example in the ProSe UE-to-network relay case to derive the KD. The long term key is identified by the Long term ID. The long term key has a limited lifetime, configurable by the operator.
KD: This is a 256-bit root key that is shared between the two entities communicating using ProSe Direct one-to-one communications. It may be refreshed by re-running the authentication signalling using the Long term key. In order to generate a KD-sess (the next layer of keys), nonces are exchanged between the communicating entities. KD may be kept even when the UEs have no active one-to-one communication session between them. The KD ID is used to identify KD.
KD-sess: This is the 256-bit key that is the root of the actual security context that is being used (or at least in the process of being established) to protect the transfer of data between the UEs. During a communication between the UEs, the KD-sess may be refreshed by running the rekeying procedure (see subclause 6.X.5.3). The actual keys (see next bullet) that are used in the confidentiality and integrity algorithms are derived directly from KD-sess. The 16 bit KD-sess ID identifies the KD-sess.
PEK and PIK: The ProSe Encryption Key (PEK) and ProSe Integrity Key (PIK) are used in the chosen confidentiality and integrity algorithms respectively. They are derived from KD-sess and are refreshed automatically every time KD-sess is changed. 

**** Next Change ****

6.5.3.2
Security states

A UE may be in one of the three different security states with respect to another UE as follows:

Provisioned-security: This is where a UE just has its own valid long term keys.

Partial-security: This is where a UE has recently communicated with another UE and still has the KD that it used with the other UE, but no other derived keys.

Full-security: This is where a UE is actually communicating with another UE and has KD, KD-sess, PEK and PIK, the chosen confidentiality and integrity algorithms and PDCP counters used with each bearer.

Once a UE ends its communication session with another UE, it shall delete KD-sess, PEK and PIK, the choice of algorithms and the counters. It may also delete KD.

**** END of Changes ****

