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Introduction

“Clause 5.3 Issue 3: VPLMN Specific Needs” does not present any threats, and mainly brings up additional legal considerations on the use of end-to-middle and end-to-end security requirements. The term “end-to-middle security” is not defined.

Recommendation:
Move relevant text from Clause 5.3 to Clause 4.4. Delete Clause 5.3. Add clarification to the term “snd-to-middle security”
~ ~ ~ Start of first text proposal~ ~ ~
4.4
“Device to HPLMN” user plane protection

In that study, it is needed to “Investigate potential enhancements to 3GPP’s security architecture(s) that enable the Home Operator to be able to offer well guaranteed security to enterprises e.g. to provide security between the UE and a node in the home operator domain.”. This concept is referred to as an “end-to-middle” security. Also it is needed to consider both Gb and S1 based architectures in this study.

In GPRS system, the user plane data is carried over the following nodes:

UE ( BSS ( SGSN ( GGSN

In EPS system the user plane data is carried over the following nodes:

UE ( eNB ( S-GW (P-GW

When a S4 SGSN is used, the user plane data is carried over the following nodes:

UE ( BSS ( SGSN ( S-GW ( P-GW

In GPRS system, the user plane data is carried in LLC frames between the UE and the SGSN. LLC frames are confidentiality protected between the UE and the SGSN (see 3GPP TS 44.064 [AddRef]).

In EPS system, the user plane data is carried in PDCP PDUs (see 3GPP TS 36.323 [AddRef]) between the UE and the eNB that may be confidentiality protected.

GTP-U (see 3GPP TS 29.281 [AddRef]) packets carry the user plane data between:

- the SGSN and the GGSN,

- the SGSN and the S-GW if S4 interface is used,

- the eNB and the S-GW,

- the S-GW and the P-GW.

In the roaming case, the user plane data is carried between the SGSN and GGSN in a GPRS system (resp. S-GW and P-GW in an EPS system) over a GRX/IPX network (a.k.a inter-PLMN backbone network). The GRX/IPX network is intended to be a trusted network which interconnects several PLMN and service providers either with a direct communication link or through an third parties called GRX/IPX providers. Two PLMNs may communicate over a selected inter-PLMN backbone network that include border gateway security functionalities (see clause “Packet Domain PLMN Backbone Networks” in clause 5.4.2 of 3GPP TS 23.060 [AddRef]) however those security functionalities aren’t uniformly used.

The user plane data is protected with key derived from GSM/UMTS AKA between the UE and the SGSN for GPRS systems.

The user plane data is protected with keys derived from EPS AKA between the UE and the eNB for EPS systems. 

NDS/IP is used between the eNB and S-GW for EPS systems. 

Devices that roam in a visited network are subject to the regulations of the country of the visited network. A visited network might have certain requirements with respect to what (types of) algorithms are allowed. In particular, for end-to-end and end-to-middle security, lawful interception regulations in some countries might forbid the use of (some) encryption algorithms. Other countries however might allow this type of end-to-end and end-to-middle security and other countries again might forbid or allow specific CIoT devices to use end-to-end and end-to-middle security.
~ ~ ~ End of first text proposal~ ~ ~
~ ~ ~ Start of second text proposal~ ~ ~





~ ~ ~ End of text proposal~ ~ ~
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