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1
Opening of the Meeting

The SA3 Chairman Anand Prasad welcomed the delegates to Anaheim. He thanked NAF for organizing the meeting. Adrian (Qualcomm) gave a few words on behalf of North American Friends.

2
Approval of Agenda and Meeting Objectives

S3-152200
Agenda





Source: ETSI

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152454.



S3-152454
Agenda





Source: WG Chairman

(Replaces S3-152200)

Abstract: 

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

The attention of the delegates to the meeting was drawn to the fact that 3GPP activities were subject to all applicable antitrust and competition laws and that compliance with said laws was therefore required by any participant of the meeting, including the Chairman and Vice-Chairmen and were invited to seek any clarification needed with their legal counsel. The leadership would conduct the present meeting with impartiality and in the interests of 3GPP. Delegates were reminded that timely submission of work items in advance of TSG/WG meetings was important to allow for full and fair consideration of such matters.

4
Meeting Reports

4.1
Approval of the Report from SA3 #80

S3-152203
Report from last SA3 meeting





Source: ETSI

(Replaces )

Abstract: 

Decision: 

The document was approved.



4.2
Report from SA #69

S3-152201
Report from last SA meeting





Source: ETSI

(Replaces )

Abstract: 

Decision: 

The document was noted.



4.3
Report from SA3-LI 

Alex Leadbeater (BT) gave a report of the last SA3-LI meeting:

SA3-LI#59 Austin focussed on the following primary issues;

S8HR LI, LI requirements for LCS location service, ePDG selection for Voice over WIFI and Location reporting enhancements for LTE.

In addition, SA3LI discussed the increasing backlog of 3GPP capabilities that have yet to be fully evaluated and the delay in SA3LI relative to the rest of 3GPP's release schedule. Given that SA3LI is contribution driven more effort will be required to close this gap.

The SA3LI Chairman noted that, SA3LI#59 was also the largest SA3LI meeting so far both in terms of document numbers and delegate numbers. Going forward may be necessary to consider the group structure inside 3GPP if the workload and attendance continue to rise.

Nokia Networks commented that the size of the group doesn’t matter when creating a new WG. The main topic is whether we want to see LI reporting directly to SA.

Alex commented that this could be either a SA group or a CT group. It was decided to discuss further in the Dubrovnik meeting.

5
Items for early consideration

6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

S3-152206
LS on Proposed extension to GUSS to include AS address





Source: C1-153909

(Replaces )

Abstract: 

Discussion: 

Nokia Networks commented that TS 33.222 (clause 6.5.1) contains the answer for question 2.

Ericsson commented that the user is allowed to access, it's an authorization decision. The LS asks that the GUSS may enable a routing of the request to a specific AS.

Nokia: the GUSS cannot make decisions based on load balancing issues.

Ericsson commented that there are several ways to do this, and SA3 is not the right place to specify what the GUSS does in this case.

Heiko (Morpho Cards) commented that there is an additional AS instance address. Is this really load balancing or there is another intention for having this additional instance?

Ericsson commented that CT1 CRs that were not finally agreed were defining the mechanisms of pinpointing specific instances. The GUSS was one of the mechanisms. This is a just a proposal.

Decision: 

The document was replied to.



S3-152458
Reply to: LS on Proposed extension to GUSS to include AS address





Source: Ericsson

Decision: 

The document was approved.



S3-152209
LS on Mobile Equipment Identity Signalling over WLAN





Source: C4-151756

(Replaces )

Abstract: 

Discussion: 

Alex (BT) commented that the IMEI is normally bound to the radio part of the UE in 4G. If the 3GPP radio switches off the IMEI is not available. This implies security implications in the case of WLAN.

Heiko (Morpho Cards) commented that use of IMEI for Charging and LI is not really secure given that the IMEI is not secure either.

Broadcom commented that both accesses radio and WLAN will be active at the same time.

Interdigital commented that the IME is not authenticated.

Alf raised concerns on the use of the IMEI in offline charging.

Offline discussions were needed to figure out whether a response was needed.

It was finally noted, no reply needed.

Decision: 

The document was noted.



S3-152210
LS on traffic model assumption in LTE-based V2X





Source: R1-155014

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152215
LS on V2X message characteristics





Source: R2-155003

(Replaces )

Abstract: 

Decision: 

The document was replied to.



S3-152322
Reply LS to RAN2 for clarification of security overhead for LTE V2X





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

Reply LS to RAN2 for clarification of security overhead for LTE V2X

Discussion: 

ALU commented that we haven't started any study work on V2X, not necessary to solve this issue before a SI is created in SA3. Gemalto supported this.

Huawei commented that the sizes are based on minimum requirements, but details would have to be looked at in detail.

It was agreed that a response stating the need of looking into this would be needed, but not on the use of any particular numbers.

ALU agreed on the necessity of a study, but on Rel-13.

Decision: 

The document was revised to S3-152463.



S3-152463
Reply LS to RAN2 for clarification of security overhead for LTE V2X





Source: Huawei, Hisilicon

(Replaces S3-152322)

Decision: 

The document was approved.



S3-152208
Reply LS on secure communication over St reference point





Source: C3-154339

(Replaces )

Abstract: 

Decision: 

The document was replied to.



S3-152464
Reply to: Reply LS on secure communication over St reference point





Source: NTT-Docomo

Decision: 

The document was approved.



S3-152211
LS on extension to field length of PDCP Sequence Number





Source: R2-153873

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152449
LS on the start of the work on Diameter Base Protocol Update





Source: C4-151861

(Replaces )

Abstract: 

Discussion: 

Alf (NTT-Docomo) commented that there may be lots of security issues in this TR and that we should watch progress of this spec.

Decision: 

The document was replied to.



S3-152460
Reply to: LS on the start of the work on Diameter Base Protocol Update





Source: Huawei

Discussion: 

Orange: do we have any issue with their work?

Ericsson: this doesn’t impact us. If we find something else, we will come back.

Decision: 

The document was approved.



S3-152452
Reply LS on NBIFOM Clarifications





Source: S2-153715

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152461
Addition of Location Service





33.106
  CR-0147  rev 6 (Rel-13) v13.1.0





Source: SA3-LI (Rogers Communications)

Discussion: 

This CR will be sent to SA plenary with objections from TNO, KPN and NTT-Docomo.

Decision: 

The document was conditionally agreed.



S3-152462
Commenting contribution on S3-152461





Source: Kpn,TNO

Decision: 

The document was noted.



S3-152493
Presentation on LI





Source: BT

Discussion: 

NTT-Docomo: we have to send an LS to SA and SA1 anyway.

BT: there is no bulk interception in SA3-LI terms. This is illegal, non lawful.

NTT-Docomo found that terms of reference in SA3-LI don't reflect the access. This is not interception, this is accessing and it is not in scope according to SA3-LI terms of reference.

BT: as a carrier we don’t like it but this is the environment where we have to operate. These are requirements that carriers must comply with, and technical solutions are needed for those requirements. What's in 33106 doesn’t necessarily need to be done.

What’s legal is up to legal departments, we focus on technical issues.

TNO: WID to do stage 2 and stage 3 in SA3-LI.

BT: creating a WID would not make a difference.

Nokia Networks: the question is whether the CR fits into the terms of reference of SA3-LI, so terms of reference should be discussed at SA plenary level. This seems to be the issue.

BT; this is still a lawful interception activity, I'm ok with carrying this to SA and have a discussion on terms of reference.

NTT-Docomo supported sending the CR to SA plenary as company contribution (Roger Wireless and LI companies supporting it).

BT proposed to send the CR, and a presentation to the SA plenary on whether this falls into the terms of reference of SA3-LI.If not, it could be sent to ETSI TC LI. The CR will not go into a CR pack, noting the objections from TNO/KPN/NTT-Docomo. This was agreed.

The Chairman commented that he would discuss offline with the companies involved anyway.

TNO queried about the purpose of the presentation to be carried together with the CR. The Chairman commented that the presentation is a separate thing to be done by BT as they wish. The CR will be discussed separately.

Nokia Networks commented that it should be separated the CR and the issue of SA3-LI as a standalone group. The Chairman supported this.

Decision: 

The document was noted.



6.2
IETF

6.3
ETSI SAGE

Steve (Vodafone) commented that there is a liaison from ETSI SAGE to be covered later on.

6.4
GSMA

Simon (ALU) commented the following:

The GSMA FASG evaluated the published papers on VoLTE vulnerabilities [http://ina.kaist.ac.kr/~dongsuh/paper/kim-ccs15.pdf] and [http://peng.cse.ohio-state.edu/pubs/li15-ccs.pdf] and  is  in process of reflecting mitigation recommendations in IR.92.

The GSMA FASG also evaluated the claim of attacks on the LTE access and User Location that is planned to be presented at the Black Hat Europe conference in November 2015, and is working on the Public Statement.

6.5
3GPP2

6.6
OMA

6.7
TCG

Current Work Items

•
TMS Use Cases v2 - Enterprise, Financial, NFV

o
Expand TMS UC v1 (BYOD) to all Enterprise mobiles (BYOD/CYOD/COPE)

o
Add Financial (mobile banking/payments) – collaboration w/ Mobey Forum

o
Add Network Functions Virtualization – collaboration w/ ETSI NFV ISG

o
Schedule – Q1 2016 – Draft submitted for TCG Board review

•
TMS Presentations – Technology Talks and Demos

o
Demos of mobile devices and enterprise networks w/ TCG technologies

o
Talks on ETSI, OMA, Mobey Forum, US NIAP profiles, US NIST specs, operating systems, device management, hardware architecture, network functions virtualization, etc.

Collaboration with other SDOs – formal liaisons or informal liaisons (via TMS WG members)

•
Global Platform – formal – TEE Protected Environment

•
Mobey Forum – formal – Biometrics & Security

•
ETSI – formal – NFV, Lawful Intercept, Cyber security, Net Tech

•
Open Mobile Alliance – formal – Device Management

•
Small Cell Forum – informal – via TMS WG members

•
IEEE-ISTO PWG – informal – via TMS WG members

•
IETF SACM & TLS – informal – via TMS WG members 

•
Linux Foundation – informal – via TMS WG members 

•
US NIAP – informal – Common Criteria profiles

•
US NIST – informal – security standards

Meetings: 

TCG Members Meeting, February 22-26, 2016 in San Francisco

TMS WG meets every Monday and Friday at 12-13 ET

S3-152220
TCG progress report for TMS WG





Source: INTERDIGITAL COMMUNICATIONS

(Replaces )

Abstract: 

This contribution provides a brief summary of the progress in TCG Trusted Mobility Solutions (TMS) WG as of October, 2015.

Decision: 

The document was noted.



6.8
oneM2M

6.9
TC-CYBER

S3-152205
LS OUT to various group to update on ETSI TC CYBER progress





Source: ETSI TC CYBER

(Replaces )

Abstract: 

Discussion: 

Nokia Networks commented that there is a Privacy Mandate from the EU to CEN/CENELIC/ETSI, who accepted this 
and have now to provide a joint work program till end of November. and ETSI TC CYBER takes care of 


responding to this 
mandate from ETSI side and covers a wide range of privacy topics. .


It was clarified that this doesn’t impact SA3 work.


Nokia Networks commented that the response hasn’t been sent yet. The ETSI part of the work is related to privacy regarding security technologies, in the ICT world.


The Chairman commented that overlap should be avoided.

Decision: 

The document was noted.



6.10
ETSI NFV security

The Chairman commented that there is quite some work on LI. MANO security has started as well.

Alex (BT) commented that NFV security has moved to normative standardization. He encouraged delegates to follow their work since 3GPP will have to build on top of their work.

Interdigital commented the difficulties of having the Open Source community implementing LI.

6.11
Other Groups

7.1
IP Multimedia Subsystem (IMS) Security

S3-152450
Reply LS on S8HR roaming architecture handling of E9-1-1 calls in the US and Canada





Source: S2-153684

(Replaces )

Abstract: 

Decision: 

The document was noted.



7.1.1
Media Plane Security

7.1.1.1
Study on Extended IMS media plane security features

7.1.1.2
Extended IMS media plane security features

7.1.2
Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

7.1.3
Other Common IMS Issues

7.2
Network Domain Security

S3-152447
Summary of the email discussion on the 3GPP security profile updates 





Source: Ericsson

(Replaces )

Abstract: 

Summary of the email discussion on the 3GPP security profile updates 

Decision: 

The document was noted.



S3-152344
Updating TLS profiles in TS 33.310





33.310
  CR-0081  rev 1 (Rel-13) v12.2.0





Source: Ericsson, Nokia Networks, Vodafone

(Replaces S3-151925)

Abstract: 

Decision: 

The document was revised to S3-152577.



S3-152577
Updating TLS profiles in TS 33.310





33.310
  CR-0081  rev 2 (Rel-13) v12.2.0





Source: Ericsson, Nokia Networks, Vodafone

(Replaces S3-152344)

Decision: 

The document was agreed.



S3-152349
Updating certificate and CRL profiles in TS 33.310





33.310
  CR-0080  rev 1 (Rel-13) v12.2.0





Source: Ericsson, Vodafone, Nokia Networks

(Replaces S3-151923)

Abstract: 

Decision: 

The document was agreed.



S3-152354
Updating IKEv2 profiles in TS 33.210





33.210
  CR-0046  rev 1 (Rel-13) v12.2.0





Source: Ericsson

(Replaces S3-151930)

Abstract: 

Decision: 

The document was agreed.



S3-152359
Updating ESP profiles in TS 33.210





33.210
  CR-0047  rev 1 (Rel-13) v12.2.0





Source: Ericsson

(Replaces S3-151933)

Abstract: 

Decision: 

The document was agreed.



S3-152364
Updating IMS security profiles in TS 33.203





33.203
  CR-0244  rev 1 (Rel-13) v13.0.0





Source: Ericsson

(Replaces S3-151936)

Abstract: 

Decision: 

The document was revised to S3-152595.



S3-152595
Updating IMS security profiles in TS 33.203





33.203
  CR-0244  rev 2 (Rel-13) v13.0.0





Source: Ericsson

(Replaces S3-152364)

Decision: 

The document was agreed.



S3-152389
Removing IKEv1 from TS 33.210





33.210
  CR-0048  (Rel-13) v12.2.0





Source: Ericsson

(Replaces )

Abstract: 

Decision: 

The document was agreed.



S3-152391
Removing IKEv1 from TS 33.310





33.310
  CR-0083  (Rel-13) v12.2.0





Source: Ericsson

(Replaces )

Abstract: 

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

7.5
GAA

7.6
Multimedia Broadcast/Multicast Service (MBMS)

S3-152414
Annex N alignment to 23.179





33.246
  CR-0189  (Rel-13) v13.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Alignment with 23.179. The MCPTT AS as specified in 3GPP TS 23.719  is an instantiation of the GCS AS.

Decision: 

The document was revised to S3-152580.



S3-152580
Annex N alignment to 23.179





33.246
  CR-0189  rev 1 (Rel-13) v13.0.0





Source: Nokia Networks

(Replaces S3-152414)

Decision: 

The document was agreed.



7.7
SAE/LTE Security

S3-152498
LS on back off timer





Source: Vodafone

Discussion: 

AT&T didn't agree with having a back off timer. In CT1 there have been a lot of discussions because it uses a lot of resources in the network.

NTT-Docomo: true, but they don’t power cycle the UE.

AT&T: this will bring back a long discussion in CT1.

BT supported the LS.

Decision: 

The document was approved.



7.7.1
LTE-WiFi Aggregation

S3-152455
LS on New WI on LTE-WLAN RAN Level Integration supporting legacy WLAN





Source: RP-151623

Decision: 

The document was replied to in S3-152467.



S3-152213
LS on IPsec tunnelling mechanism for LTE-WiFi aggregation





Source: R2-154915

(Replaces )

Abstract: 

Decision: 

The document was replied to.



S3-152467
Reply to: LS on IPsec tunnelling mechanism for LTE-WiFi aggregation





Source: NTT-DoCoMo

Discussion: 

Discussions on what a legacy WLAN is. ALU found unnecessary to make this question.

Qualcomm supported the question on topology, as opposed to ALU and Nokia Networks.

Nokia Networks proposed to capture the different SA3 positions in the LS. Alf (NTT-Docomo) commented that would mean just sending the questions. Deutsche Telekom agreed.

Ericsson commented that it would be good to ask them about their network architecture to analyze the security.

The Chairman proposed to just ask about their topology so SA3 can understand.

Intel: better specific questions rather than open questions.

It was agreed to have three questions for Q1.

Decision: 

The document was approved.



S3-152249
LTE-WLAN RAN level integration support for legacy WLAN using IPSec Tunnelling





33.401 v..





Source: Alcatel-Lucent Deutschland AG, Broadcomm

(Replaces )

Abstract: 

This contribution discusses the new WID (RP-1151615) for LTE-WLAN integration using legacy WLAN and proposes a security solution for the same based on the RAN2 working agreements (RP-151623).

Discussion: 

Qualcomm though this to be premature since there were some other security concerns to be addressed in their contribution 433.

Decision: 

The document was noted.



S3-152433
Security analysis of legacy WLAN based LTE-WLAN RAN Level Integration





Source: Qualcomm Incorporated, Ericsson

(Replaces S3-152432)

Abstract: 

Discussion: 

Broadcom commented that trust doesn’t change from the previous WID.Trust between eNodeB and WLAN is not different in this case.

Qualcomm commented that there is no assumption of trust with the WLAN in this case.

Decision: 

The document was noted.



S3-152444
ALU Comments to S3-152433 Security analysis of legacy WLAN based LWRI





Source: Alcatel-Lucent Deutschland AG

(Replaces )

Abstract: 

ALU Comments to Security analysis of legacy WLAN based LTE-WLAN RAN Level Integration

Discussion: 

Alf (NTT-DoCoMo) commented that this may open the gates for attacks from the Internet.

ALU: the eNodeB controls, it tells the UE whether it can negotiate the Ipsec tunnel.

DT commented that the problem is that you get a public address from the eNodeB that makes it accessible from the Internet. They agreed with NTT-Docomo. 

Nokia Networks commented that it seems that RAN2 is selecting a security protocol when it's SA3's work to do so.

Broadcom didn’t agree with this.

NTT-Docomo commented that outside the WLAN we would be entering the Internet core network and then figure out to move to the access network of the mobile network introducing clearly security holes.

DT commented that it is not defined in our architecture how to go to the legacy WLAN architecture, no topology has been defined.

It was agreed that the solution proposed by RAN2 was not satisfactory and that it is up to SA3 to decide the best security option.

Broadcom didn’t consider these concerns as an issue but an implementation problem. 

The Chairman commented that there is still strong opposition from several companies to accept this. Huawei commented that if it is an implementation issue then it shouldn't be discussed here.

ALU commented that the supporters in RAN2 are not active in SA3.

It was agreed to send a response LS to RAN and RAN2.

ALU proposed a security GW in front of the eNodeB. NTT-Docomo didn’t support it because it would add more complexity and other problems would appear.

Decision: 

The document was noted.



S3-152251
draft_CR Security aspects of LWRI





33.401
  CR-0555  (Rel-13) v13.0.0





Source: Alcatel-Lucent Deutschland AG

(Replaces )

Abstract: 

To support RAN2 feature ‘LTE-WLAN RAN level integration support for legacy WLAN using IPSec’ , an IPSec tunnel need to be established between the eNB and UE.

Decision: 

The document was not pursued.



S3-152250
draft_Reply LS on LTE-WLAN RAN level integration support for legacy WLAN using IPSec Tunnelling 





33.401 v..





Source: Alcatel-Lucent Deutschland AG

(Replaces )

Abstract: 

draft LS response to RP-1151615, RP-151623 on LTE-WLAN RAN level integration support for legacy WLAN using IPSec Tunnelling 

Decision: 

The document was noted.



S3-152248
draft_CR Security aspects of LTE-WiFi aggregation





33.401
  CR-0554  (Rel-13) v13.0.0





Source: Alcatel-Lucent Deutschland AG, Ericsson

(Replaces )

Abstract: 

RAN2 feature LTE-WiFi Aggregation  based on dual connectivity architecture 2C and 3C, where the WLAN AP takes the place of a SeNB.eNB PDCP layer and  the new WT-UE link need to be secured.

Discussion: 

Broadcom didn’t agree completely with this CR. Limitations of these solutions should be stated. They preferred to send an LS to RAN2 asking what kind of WLAN architecture they are considering here.

Questions to RAN2 were defined to be included in a LS.

The update of this CR was contained in the draftCR (living document) 470.

Decision: 

The document was not pursued.



S3-152469
LS to RAN2 on request for clarification for WLAN deployment for LWA.





Source: Broadcom

Discussion: 

Qualcomm argued about Q2 and Q3.

Decision: 

The document was approved.



S3-152290
Security for LTE-WLAN Aggregation





33.401 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This pCR proposes to introduce the potential procedure of key distribution and key identification in LWA

Discussion: 

ALU agreed with this proposal.

Vodafone was concerned with the use of the MAC address. 

Some answers were needed as well from RAN2, for proposal one.

Decision: 

The document was noted.



S3-152291
Security aspects of LTE-WiFi aggregation





33.401
  CR-0556  (Rel-13) v13.0.0





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

The security of LTE-WiFi Aggregation  is based on 802.11 Open authentication and PSK. The PSK should be derived from eNB and UE respectively. eNB will forward the PSK to WT-AP. This potential procedure shall be added into 33.401

Decision: 

The document was not pursued.



S3-152240
Overview of 802.1X based method for securing access over WLAN in LTE-WLAN aggregation





Source: BlackBerry UK Limited

(Replaces )

Abstract: 

Overview of 802.1X based method for securing access over WLAN in LTE-WLAN aggregation.

Decision: 

The document was noted.



S3-152241
Comparison of options for securing access over WLAN when using LTE-WLAN aggregation





Source: BlackBerry UK Limited

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152242
Security aspects of LTE-WiFi aggregation





33.401
  CR-0553  (Rel-13) v13.0.0





Source: BlackBerry UK Limited

(Replaces )

Abstract: 

Decision: 

The document was not pursued.



S3-152432
Security analysis of legacy WLAN based LTE-WLAN RAN Level Integration





Source: Qualcomm Incorporated

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152433.



S3-152470
draft_CR Security aspects of LTE-WiFi aggregation





Source: Alcatel-Lucent

Decision: 

The document was approved.



7.7.2
TS 33.401 Issues

S3-152385
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0557  (Rel-9) v9.8.0





Source: ORANGE

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152471.



S3-152471
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0557  rev 1 (Rel-9) v9.8.0





Source: ORANGE

(Replaces S3-152385)

Decision: 

The document was agreed.



S3-152386
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0558  (Rel-10) v10.6.0





Source: ORANGE

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152472.



S3-152472
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0558  rev 1 (Rel-10) v10.6.0





Source: ORANGE

(Replaces S3-152386)

Decision: 

The document was agreed.



S3-152387
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0559  (Rel-11) v11.8.0





Source: ORANGE

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152473.



S3-152473
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0559  rev 1 (Rel-11) v11.8.0





Source: ORANGE

(Replaces S3-152387)

Decision: 

The document was agreed.



S3-152388
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0560  (Rel-12) v12.15.0





Source: ORANGE

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152474.



S3-152474
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0560  rev 1 (Rel-12) v12.15.0





Source: ORANGE

(Replaces S3-152388)

Decision: 

The document was agreed.



S3-152390
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0561  (Rel-13) v13.0.0





Source: ORANGE

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152475.



S3-152475
Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls





33.401
  CR-0561  rev 1 (Rel-13) v13.0.0





Source: ORANGE

(Replaces S3-152390)

Decision: 

The document was agreed.



S3-152448
Discussion of LS S2-153405 (C4-151802) from CT4 to SA2





Source: NTT DOCOMO INC.

(Replaces )

Abstract: 

Discussion: 

ALU: the UE is not authenticated again. There is no misuse. The message can be used for another purpose without any problem.

NTT-Docomo: if extra auth vectors are generated there is misuse. ALU agreed but this doesn’t happen here.

There was no support for sending the LS to CT4 and SA2.

Decision: 

The document was noted.



7.7.3
TS 33.402 Issues

S3-152207
LS on the security of the authentication failure case for the untrusted WLAN





Source: C1-153998

(Replaces )

Abstract: 

Decision: 

The document was replied to.



S3-152293
Discuss the solution on the security of error code for the untrusted WLAN





33.402 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

his pCR is proposed to introduce the security of error code when UE’s access via untrusted WLAN due to HSS not providing AV to AAA server

Decision: 

The document was noted.



S3-152323
LS(C1-153998) on security of authentication failure case for the untrusted WLAN from 3GPP TSG CT WG 1





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

LS(C1-153998) on security of authentication failure case for the untrusted WLAN from 3GPP TSG CT WG 1

Decision: 

The document was revised to S3-152476.



S3-152476
LS(C1-153998) on security of authentication failure case for the untrusted WLAN from 3GPP TSG CT WG 1





Source: Huawei, Hisilicon

(Replaces S3-152323)

Decision: 

The document was approved.



S3-152292
Overview of solutions for UE authenticating ePDG if HSS does not provide AV to AAA





33.402
  CR-0128  (Rel-13) v13.0.0





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

C1’s LS asked that the ePDG behaviour shall be captured in SA3 specs or in CT1 specs, if the UE can authenticate ePDG as describing in Q1. We believe that this shall be captured in SA3, for authentication is security aspect. It is obvious that this method t to authenticate the ePDG comes from 33.402, and can be seen as supplement to the existing method

Decision: 

The document was not pursued.



7.7.4
Other SAE/LTE Security Issues

S3-152237
Attack on LTE mobiles using EMM codes





Source: Alcatel-Lucent Deutschland AG

(Replaces )

Abstract: 

This contribution discusses an attack on LTE mobiles using EMM codes from a fake eNB and propose practical solutions to mitigate the attack.

Discussion: 

Steffan (DT) commented that this issue does not solve the problem, the timer is a better solution.

Vodafone didn't see much value added if we have different fake eNodeBs.

Alf (NTT-Docomo) commented that this would fail if there is only one eNodeB is covering an area. If you mandate to use different eNodeBs this would require a new planning of the networks for the operator.

There wasn't much support for this proposal. There was certain support for a back-off timer based solution as opposed to this one.

Decision: 

The document was noted.



S3-152466
Privacy and availability in LTE





Source: Deutsche Telekom

Decision: 

The document was noted.



7.8
Security Aspects of Home (e)NodeB

7.9
Security Aspects of Proximity-based Services

S3-152214
LS on LCID and the protection of one-to-one traffic





Source: R2-154933

(Replaces )

Abstract: 

Decision: 

The document was replied to.



S3-152477
Reply to: LS on LCID and the protection of one-to-one traffic





Source: Qualcomm

Decision: 

The document was approved.



S3-152216
LS on ProSe UE Relaying Support





Source: R3-152366

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152353
Annex A update of MIC computation for discovery messages 





33.303
  CR-0096  (Rel-12) v12.5.0





Source: QUALCOMM Incorporated

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152479.



S3-152479
Annex A update of MIC computation for discovery messages 





33.303
  CR-0096  rev 1 (Rel-12) v12.5.0





Source: QUALCOMM Incorporated

(Replaces S3-152353)

Decision: 

The document was agreed.



S3-152356
Annex A update of MIC computation for discovery messages 





33.303
  CR-0097  (Rel-13) v13.1.0





Source: Qualcomm Incorporated

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152480.



S3-152480
Annex A update of MIC computation for discovery messages 





33.303
  CR-0097  rev 1 (Rel-13) v13.1.0





Source: Qualcomm Incorporated

(Replaces S3-152356)

Decision: 

The document was agreed.



S3-152445
Usage of AEAD_AES_128_GCM_12 in ProSe





33.303
  CR-0105  rev 1 (Rel-12) v12.5.0





Source: Ericsson, CESG

(Replaces S3-152383)

Abstract: 

Decision: 

The document was revised to S3-152481.



S3-152481
Usage of AEAD_AES_128_GCM_12 in ProSe





33.303
  CR-0105  rev 2 (Rel-12) v12.5.0





Source: Ericsson, CESG

(Replaces S3-152445)

Decision: 

The document was agreed.



S3-152446
Usage of AEAD_AES_128_GCM_12 in ProSe





33.303
  CR-0106  rev 1 (Rel-13) v13.1.0





Source: Ericsson, CESG

(Replaces S3-152384)

Abstract: 

Decision: 

The document was revised to S3-152482.



S3-152482
Usage of AEAD_AES_128_GCM_12 in ProSe





33.303
  CR-0106  rev 2 (Rel-13) v13.1.0





Source: Ericsson, CESG

(Replaces S3-152446)

Decision: 

The document was agreed.



S3-152415
Alignment with 23.303 - Rel12





33.303
  CR-0107  (Rel-12) v12.5.0





Source: Nokia Networks

(Replaces )

Abstract: 

Figure 6.3.1.2-1 is updated to align with 23.303

Decision: 

The document was agreed.



S3-152416
Alignment with 23.303 - Rel13





33.303
  CR-0108  (Rel-13) v13.1.0





Source: Nokia Networks

(Replaces )

Abstract: 

Figure 6.3.1.2-1 is updated to align with 23.303

Decision: 

The document was agreed.



S3-152297
Mandate returning the discovery response in model B group member discovery in clause 8.2.2.1.2





33.833 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

this contribution clarifies the necessity of mandate returning the discovery response in model B group member discovery in clause 8.2.2.1.2.

Decision: 

The document was revised to S3-152573.



S3-152573
Mandate returning the discovery response in model B group member discovery in clause 8.2.2.1.2





33.833 v..





Source: Huawei, Hisilicon

(Replaces S3-152297)

Decision: 

The document was approved.



S3-152275
Security for Relay Service Code





33.303
  CR-0090  (Rel-13) v13.1.0





Source: ZTE Corporation, China Unicom

(Replaces )

Abstract: 

To add the solution of Security for Relay Service Code to the TS.

To add the definition of ‘Relay Service Code’.

Discussion: 

ALU wanted to state steps 5-7 are in coverage. A note was added.

Merged with 260 into 579.

Decision: 

The document was merged.



S3-152260
Security for Proximity-based services (ProSe) Direct Discovery for Public Safety Use





33.833 v..





Source: Intel Corporation (UK) Ltd

(Replaces )

Abstract: 

This contribution proposes Discovery Key Agreement solution for Proximity-based services (ProSe) direct discovery for Public Safety use

Discussion: 

Discussions on how to combine Intel and Qualcomm solutions.

The content of this pCR were included in the CR 579.

Decision: 

The document was endorsed.



S3-152380
Discussion on Public Safety Discovery





Source: Qualcomm Incorporated

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152382
Protecting Public Safety Discovery messages





33.303
  CR-0104  (Rel-13) v13.1.0





Source: Qualcomm Incorporated,Intel

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152579.



S3-152579
Protecting Public Safety Discovery messages





33.303
  CR-0104  rev 1 (Rel-13) v13.1.0





Source: Qualcomm Incorporated,Intel

(Replaces S3-152382)

Discussion: 

Incorporates 260 and 275.

Decision: 

The document was agreed.



S3-152417
Correction to 8.3.2.2 of 33.833





33.833
  CR-0001  (Rel-13) v1.5.0





Source: Nokia Networks

(Replaces )

Abstract: 

Correction to text

Discussion: 

This should have been a pCR and not a CR.

Decision: 

The document was not pursued.



S3-152278
Modification on Model A security flows





33.303
  CR-0092  (Rel-13) v13.1.0





Source: ZTE Corporation, China Unicom

(Replaces )

Abstract: 

To delete the arrow between step 11 and 12 in Figure 6.1.3.4.2.1-1.

Decision: 

The document was agreed.



S3-152279
Modification on Model B security flows





33.303
  CR-0093  (Rel-13) v13.1.0





Source: ZTE Corporation, China Unicom

(Replaces )

Abstract: 

To delete the arrows between step 12 and 13, and between step 13 and 14 in Figure 6.1.3.4.2.2-1.

To modify the Step 13 of the figure to show that it only involves the Discoveree UE (A-UE).

To clarify that the indication in the Discovery Filter Security Parameters shall be set correctly, thus the Match Report will not be sent in step 13.

Decision: 

The document was revised to S3-152484.



S3-152484
Modification on Model B security flows





33.303
  CR-0093  rev 1 (Rel-13) v13.1.0





Source: ZTE Corporation, China Unicom

(Replaces S3-152279)

Decision: 

The document was agreed.



S3-152341
New solution for DoS persistent scrambling: Masked UTC counter 





33.833 v..





Source: Ericsson LM

(Replaces )

Abstract: 

This contribution adds a new partial solution to ProSe TR. 

Discussion: 

Qualcomm added a sentence on using different UTC masks, scrambling and being tracked. TNO agreed. This would make people trackable much easier.

Decision: 

The document was revised to S3-152485.



S3-152485
New solution for DoS persistent scrambling: Masked UTC counter 





33.833 v..





Source: Ericsson LM

(Replaces S3-152341)

Decision: 

The document was approved.



S3-152346
Update of solution in section 8.3.14: Hint of scrambling key





33.833 v..





Source: Ericsson LM

(Replaces )

Abstract: 

This contribution updates the key hint solution in section 8.3.14.

Discussion: 

Qualcomm didn’t agree with this document. It was agreed to add an editor's note to address Qualcomm's issues.

Decision: 

The document was revised to S3-152486.



S3-152486
Update of solution in section 8.3.14: Hint of scrambling key





33.833 v..





Source: Ericsson LM

(Replaces S3-152346)

Decision: 

The document was approved.



S3-152351
Hint of DUSK, and masked UTC counter 





33.303
  CR-0095  (Rel-13) v13.1.0





Source: Ericsson LM

(Replaces )

Abstract: 

Added the method of how the verification of confidentiality protected messages are more efficiently verified in the receiving UEs over the PC5 interface. 

Decision: 

The document was postponed.



S3-152358
Reducing computational load for processing PC5 Restricted Discovery messages 





Source: Qualcomm Incorporated

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152362
Protection for restricted discovery to reduce processing at the monitoring UE-side 





33.303
  CR-0099  (Rel-13) v13.1.0





Source: Qualcomm Incorporated

(Replaces )

Abstract: 

Decision: 

The document was postponed.



S3-152368
Details of the scrambling and message specific confidentiality calculations for restricted discovery





33.303
  CR-0101  (Rel-13) v13.1.0





Source: Qualcomm

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152487.



S3-152487
Details of the scrambling and message specific confidentiality calculations for restricted discovery





33.303
  CR-0101  rev 1 (Rel-13) v13.1.0





Source: Qualcomm

(Replaces S3-152368)

Decision: 

The document was agreed.



S3-152370
Details of the security provided for restricted discovery and public safety discovery





33.303
  CR-0102  (Rel-13) v13.1.0





Source: Qualcomm Incoporated

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152488.



S3-152488
Details of the security provided for restricted discovery and public safety discovery





33.303
  CR-0102  rev 1 (Rel-13) v13.1.0





Source: Qualcomm Incoporated

(Replaces S3-152370)

Decision: 

The document was agreed.



S3-152261
Updates and Solution Evaluation for UE-2-UE and Remote UE to UE-Network Relay Secure Communication for Public Safety in TR 33.833





33.833 v..





Source: Intel Corporation (UK) Ltd

(Replaces )

Abstract: 

This contribution provides updates and solution evaluation for two proposed solutions in TR 33.833

Decision: 

The document was approved.



S3-152360
Corrections to ProSe one-to-one communication





33.303
  CR-0098  (Rel-13) v13.1.0





Source: Ericsson LM

(Replaces )

Abstract: 

A number of corrections and clarifications are proposed.

Discussion: 

Qualcomm commented this could be taken as mandating 128 bits for PEK and PIK.They didn't agree with this change. Ericsson agreed.

Also it could be seen that confidentiality protected is optional in step 4. Ericsson agreed with a rewording for this.

MCC commented that removing a NOTE is not possible according to the drafting rules.

Decision: 

The document was revised to S3-152492.



S3-152492
Corrections to ProSe one-to-one communication





33.303
  CR-0098  rev 1 (Rel-13) v13.1.0





Source: Ericsson LM

(Replaces S3-152360)

Decision: 

The document was agreed.



S3-152378
Align LCID allocation with RAN specification





33.303
  CR-0103  (Rel-13) v13.1.0





Source: Qualcomm Incorporated

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152478.



S3-152478
Align LCID allocation with RAN specification





33.303
  CR-0103  rev 1 (Rel-13) v13.1.0





Source: Qualcomm Incorporated

(Replaces S3-152378)

Decision: 

The document was agreed.



S3-152296
Detail the description of Relay ID in clause 8.1.1.1





33.833 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

this contribution details the description of Relay ID in clause 8.1.1.1

Decision: 

The document was approved.



S3-152298
Replay protection of token





33.833 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

this contribution aims to solve the replay attack of token in clause 8.1.1.2

Decision: 

The document was approved.



S3-152332
pCR to TR 33.833 on ProSe Relays





33.833 v1.5.0





Source: Gemalto N.V.

(Replaces )

Abstract: 

pseudo CR to TR 33.833 on ProSe Relays 

Discussion: 

ALU queried about Ub, but Gemalto commented that this is not what is shown in the current annex (annex F.4).

Annex F.4 for Kmf only has Ua.

Ericsson agreed that the picture doesn't show Ub, but the functionality is described in the body text.

ALU proposed to leave the Ub and later correct the picture in the Prose TR. This was accepted.

Decision: 

The document was revised to S3-152495.



S3-152495
pCR to TR 33.833 on ProSe Relays





33.833 v1.5.0





Source: Gemalto N.V.

(Replaces S3-152332)

Decision: 

The document was approved.



S3-152294
Solution for Establishing UE to UE-NW relay Security





33.833 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes a solution to establish UE to UE-Network Relay security using a PSK-based solution

Discussion: 

ALU: PC8, not PC3.Huawei agreed with this modification.

Qualcomm: traffic through the BSF should be allowed when using GBA. They had major concerns in several details and they couldn't accept this solution.

ALU was concerned about the UE related KMF.

There was no support and the document was noted.

Huawei expressed concerns on security when Ue having pre-provisioned info when connecting to the relay.

Decision: 

The document was noted.



S3-152428
Updates to GBA-based relay security solution 





Source: Ericsson

(Replaces )

Abstract: 

Discussion: 

Qualcomm: use of key derivation parameters better than MIKEY.An editor's note was added to step 3.

Decision: 

The document was revised to S3-152496.



S3-152496
Updates to GBA-based relay security solution 





Source: Ericsson

(Replaces S3-152428)

Decision: 

The document was approved.



S3-152295
UE to UE-NW Relay Security Solution





33.303
  CR-0094  (Rel-13) v13.1.0





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

Adding UE to UE-NW Relay Security Solution in R13

Decision: 

The document was postponed.



S3-152429
Introduction of UE-to-network relay security procedures





33.303
  CR-0070  rev 1 (Rel-13) v13.1.0





Source: Ericsson LM

(Replaces S3-151847)

Abstract: 

Discussion: 

merged into 578 with 431.

Decision: 

The document was merged.



S3-152430
Discussion on update of S3-151956 on ProSe UE-to-network relays security





Source: Qualcomm Incorporated

(Replaces )

Abstract: 

Discussion: 

Intel: when there are multiples relays the UE need to keep track of them, all PKMF. They propose to note this and use it as a comparison point.

Huawei supported this comparison. Reprovisioning the secret credentials is not a very scalable solution, it is a concerning issue.

Decision: 

The document was noted.



S3-152431
Security for UE-to-network relay communications





33.303
  CR-0089  rev 1 (Rel-13) v13.1.0





Source: QUALCOMM Incorporated

(Replaces S3-151956)

Abstract: 

Decision: 

The document was revised to S3-152578.



S3-152578
Security for UE-to-network relay communications





33.303
  CR-0089  rev 2 (Rel-13) v13.1.0





Source: QUALCOMM Incorporated,Ericsson

(Replaces S3-152431)

Discussion: 

Ericsson commented that there has been a lot of work on relay solutions. We are close to finishing the work and we would like to see a solution in this meeting. If postponed, the situation will not change as Huawei is concerned about. 

Ericsson commented that there is agreement on the keys given beforehand, they didn’t see a clear reason behind the solution and postponing will endanger finding a solution in Rel-13.

Huawei preferred to postpone and have one more meeting cycle. An exception sheet is needed.

Nokia Networks, ALU and Orange preferred to reach consensus during this meeting.

The Chairman commented that the general feeling of the group is to support this CR, at least five companies are supporting this contribution.

Huawei proposed to agree on this as a working assumption.

Intel proposed to agree on this conditionally and Huawei to bring to the next meeting more details about their concerns. If their arguments are not accepted the CR will be agreed.

Gemalto: is Huawei challenging the solution, do they have an alternative?

Huawei commented that a comparison should be done before making a decision.

Intel clarified that they didn't object this CR, but they would accept the compromise of having a working assumption and postpone for the next meeting. ZTE supported this.

This CR is taken as a working assumption. This is the accepted solution and another solution from Huawei would challenge this one. If the Huawei's solution is not agreed, this CR will be agreed. The decision will be made during the next meeting.

Decision: 

The document was postponed.



S3-152299
Solution comparison of UE-to-NW relay





33.833 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

this contribution aims to compare the solutions of UE-to-NW relay and get a conclusion

Discussion: 

Intel,Ericsson and Qualcomm didn’t agree on the comparison. The Chairman proposed to find a comparison criteria where to converge in order to find an agreed solution, so offline discussions were needed.

Decision: 

The document was noted.



S3-152366
Miscellaneous editorials in 33.303 





33.303
  CR-0100  (Rel-13) v13.1.0





Source: Qualcomm Incorporated

(Replaces )

Abstract: 

Discussion: 

Ericsson suggested to correct some wrong references as well.

Decision: 

The document was revised to S3-152497.



S3-152497
Miscellaneous editorials in 33.303 





33.303
  CR-0100  rev 1 (Rel-13) v13.1.0





Source: Qualcomm Incorporated

(Replaces S3-152366)

Decision: 

The document was agreed.



S3-152276
Adding and Modification of Scope





33.303
  CR-0091  (Rel-13) v13.1.0





Source: ZTE Corporation, China Unicom

(Replaces )

Abstract: 

To modify the scope to match the content of the specification.

Discussion: 

Orange suggested to add public safety for one-to-one and one-to-many.

Decision: 

The document was postponed.



S3-152383
Usage of AEAD_AES_128_GCM_12 in ProSe





33.303
  CR-0105  (Rel-12) v12.5.0





Source: Ericsson

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152445.



S3-152384
Usage of AEAD_AES_128_GCM_12 in ProSe





33.303
  CR-0106  (Rel-13) v13.1.0





Source: Ericsson LM

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152446.



S3-152483
Correction to 8.3.2.2 of 33.833





Source: Nokia Networks

Decision: 

The document was approved.



S3-152596
LS security requirements for Public Safey Discovery messages





Source: Qualcomm

Decision: 

The document was approved.



S3-152597
TR 33.833





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-152598
Exception sheet ProSe





Source: Qualcomm

Discussion: 

It was requested to minute that One to one communication solution in 261 is taken as working assumption.

Decision: 

The document was agreed.



7.10 
Security Assurance Specification for 3GPP Network Products

Alf (NTT-Docomo) gave an update of the offline session of Wednesday:

Changes on 33.401 are postponed for the next meeting.

S3-152219
Security Assurance Methodology for 3GPP Network Products





Source: GSMA SECAG

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152309
Modify test case of 5.2.2.3.2





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

this contribution proposes to add an execution step and the corresponding results in 5.2.2.3.2 NAS integrity algorithm selection and use of 33.116

Discussion: 

Nokia Networks: this is not needed. Instructions on how the MME should act, not part of SCAS.

Huawei: you have to verify the MAC.

Nokia Networks proposed to modify the wording to check the algorithm and the MAC.

Decision: 

The document was revised to S3-152533.



S3-152533
Modify test case of 5.2.2.3.2





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152309)

Decision: 

The document was approved.



S3-152308
Modify test case of 5.2.2.4.1 of 33.116





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes to modify test case of 5.2.2.4.1 bidding down prevention in X2-handovers of 33.116

Discussion: 

NTT-Docomo agreed with the contribution, but Nokia Networks thought that the original text was fine already.

Deutsche Telekom: the change doesn’t make it clear what the tester has to do.

NTT-Docomo: we want to see the negative test cases. The positive test cases go away.

NEC: only the positive test cases should be used for functional requirements.

Decision: 

The document was revised to S3-152559.



S3-152559
Modify test case of 5.2.2.4.1 of 33.116





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152308)

Decision: 

The document was approved.



S3-152373
Pre-requisites for testing in 33.116





33.116 v1.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152372
Pre-requisites for testing in 33.117





33.117 v1.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152374
Use of tools in testing





33.117 v1.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152339
SCAS:TestCase-5 2 3 2 2  Protecting data and information  unauthorized viewing





Source: Alcatel-Lucent

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152435
33117TestCase-5.2.3.2.2. Protecting data and information – unauthorized viewing





33.117 v0.2.0





Source: NEC India Private Limited, Alcatel-Lucent

(Replaces )

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.3.2.2 of TS 33.117

Decision: 

The document was noted.



S3-152375
pCR to 33.117 - Modifying test case for requirement 5.2.3.2.4 on Protecting data and information in transfer





Source: Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152343
SCAS:TestCase-5 2 3 2 5  Logging access to personal data





Source: Alcatel-Lucent

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152345
SCAS:TestCase-5 2 3 3 2 Boot from intended memory devices only





Source: Alcatel-Lucent

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152347
SCAS:TestCase-5 2 3 3 5 Network Product software package integrity





Source: Alcatel-Lucent

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152377
Adding test case to the requirement 5.2.3.4.1.1 on System functions ... authentication and authorization  





33.117 v1.0.0





Source: China Mobile, Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152534.



S3-152534
Adding test case to the requirement 5.2.3.4.1.1 on System functions ... authentication and authorization  





33.117 v1.0.0





Source: China Mobile, Nokia Networks

(Replaces S3-152377)

Decision: 

The document was approved.



S3-152236
Clarification of account-related requirement, add. of test cases





33.117 v..





Source: Deutsche Telekom AG

(Replaces )

Abstract: 

Clarification of account-related requirement; addition of test cases

Decision: 

The document was revised to S3-152535.



S3-152535
Clarification of account-related requirement, add. of test cases





33.117 v..





Source: Deutsche Telekom AG

(Replaces S3-152236)

Decision: 

The document was approved.



S3-152307
Clarify a misleading word in 5.2.3.4.3.3 Protection against brute force and dictionary attacks





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes to clarify a misleading word in 5.2.3.4.3.3 Protection against brute force and dictionary attacks.

Decision: 

The document was approved.



S3-152301
Mapping test case from 6.7 of 33.806 to 5.2.3.4.4.1 Network Product Management and Maintenance interfaces in 33.117





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

Mapping test case from 6.7 of 33.806 to 5.2.3.4.4.1 Network Product Management and Maintenance interfaces in 33.117

Discussion: 

Approved with the changes from ALU in 439.

Decision: 

The document was revised to S3-152439.



S3-152439
SCAS: Commenting contribution on S3-152301





Source: Alcatel-Lucent

(Replaces S3-152301)

Abstract: 

Commenting contribution on S3-152301 - adding test case to TS.33.117 5.2.3.4.4.1 

Decision: 

The document was revised to S3-152536.



S3-152536
SCAS: Commenting contribution on S3-152301





Source: Alcatel-Lucent

(Replaces S3-152439)

Decision: 

The document was approved.



S3-152304
Merging of Logging Events in 5.2.3.6 and 5.2.6.3





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

Merge of logging event sections 5.2.3.6 and 5.2.6.3 in TS 33.117

Decision: 

The document was revised to S3-152560.



S3-152560
Merging of security logs.





33.806 v..





Source: Huawei, Hisilicon, Alcatel-Lucent,Nokia Networks

(Replaces S3-152304)

Discussion: 

Merge of 304,379 and 440

Decision: 

The document was approved.



S3-152440
SCAS: Comment contribution on S3-152304





Source: Alcatel-Lucent

(Replaces )

Abstract: 

Commenting contribution that proposes entries into security event log table in S3-152304.

Decision: 

The document was revised to S3-152560.



S3-152379
Providing test cases related to the requirement 5.2.3.6.1 ''Security event logging''  





33.117 v1.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152560.



S3-152305
Mapping D.3.3.6.3 Log accessing to 5.2.3.6.3 Protection of security event log files in 33.117





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes to map D.3.3.6.3 Log accessing test case into 5.2.3.6.3 Protection of security event log files in 33.117

Decision: 

The document was revised to S3-152537.



S3-152537
Mapping D.3.3.6.3 Log accessing to 5.2.3.6.3 Protection of security event log files in 33.117





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152305)

Decision: 

The document was approved.



S3-152381
Changes to ICMP requirement and test case in clause 5.2.4.1.1.2 of TS 33.117 





33.117 v1.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152538.



S3-152538
Changes to ICMP requirement and test case in clause 5.2.4.1.1.2 of TS 33.117 





33.117 v1.0.0





Source: Nokia Networks

(Replaces S3-152381)

Decision: 

The document was approved.



S3-152376
pCR to 33.117 - Modifying requirement and adding test case for clause 5.2.5.1 on HTTPS





33.117 v1.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152539.



S3-152539
pCR to 33.117 - Modifying requirement and adding test case for clause 5.2.5.1 on HTTPS





33.117 v1.0.0





Source: Nokia Networks

(Replaces S3-152376)

Decision: 

The document was approved.



S3-152306
Clarify a word in pre-condition of the test case





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes to modify a pre-condition in test case of 5.3.2.3 No unused software.

Decision: 

The document was revised to S3-152540.



S3-152540
Clarify a word in pre-condition of the test case





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152306)

Decision: 

The document was approved.



S3-152438
33117TestCase-5.3.2.7. Filesystem Authorization privileges





33.117 v0.2.0





Source: NEC India Private Limited

(Replaces )

Abstract: 

This contribution proposes to add a test case related to the requirement 5.3.2.7 of TS 33.117.

Decision: 

The document was revised to S3-152541.



S3-152541
33117TestCase-5.3.2.7. Filesystem Authorization privileges





33.117 v0.2.0





Source: NEC India Private Limited

(Replaces S3-152438)

Discussion: 

Changing the pre-condition.

Decision: 

The document was approved.



S3-152437
33117TestCase-5.3.2.6. Remote login restrictions for privileged users





33.117 v0.2.0





Source: NEC India Private Limited

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152542.



S3-152542
33117TestCase-5.3.2.6. Remote login restrictions for privileged users





33.117 v0.2.0





Source: NEC India Private Limited

(Replaces S3-152437)

Decision: 

The document was approved.



S3-152342
SCAS:TestCase-5 3 3 1 6  External file system mount restriction





Source: Alcatel-Lucent

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152436
33117TestCase-5.3.3.1.6. External file system mount restrictions





33.117 v0.2.0





Source: NEC India Private Limited, Alcatel-Lucent

(Replaces )

Abstract: 

This contribution proposes to add a test case related to the requirement 5.3.3.1.6 of TS 33.117

Decision: 

The document was revised to S3-152543.



S3-152543
33117TestCase-5.3.3.1.6. External file system mount restrictions





33.117 v0.2.0





Source: NEC India Private Limited, Alcatel-Lucent

(Replaces S3-152436)

Decision: 

The document was approved.



S3-152255
Adding test case for 5.3.4.14





33.117 v1.0.0





Source: TNO

(Replaces )

Abstract: 

In this contribution, a test case is added to the requirement 5.3.4.14 of SCAS specification TS 33.117.

Decision: 

The document was approved.



S3-152253
Adding test case for 5.3.4.6





33.117 v1.0.0





Source: TNO

(Replaces )

Abstract: 

In this contribution, a test case is added to the requirement 5.3.4.6 of SCAS specification TS 33.117. Furthermore, a requirement and test case is added to TS 33.117 that further restricts access rights of the web server in order to comply with best practices like OWASP.

Decision: 

The document was revised to S3-152459.



S3-152459
Adding test case for 5.3.4.6





33.117 v1.0.0





Source: TNO

(Replaces S3-152253)

Decision: 

The document was revised to S3-152544.



S3-152544
Adding test case for 5.3.4.6





33.117 v1.0.0





Source: TNO

(Replaces S3-152459)

Decision: 

The document was approved.



S3-152254
Adding test case for 5.3.4.7





33.117 v1.0.0





Source: TNO

(Replaces )

Abstract: 

Abstract of the contribution: In this contribution a test case for TS 33.117 5.3.4.7 is proposed.

Decision: 

The document was revised to S3-152545.



S3-152545
Adding test case for 5.3.4.7





33.117 v1.0.0





Source: TNO

(Replaces S3-152254)

Decision: 

The document was approved.



S3-152256
Adding test cases for TS 33.117 5.3.5.1, traffic separation





33.117 v1.0.0





Source: TNO

(Replaces )

Abstract: 

In this contribution, a test case is added to the requirement 5.3.5.1 of SCAS specification TS 33.117

Decision: 

The document was revised to S3-152546.



S3-152546
Adding test cases for TS 33.117 5.3.5.1, traffic separation





33.117 v1.0.0





Source: TNO

(Replaces S3-152256)

Decision: 

The document was approved.



S3-152300
Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes to Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117

Decision: 

The document was revised to S3-152494.



S3-152494
Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152300)

Decision: 

The document was revised to S3-152525.



S3-152525
Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152494)

Decision: 

The document was revised to S3-152547.



S3-152547
Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152525)

Decision: 

The document was approved.



S3-152338
SCAS: Status of SCAS requirements vs test cases in TS 33.117





Source: Alcatel-Lucent

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152548.



S3-152548
SCAS: Status of SCAS requirements vs test cases in TS 33.117





Source: Alcatel-Lucent

(Replaces S3-152338)

Decision: 

The document was noted.



S3-152348
SCAS:pCR to TS.33.916 to add term NESAS to definitions.





Source: Alcatel-Lucent

(Replaces )

Abstract: 

Discussion: 

Nokia Networks commented that the term NESAS is not used in the document.

ALU commented this term is used in GSMA.

A clarification of the term was added instead.

Decision: 

The document was revised to S3-152549.



S3-152549
SCAS:pCR to TS.33.916 to add term NESAS to definitions.





Source: Alcatel-Lucent

(Replaces S3-152348)

Decision: 

The document was approved.



S3-152371
Addition to guideline for writing tests





33.916 v1.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152369
pCR on general overhaul of TR 33.916





33.916 v1.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152310
Update of the SCAS WID





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution updates the SCAS WID with and addition of new 900 series TR.

Discussion: 

TR 33.806 will be abandoned.

Decision: 

The document was revised to S3-152550.



S3-152550
Update of the SCAS WID





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152310)

Discussion: 

TR 33.806 will be discontinued, the work continuing in a new TR of the 900 series.

Decision: 

The document was agreed.



S3-152302
Proposed Scope for SCAS Threats TR





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This pCR contains a proposal for the scope of the SCAS Threats TR

Decision: 

The document was revised to S3-152552.



S3-152552
Proposed Scope for SCAS Threats TR





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152302)

Decision: 

The document was approved.



S3-152303
TR339XX Skeleton





33.806 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

TR339XX Skeleton

Decision: 

The document was revised to S3-152551.



S3-152551
TR339XX Skeleton





33.806 v..





Source: Huawei, Hisilicon

(Replaces S3-152303)

Decision: 

The document was approved.



S3-152434
Draft LS to GSMA SECAG on feedback on draft TS 33.116 and TS 33.117 





Source: NTT DOCOMO INC.

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152553.



S3-152553
LS on requesting feedback on draft SCAS TS 33.116 and 33.117 and SECAM TR 33.916





Source: NTT DOCOMO INC.

(Replaces S3-152434)

Decision: 

The document was approved.



S3-152554
TS 33.116





Source: Rapporteur

Decision: 

The document was approved.



S3-152555
TS 33.117





Source: Rapporteur

Decision: 

The document was approved.



S3-152556
TR 33.916





Source: Rapporteur

Decision: 

The document was approved.



S3-152557
TR 33.9xx





Source: Rapporteur

Decision: 

The document was revised to S3-152599.



S3-152599
TR 33.9xx





Source: Rapporteur

(Replaces S3-152557)

Decision: 

The document was approved.



7.11
Security Aspects related to Machine-Type Communication

S3-152288
[MTCe] A new solution for group based authentication





33.868 v12.1.0





Source: China Mobile Com. Corporation

(Replaces )

Abstract: 

In previous meeting, China Mobile proposes solution for group based authentication and gets feedbacks from other delegates. The main concerns about that proposal are: 1) Using GSM authentication could not prevent fake base station attack. 2) 64-bits length keys are weak and could not fulfil the security requirement in current. 3) There is no explicit authentication between group nodes and the network. 

Based on these comments, a new solution for group based authentication is proposed as below. This solution could solve the 3 main concern as following:

1)
The authentication between group node and network are mutual authentication now. So fake base station attack could be prevented.

2)
The authentication is explicitly made by using AUTN and RES. And the keys are generated as same as current AKA authentication procedure so the key is strong enough right now.

Decision: 

The document was withdrawn.



S3-152327
[MTCe] A new solution for group based authentication





33.868 v12.1.0





Source: China Mobile Com. Corporation

Abstract: 

In previous meeting, China Mobile proposes solution for group based authentication and gets feedbacks from other delegates. The main concerns about that proposal are: 1) Using GSM authentication could not prevent fake base station attack. 2) 64-bits length keys are weak and could not fulfil the security requirement in current. 3) There is no explicit authentication between group nodes and the network. 

Based on these comments, a new solution for group based authentication is proposed as below. This solution could solve the 3 main concern as following:

1)
The authentication between group node and network are mutual authentication now. So fake base station attack could be prevented.

2)
The authentication is explicitly made by using AUTN and RES. And the keys are generated as same as current AKA authentication procedure so the key is strong enough right now.

Discussion: 

It was noted that this spec is under change control, so it should be a CR.

Nokia Networks commented that Rel-13 work would complement SA2 work (GROUPE,EASE and MONTE) and that no additional work is necessary. The work is complete.

Decision: 

The document was noted.



7.12
Mission Critical Push to Talk over LTE 

S3-152217
Reply LS to SA3 for Clarification on SA6 Architecture





Source: S6-151313

(Replaces )

Abstract: 

Discussion: 

Orange had issues on the MCPTT core.

Blackberry: externally, it's an IMS core. This is the agreement in SA6.

Orange: confusing if you comply and don’t comply with IMS.

Motorola: we don’t use all the IMS functions, just a subset. An exposed interface shall be compliant with IMS.

Orange: the security solutions that we have in IMS can be used then.

Motorola Solutions: we should use this in as many networks as possible.

Ericsson: compliant with Gm or with extensions? These extensions would not be understood.

Motorola: no deviations to existing services that we have. Just extensions like we have in every Release.

The Chairman commented that there are open issues in SA6. There will be extensions but the current spec can be used as it is. The extensions are meant for MCPTT and won't impact what we have now.

Decision: 

The document was noted.



S3-152218
LS to SA3 on potential need for CSC-6 Interface





Source: S6-151321

(Replaces )

Abstract: 

Decision: 

The document was replied to.



S3-152600
Reply to: LS to SA3 on potential need for CSC-6 Interface





Source: CESG

Decision: 

The document was approved.



S3-152314
Modification on section 4.2.2 and 4.2.3





33.879 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution modifies the Figure 4.2.2-1 The MCPTT application plane, Figure 4.2.3-1 The MCPTT signalling plane and their related descriptions in 33.879.

Discussion: 

Motorola Solutions confirmed that this reflects the work in SA6.

Decision: 

The document was approved.



S3-152395
Clarification of Mapping between MCPTT1 and GC1





Source: Ericsson LM

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152392
Additional Security Threats in Key Issue #1





Source: Ericsson LM

(Replaces )

Abstract: 

Discussion: 

Revised to add Motorola' s suggestions on adding location information.

Ericsson: the key issue is to have confidentiality and integrity protection everywhere.

Discussions on securing end to end and necessity of addressing lawful interception.

Decision: 

The document was revised to S3-152508.



S3-152508
Additional Security Threats in Key Issue #1





Source: Ericsson LM

(Replaces S3-152392)

Decision: 

The document was approved.



S3-152223
Resolution of editor’s note in section 6.19.3 of 33.879





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR addresses the editor’s note in section 6.19.3 of 33.879.

Discussion: 

Andrew(Blackberry) : what is aggregated?

Motorola S: put together into the application layer.

Qualcomm: we don’t need the aggregated in the application plane here, it's more a solution than a requirement. Samsung supported this.

It was agreed to do some re-wording of this. Also some editor's note on the second requirement.

Decision: 

The document was revised to S3-152509.



S3-152509
Resolution of editor’s note in section 6.19.3 of 33.879





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-152223)

Decision: 

The document was approved.



S3-152357
SIP Core Authentication Procedure





33.879 v0.3.0





Source: Samsung, Nokia Networks

(Replaces )

Abstract: 

Discussion: 

Motorola Solutions objected to the note on 33.203. It was agreed to remove it.

Orange proposed a requirement on the ISIM/USIM application. This was accepted.

Decision: 

The document was revised to S3-152510.



S3-152510
SIP Core Authentication Procedure





33.879 v0.3.0





Source: Samsung, Nokia Networks

(Replaces S3-152357)

Decision: 

The document was approved.



S3-152226
Resolution of editor’s note in section 7.2.1.1 of 33.879





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR addresses the editor’s note in section 7.2.1.1 of TR 33.879 “Editor’s note:  It is FFS whether an authorization code interception attack is applicable to MCPTT.”

Decision: 

The document was approved.



S3-152238
Resolution of editor’s note in section 7.2.2 of 33.879





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR addresses the editor’s note in section 7.2.2 of 33.879.

Discussion: 

Qualcomm suggested an editor's note on: the use of access token needs further study for the SIP message in step 3h.

This needed offline discussions between Qualcomm and Motorola S. Motorola expressed the need for a solution and not to wait for another meeting cycle.

Decision: 

The document was revised to S3-152594.



S3-152594
Resolution of editor’s note in section 7.2.2 of 33.879





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-152238)

Discussion: 

Blackberry asked to be minuted that SA3 needs to work on statements in step 3h to accurately stage what the MCPTT user is actually bound to.

Decision: 

The document was approved.



S3-152239
SIP core and MCPTT user authentication





33.879 v0.3.0





Source: Motorola Solutions UK Ltd.

(Replaces )

Abstract: 

This contribution proposes a standardised means of authentication of MCPTT client to SIP core where the deployment scenario prevents the use of an ISIM approach

Discussion: 

Blackberry was concerned about having two solutions. There are two sets of information flows. They would prefer having a single solution, as a principle agreement in SA6.

Samsung didn't accept this solution. Orange supported it.

Gemalto object to this document as well.

Decision: 

The document was noted.



S3-152282
Key issue 6 – On-Network Operation: impersonation





Source: BlackBerry UK Limited

(Replaces )

Abstract: 

Discuses the approach to identity management and authentication of the MCPTT User.

Discussion: 

Orange wasn't fine with this proposal.

Nokia Networks had concerns on step 6. The HSS can run the authentication on its own.

Offline discussions were needed to try to reach an agreement on 287

Decision: 

The document was noted.



S3-152287
Authentication of an MCPTT user





33.879 v0.3.0





Source: BlackBerry UK Limited

(Replaces )

Abstract: 

Proposes a solution for authentication of the MCPTT User

Decision: 

The document was revised to S3-152511.



S3-152511
Authentication of an MCPTT user





33.879 v0.3.0





Source: BlackBerry UK Limited

(Replaces S3-152287)

Decision: 

The document was postponed.



S3-152263
Discussion paper - Protecting MCPTT Information in SIP message using S/MIME





Source: Alcatel-Lucent

(Replaces S3-151866)

Abstract: 

This contribution discusses a mechanism to protect MCPTT information in SIP messages using S/MIME

Decision: 

The document was noted.



S3-152264
pCR - Protecting MCPTT Information in SIP message with S/MIME 





33.879 v..





Source: Alcatel-Lucent, Motorola Solutions, Inc

(Replaces S3-151867)

Abstract: 

This pCR contribution proposes a mechanism to protect MCPTT information in SIP messages using S/MIME.

Discussion: 

Huawei supported this approach.

Blackberry commented that there are issues with encrypting messages.

ALU clarified this is protection for the payload.

Samsung wanted an editor's note on the mapping of a requirement to this solution.

Blackberry commented that roaming is a concern, also the impact on the SIP stack and the implementation issues. Andrew wanted to have these in an editor's note.

Orange commented that lawful interception requirements may not be fulfilled here.

Nokia Networks asked if SA3 is OK with giving private keys to clients. Can you provide integrity protection with something else than digital signatures/certificates? Is this the only solution?

Motorola S. commented that this is a requirement of MCPTT.

All these issues were addressed in editor's notes in a revision.

Decision: 

The document was revised to S3-152512.



S3-152512
pCR - Protecting MCPTT Information in SIP message with S/MIME 





33.879 v..





Source: Alcatel-Lucent, Motorola Solutions, Inc

(Replaces S3-152264)

Decision: 

The document was approved.



S3-152316
Protection for sensitive information of application layer in SIP signallings





33.879 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

this contribution clarifies the necessity to protect sensitive information of application layer in SIP signallings and proposes to use S/MIME protocol.

Discussion: 

It was agreed to combine this with ALU's contribution in 512. BT suggested a better wording for the sensitive information being confidentially protected. Orange had also some rewording that was addressed in the revision.

Decision: 

The document was revised to S3-152512.



S3-152230
pCR to add KMS managed Content Encryption Key (CEK) for S/MIME





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR proposes using the MCPTT KMS to establish the Content Encryption Key (CEK) used for S/MIME protection of SIP.

Decision: 

The document was revised to S3-152513.



S3-152513
pCR to add KMS managed Content Encryption Key (CEK) for S/MIME





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-152230)

Decision: 

The document was approved.



S3-152231
pCR to add IBE managed Content Encryption Key (CEK) for S/MIME





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR proposes using the Identity Based Encryption (IBE) to establish the Content Encryption Key (CEK) used for S/MIME protection of SIP.

Discussion: 

Airbus: the use of IBC terminology is not clear.

Motorola S apologised for not having this clear in the text. This was modified.

This was revised to address Airbus' comments.

Decision: 

The document was revised to S3-152514.



S3-152514
pCR to add IBE managed Content Encryption Key (CEK) for S/MIME





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-152231)

Decision: 

The document was approved.



S3-152221
pCR to add a KMS access token





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR proposes the addition of a KMS access token for key management authorization and key distribution.

Decision: 

The document was revised to S3-152515.



S3-152515
pCR to add a KMS access token





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-152221)

Decision: 

The document was approved.



S3-152352
HTTP-1 interface protection





33.879 v0.3.0





Source: Samsung, Nokia Networks

(Replaces )

Abstract: 

Discussion: 

Nokia Networks wanted to keep it open for further study if the options are suitable for MCPTT.This was addressed in an editor's note.

Decision: 

The document was revised to S3-152516.



S3-152516
HTTP-1 interface protection





33.879 v0.3.0





Source: Samsung, Nokia Networks

(Replaces S3-152352)

Decision: 

The document was approved.



S3-152355
Inter/Intra domain protection for MCPTT service





33.879 v0.3.0





Source: Samsung, Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152401
MCPTT TR: Alignment of Solution#3 with SA6 TS





Source: CESG

(Replaces )

Abstract: 

This contribution cleans up solution #3 based on changes within SA6's TS.

Decision: 

The document was approved.



S3-152402
MCPTT TR: Update to Solution#3 to resolve KMS editor's note





Source: CESG

(Replaces )

Abstract: 

This contribution updates Solution #3 to resolve an editor's note relating to the relationship between the MCPTT KMS and the KMS from TS 33.328.

Decision: 

The document was approved.



S3-152403
MCPTT TR: Resolution of Solution #3's Editor's note on KMS security





Source: CESG

(Replaces )

Abstract: 

This contribution updates Solution #3 to resolve an editor's note relating to KMS connection security.

Discussion: 

It was needed to check 23.179 in SA6 in order to have some alignment. A note would be added if a misalignment was found.

Decision: 

The document was approved.



S3-152404
MCPTT TR: Definition of key material types for Solution #3





Source: CESG

(Replaces )

Abstract: 

This contribution updates Solution #3 to include the types of key material required to support Solution #4 and #5.

Decision: 

The document was approved.



S3-152405
MCPTT TR: Addition to Solution #4 on revocation





Source: CESG

(Replaces )

Abstract: 

This contribution clarifies how group security contexts may be revoked within Solution #4.

Decision: 

The document was approved.



S3-152315
Optimisation of GMK provisioning of solution 4





33.879 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes to clarify a misleading word and add a method to obtain GMK for the protection of media as well as a different GMK for the protection of floor control signalling in one procedure

Decision: 

The document was approved.



S3-152311
Clarification on generation of SRTP session key and salt in media stream protection in Solution#7





33.879 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

this contribution clarifies the generation of SRTP session key and salt in media stream protection in Solution#7

Decision: 

The document was revised to S3-152517.



S3-152517
Clarification on generation of SRTP session key and salt in media stream protection in Solution#7





33.879 v..





Source: Huawei, Hisilicon

(Replaces S3-152311)

Decision: 

The document was approved.



S3-152313
Group key distribution through MCPTT Group creation procedure





33.879 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

this contribution proposes to distribute the MCPTT Group key to affiliated users during group creation procedure

Decision: 

The document was revised to S3-152518.



S3-152518
Group key distribution through MCPTT Group creation procedure





33.879 v..





Source: Huawei, Hisilicon

(Replaces S3-152313)

Decision: 

The document was approved.



S3-152273
Evaluation of 3GPP SSO solutions for MCPTT User authentication





Source: Alcatel-Lucent

(Replaces )

Abstract: 

This contribution provides a comparative analysis of Solution #2 “MCPTT User Authentication and Registration based on OpenID Connect” against existing 3GPP SSO solutions identified in TR 33.895, TS 33.924, and TS 33.980

Decision: 

The document was noted.



S3-152442
Comments to S3-152273, Evaluation of existing 3GPP SSO solutions for usage in MCPTT User authentication





33.879 v..





Source: INTERDIGITAL COMMUNICATIONS

(Replaces )

Abstract: 

This contribution provides comments to S3-152273, a comparative analysis of Solution #2 “MCPTT User Authentication and Registration based on OpenID Connect” against existing 3GPP SSO solutions identified in TR 33.895, TS 33.924, and TS 33.980.

Discussion: 

Blackberry was fine with having ALU's document in the TR, not the conclusion but the comparison and analysis.

At&T agreed that the conclusion was premature but supported having this analysis in the TR.

Decision: 

The document was noted.



S3-152222
Resolution of editor’s note in section 7.2 of 33.879





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This contribution addresses the Editor’s Note in Section 7.2 by providing a comparative analysis of Solution #2 “MCPTT User Authentication and Registration based on OpenID Connect” against other SSO solutions identified in TR 33.895, TS 33.924, and TS 33.980.

Discussion: 

Blackberry was fine with most of the contribution.

The analysis part, contents of the table and so on, needed to be discussed offline.

Interdigital objected to removing the Editor's note. This objection was to provide justification and such thing wasn't done yet. It was inconclusive and premature.

The Chairman commented that this is the only objection and the rest of companies agreed on removing the Editor's note. Huawei intervened to say that they also objected to removing the editor's note.

Decision: 

The document was revised to S3-152519.



S3-152519
Resolution of editor’s note in section 7.2 of 33.879





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-152222)

Decision: 

The document was approved.



S3-152262
pCR Evaluation of S/MIME CEK management solutions





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This contribution evaluates the KMS method versus the IBC method for management of the S/MIME Content Encryption Key.

Discussion: 

Blackberry: it looks like the use of S/MIME is the conclusion. This was agreed and modified.

Decision: 

The document was revised to S3-152520.



S3-152520
pCR Evaluation of S/MIME CEK management solutions





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-152262)

Decision: 

The document was approved.



S3-152283
Evaluation of signalling protection





33.879 v0.3.0





Source: Motorola Solutions UK Ltd.

(Replaces )

Abstract: 

Proposes a revision to the evaluation of signalling protection mechanisms

Decision: 

The document was noted.



S3-152406
MCPTT TR: Evaluation of Private Call Key Distribution Mechanisms





Source: CESG

(Replaces )

Abstract: 

Addition of an evaluation of MCPTT private call key distribution mechanisms to the MCPTT TR.

Decision: 

The document was approved.



S3-152312
Feasibility analysis of SDES and KMS mechanism





33.879 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

this contribution gives a feasibility analysis of SDES and KMS mechanisms.

Decision: 

The document was revised to S3-152521.



S3-152521
Feasibility analysis of SDES and KMS mechanism





33.879 v..





Source: Huawei, Hisilicon

(Replaces S3-152312)

Discussion: 

Agreed to remove "KMS shall be administered by the PS agency" as suggested by Orange.

Decision: 

The document was approved.



S3-152407
MCPTT TR: Evaluation of Group Call Key Distribution Mechanisms





Source: CESG

(Replaces )

Abstract: 

Evaluation of MCPTT Group Call Key Distribution Mechanisms

Decision: 

The document was approved.



S3-152408
MCPTT TR: Evaluation of Media and Floor Protection





Source: CESG

(Replaces )

Abstract: 

Evaluation of Media and Floor Protection Mechanisms

Decision: 

The document was approved.



S3-152409
MCPTT TS: Scope





Source: CESG

(Replaces )

Abstract: 

This contribution provides a scope for the MCPTT TS

Decision: 

The document was approved.



S3-152225
pCR to add requirements to 33.179





33.179 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR adds derived requirements from TR 33.879 to the Technical Specification 33.179 “Security of Mission Critical Push-To-Talk (MCPTT)

Decision: 

The document was revised to S3-152524.



S3-152524
pCR to add requirements to 33.179





33.179 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-152225)

Discussion: 

Updating the requirements from other pCRs and addressing Nokia Networks comments.

Decision: 

The document was approved.



S3-152410
MCPTT TS: Addition of overview and KMS to support end-to-end communication security





Source: CESG

(Replaces )

Abstract: 

This contribution adds a section to the MCPTT TS which describes the MCPTT KMS and procedures to request key material from the MCPTT KMS.

Decision: 

The document was approved.



S3-152411
MCPTT TS: Addition of Private Call Key Distribution





Source: CESG

(Replaces )

Abstract: 

This contribution adds the MCPTT private call key distribution procedures to the MCPTT TS.

Decision: 

The document was approved.



S3-152412
MCPTT TS: Addition of Group Call Key Distribution





Source: CESG

(Replaces )

Abstract: 

This contribution adds the group call key distribution solution to the MCPTT TS.

Decision: 

The document was revised to S3-152526.



S3-152526
MCPTT TS: Addition of Group Call Key Distribution





Source: CESG

(Replaces S3-152412)

Decision: 

The document was approved.



S3-152413
MCPTT TS: Addition of media and floor control protection





Source: CESG

(Replaces )

Abstract: 

This contribution adds the MCPTT media and floor control protection mechanisms to the MCPTT TS.

Decision: 

The document was revised to S3-152527.



S3-152527
MCPTT TS: Addition of media and floor control protection





Source: CESG

(Replaces S3-152413)

Decision: 

The document was approved.



S3-152361
Authentication procedures for MCPTT service





33.179 v0.1.0





Source: Samsung, Nokia Networks

(Replaces )

Abstract: 

Discussion: 

Samsung clarified that this is in the TR.

Motorola S. didn’t agree with having decided already the authentication procedures. There are other user auth procedures in the TR and we would like to see a comparison. X.5 should be removed. Blackberry agreed.

Blackberry didn’t agree with having the TLS connection dependent on the MCPTT app being outside the scope. It should be standardized.

X.5 was removed.

Motorola S. : it is extremely difficult to have an enterprise giving credentials. In X.4 it shouldn't be mandatory to perform at least one authentication procedure. Nokia didn't agree.

This was taken offline.

Decision: 

The document was revised to S3-152528.



S3-152528
Authentication procedures for MCPTT service





33.179 v0.1.0





Source: Samsung, Nokia Networks

(Replaces S3-152361)

Decision: 

The document was approved.



S3-152285
SIP core and MCPTT user authentication





Source: Motorola Solutions UK Ltd.

(Replaces )

Abstract: 

Proposes text for TS 33.179 which incorporates solutions for SIP authentication and signalling protection.

Decision: 

The document was noted.



S3-152224
Specification of MCPTT User Authentication in 33.179





33.179 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR proposes adding Solution #2: “MCPTT User Authentication and Registration based on OpenID Connect” to the TS as the MCPTT User Authentication solution.

Discussion: 

Its content was replaced with: 558, 561,562,563,586 and 583.

Decision: 

The document was noted.



S3-152529
Signalling plane protection for MCPTT service





33.179 v..





Source: Samsung, Nokia Networks

(Replaces S3-152363)

Decision: 

The document was approved.



S3-152363
Signalling plane protection for MCPTT service





33.179 v0.1.0





Source: Samsung, Nokia Networks

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152529.



S3-152274
Specification of S/MIME based solution for protecting MCPTT Application Information in SIP messages





33.179 v..





Source: Alcatel-Lucent, Motorola Solutions, Inc

(Replaces )

Abstract: 

This pCR proposes adding S/MIME based protection of MCPTT Application information in SIP messages to TS 33.179 based on pCR  S3-152264 to TR 33.879

Decision: 

The document was noted.



S3-152243
pCR to add a KMS access token to 33.179





33.179 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR proposes adding a KMS access token for key management authorization and key distribution to TS 33.179.

Decision: 

The document was noted.



S3-152244
pCR to add KMS managed Content Encryption Key (CEK) for S/MIME to 33.179





33.179 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR adds S/MIME CEK management to 33.179 based on the KMS proposal.

Decision: 

The document was noted.



S3-152245
pCR to add IBC managed Content Encryption Key (CEK) for S/MIME to 33.179





33.179 v..





Source: Motorola Solutions Danmark A/S

(Replaces )

Abstract: 

This pCR adds S/MIME CEK management to 33.179 based on the Identity Based Cryptography (IBC) approach.

Decision: 

The document was noted.



S3-152425
LS to SA6 on addition of MCPTT KMS to MCPTT common services core





Source: CESG

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152530.



S3-152530
LS to SA6 on addition of MCPTT KMS to MCPTT common services core





Source: CESG

(Replaces S3-152425)

Decision: 

The document was approved.



S3-152289
Alignment of MCPTT architecture with latest version of TS 23.179





33.879 v0.3.0





Source: BlackBerry UK Limited

(Replaces )

Abstract: 

This contribution updates the architecture overview in clause 4 to be aligned with the current version of TS 23.179

Decision: 

The document was withdrawn.



S3-152522
TR 33.879 MCPTT





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-152523
TS 33.179 MCPTT





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-152558
Minutes MCPTT offline session





Source: BT

Discussion: 

Motorola S. commented that the requirements on the picture should be put into words. We still need to choose a protocol for this framework. 

Qualcomm commented that these requirements will go into the TR firstly.

The offline discussions in this document were agreed, including the requirements. This agreement will go to three pCRs.

Blackberry: Framework requirements should support multiple users.

Motorola S: if the framework supports stage one requirements, this support is already covered.

Decision: 

The document was endorsed.



S3-152561
Generic authentication and authorization for MCPTT





Source: CESG

Decision: 

The document was approved.



S3-152562
MCPTT user authentication framework





Source: Motorola Solutions

Decision: 

The document was approved.



S3-152563
MCPTT user authentication requirements





Source: Motorola Solutions

Decision: 

The document was approved.



S3-152583
OIDC user authentication with user name/password example





Source: Motorola Solutions

Decision: 

The document was approved.



S3-152585
Exception sheet MCPTT





Source: CESG

Decision: 

The document was agreed.



S3-152586
MCPTT evening sessions minutes





Source: BT

Discussion: 

Conference call to be held by the 11th of December. Detailed contributions are welcome.

CESG was given the action point to set up an electronic meeting in December, with a fixed date.

Decision: 

The document was revised to S3-152593.



S3-152593
MCPTT evening sessions minutes





Source: BT

(Replaces S3-152586)

Discussion: 

The contents of the minutes were endorsed by the group.

Decision: 

The document was endorsed.



S3-152603
cover sheet TS 33.879





Source: CESG

Decision: 

The document was left for email approval and approved.



S3-152604
cover sheet TS 33.179





Source: CESG

Decision: 

The document was left for email approval and approved.



7.13
Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT

S3-152453
New GPRS algorithms for CIoT





Source: ETSI SAGE

(Replaces )

Abstract: 

Discussion: 

Ericsson proposed to send an LS to CT1 since there are new parameters like COUNT-I.

Decision: 

The document was noted.



S3-152317
Correction on authentication and ciphering procedure





33.860 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes to correct description about authentication and ciphering procedure

Decision: 

The document was approved.



S3-152330
Preventing unauthorized modification of signalling data





33.860 v0.3.0





Source: China Mobile Com. Corporation

(Replaces S3-152286)

Abstract: 

The pCR justifies that integrity protection shall be applied to signalling data in cellular IOT in order to prevent unauthorized modification. 

Discussion: 

Nokia Networks commented that the pCR is not written on the correct baseline.

Decision: 

The document was revised to S3-152564.



S3-152564
Preventing unauthorized modification of signalling data





33.860 v0.3.0





Source: China Mobile Com. Corporation

(Replaces S3-152330)

Decision: 

The document was approved.



S3-152329
Preventing unauthorized modification of user data in cellular IOT





33.860 v0.3.0





Source: China Mobile Com. Corporation

(Replaces S3-152284)

Abstract: 

Whether the integrity of user data should be protected or not remains an open issue. 

Discussion: 

Steve (Vodafone) commented that it is not sensible to always adding a MAC at the user plane layer given that you already have integrity protection somewhere else. They are happy with having integrity protection as optional, but the decision on whether to use it or not should be made somewhere.

Magnus (Telia Sonera) supported China Mobile. 

Ericsson supported Vodafone on the optionality of the option.

China Mobile commented that there had been an agreement with Vodafone to make it optional.

Nokia Networks wasn't fine with mandating integrity protection implementation.

Telia Sonera: integrity protection on the user plane is an open issue to be decided.

Huawei commented that an editor's note stating that it is for FFS the implementation of integrity protection.

Orange supported the optionality for use but mandatory for implementation.

Decision: 

The document was revised to S3-152565.



S3-152565
Preventing unauthorized modification of user data in cellular IOT





33.860 v0.3.0





Source: China Mobile Com. Corporation

(Replaces S3-152329)

Decision: 

The document was approved.



S3-152335
A new key issue on null-encryption and unauthorized transmission of user plane data 





33.860 v0.3.0





Source: Ericsson LM

(Replaces )

Abstract: 

This contribution proposes a new key issue on null-encryption and unauthorized transmission of user plane data. 

Discussion: 

Ericsson: there is no protection at all, this gives a bad image to operators.

Deutsche Telekom: re-authentication is not a solution to the problem (this is supported by Nokia Networks). 

Vodafone: take out the frequent re-authentication leave the threat part. Orange supported this. They also commented that this may decrease the battery life.

It was decided to remove the frequent re-authentication part.

Decision: 

The document was revised to S3-152566.



S3-152566
A new key issue on null-encryption and unauthorized transmission of user plane data 





33.860 v0.3.0





Source: Ericsson LM

(Replaces S3-152335)

Decision: 

The document was approved.



S3-152319
Definition of GEA0





33.860 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes to clarify the definition of GEA0.

Discussion: 

BT didn’t agree with the change.

It was agreed to add a clarification on what happens in the UE side and in the network side.

Decision: 

The document was revised to S3-152531.



S3-152531
Definition of GEA0





33.860 v..





Source: Huawei, Hisilicon

(Replaces S3-152319)

Decision: 

The document was approved.



S3-152318
Integrity protection algorithms in solution 1





33.860 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes that integrity protection algorithms in solution 1 refer to solution 3 (Algorithms for ciphering and integrity protection)

Decision: 

The document was approved.



S3-152334
Enhancements of solution #1: Integrity protection of signalling and algorithm negotiation





33.860 v0.3.0





Source: Ericsson LM

(Replaces )

Abstract: 

This contribution suggests some enhancements to solution #1 in TR 33.860. 

Decision: 

The document was approved.



S3-152227
pCR to TR 33.860: Sol 2, Data Efficient Rekeying - elaboration and analysis





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

Substantially elaborates on Solution 2 "Data Efficient Rekeying" - both details of the proposal, and analysis of its benefits - mostly in a new Annex.

Decision: 

The document was approved.



S3-152340
Analysis the protection of Layer 3 signalling messages in Cellular IoT





33.860 v0.3.0





Source: Ericsson, Nokia Networks

(Replaces )

Abstract: 

This contribution analyses the protection of Layer 3 signalling messages in Cellular IoT. This document includes therefore a table comparing LTE, IoT and GPRS L3 protection.

Decision: 

The document was approved.



S3-152337
Documentation plan for EASE_EC_GSM





33.860 v0.3.0





Source: Ericsson LM

(Replaces )

Abstract: 

This contribution proposes a documentation plan for EASE_EC_GSM.

Decision: 

The document was approved.



S3-152336
[DRAFT] LS on enhanced GPRS in relation to Cellular IoT 





Source: Ericsson LM

(Replaces )

Abstract: 

This is a draft LS proposal to CT1 and GERAN in relation to EASE stage 3. 

Decision: 

The document was revised to S3-152567.



S3-152567
LS on enhanced GPRS in relation to Cellular IoT





Source: Ericsson LM

(Replaces S3-152336)

Decision: 

The document was revised to S3-152602.



S3-152602
LS on enhanced GPRS in relation to Cellular IoT





Source: Ericsson LM

(Replaces S3-152567)

Decision: 

The document was approved.



S3-152284
Preventing unauthorized modification of user data in cellular IOT





33.860 v0.3.0





Source: China Mobile Com. Corporation

(Replaces )

Abstract: 

Whether the integrity of user data should be protected or not remains an open issue. 

Decision: 

The document was withdrawn.



S3-152286
Preventing unauthorized modification of signalling data





33.860 v0.3.0





Source: China Mobile Com. Corporation

(Replaces )

Abstract: 

The pCR justifies that integrity protection shall be applied to signalling data in cellular IOT in order to prevent unauthorized modification. 

Decision: 

The document was withdrawn.



S3-152568
TR 33.860





Source: Rapporteur

Decision: 

The document was approved.



S3-152576
TR 33.860 cover sheet





Source: Rapporteur

Decision: 

The document was approved.



7.14
Security Aspects of Isolated E-UTRAN Operation for Public Safety

S3-152350
Optional encryption in IOPS





Source: Ericsson

(Replaces )

Abstract: 

Discussion: 

BT: why soften the security in a public safety network?

Ericsson didn’t agree that this was softer, this was an alignment

ALU: control plane data shall be confidentiality protected (6.5.3.1).

Decision: 

The document was revised to S3-152499.



S3-152499
Optional encryption in IOPS





Source: Ericsson

(Replaces S3-152350)

Decision: 

The document was approved.



S3-152422
pCR to TR 33.897: Text proposing the resolution of the editor’s notes concerning potential security requirements for IOPS integrity and confidentiality





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces )

Abstract: 

This contribution proposes the resolution of the editor’s notes concerning potential security requirements for IOPS integrity and confidentiality.

Decision: 

The document was revised to S3-152500.



S3-152500
pCR to TR 33.897: Text proposing the resolution of the editor’s notes concerning potential security requirements for IOPS integrity and confidentiality





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces S3-152422)

Decision: 

The document was approved.



S3-152441
IOPS - Commenting and Proposal to merge S3-152396 and S3-152398





Source: Nokia Networks, General Dynamics UK Limited

(Replaces )

Abstract: 

This document revises Key Issue #4 in clause 6 and 8; and moves some text to clause 8 in TR 33.897 with merging S3-152396 and S3-152398.

Decision: 

The document was approved.



S3-152397
Correction in UE authentication in Key Issue #4





Source: Ericsson LM

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152419
Evaluation to key issue1 and scalibility problem





33.897 v1.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Addressing scalability problem in case of compromised local HSS

Discussion: 

BT: scalability problem was different in that it related to the need to replace the UICC’s as well as keys in all the local HSS’s 

Nokia Networks: when one local auth centre is broken into and the key is stolen the keys in the other local authentication centres remain unaffected as the attacker cannot derive them from knowing the stolen key. No need to replace the USIM, but revocation of the network identifier of the compromised is needed.

Gemalto:  agrees that there is no need to replace the keys in the other local authentication centres.

ALU: if the “mapping” variant is used to identify the local IOPS network, than the IOPS-USIM needs to be re-configure to contain a new mapping to a new used network ID. If the variant of communicating the Network ID through an enhanced ME-UICC interface is used, then re-configuration of the USIM will not be necessary.

Decision: 

The document was approved.



S3-152400
Omission of Reference to Network Sharing in Key Issue #5





Source: Ericsson LM

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152393
pCR to TR 33.897: Text proposal Generalising UICC-related language for IOPS Potential Solution #1 in clause 7





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces )

Abstract: 

It is proposed firstly to adopt the language agreed in section 4.2 of 3GPP TR 33.897 and describe proposed solution #1 to be based on a ‘USIM application dedicated exclusively for IOPS mode’. Secondly, it is proposed to generalise language concerning the relationship between USIM applications and UICCs. Specifically the proposal is to remove reference to UICCs. This is a pCR to clause 7 of TR 33.897.

Discussion: 

Gemalto suggested to keep the term UICC.

Decision: 

The document was revised to S3-152502.



S3-152502
pCR to TR 33.897: Text proposal Generalising UICC-related language for IOPS Potential Solution #1 in clause 7





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces S3-152393)

Decision: 

The document was approved.



S3-152320
Handling of security context in ME when switching USIMs





33.897 v..





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

This contribution proposes to add an NOTE for clarifying security context handling in ME when switching USIMs in case that the two USIMs are located in one UICC.

Decision: 

The document was revised to S3-152501.



S3-152501
Handling of security context in ME when switching USIMs





33.897 v..





Source: Huawei, Hisilicon

(Replaces S3-152320)

Discussion: 

ALU didn't agree with this note.

Huawei: there is no description in 33.401 of how to handle security contexts when having two USIMs in a single UICC.

BT didn’t agree with the note either.

Decision: 

The document was noted.



S3-152420
Clarification of IOPS Network Definition in Solution #1





Source: Ericsson LM

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152421
pCR to TR 33.897: Text proposing the resolution of the editor’s note for proposed solution #1 concerning scalability





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces )

Abstract: 

This contribution proposes the resolution of the editor’s note for proposed solution #1 concerning scalability.

Discussion: 

Orange commented that it is mentioned that there are around public users measured in 10000s s and this is not a large scale deployment.

BT: replacing 10000 credentials is still a scalability issue.

It was agreed to remove the last sentence.

Orange: what is security authority's policy in this context?

Nokia Networks: just an example.

The example was removed as well.

Decision: 

The document was revised to S3-152503.



S3-152503
pCR to TR 33.897: Text proposing the resolution of the editor’s note for proposed solution #1 concerning scalability





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces S3-152421)

Decision: 

The document was approved.



S3-152394
pCR to TR 33.897: Text proposal Generalising UICC-related language for IOPS Potential Solution #1 in clause 8





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces )

Abstract: 

It is proposed firstly to adopt the language agreed in section 4.2 of 3GPP TR 33.897 and describe proposed solution #1 to be based on a ‘USIM application dedicated exclusively for IOPS mode’. Secondly, it is proposed to generalise language concerning the relationship between USIM applications and UICCs. Specifically the proposal is to remove reference to UICCs. This is a pCR to clause 8 of TR 33.897.

Decision: 

The document was revised to S3-152504.



S3-152504
pCR to TR 33.897: Text proposal Generalising UICC-related language for IOPS Potential Solution #1 in clause 8





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces S3-152394)

Decision: 

The document was approved.



S3-152399
pCR to TR 33.897: Text proposal for maintenance and editorial correction





33.897 v1.0.0





Source: General Dynamics UK Limited

(Replaces )

Abstract: 

This contribution contains a number of text proposals for maintenance and editorial correction.

Decision: 

The document was approved.



S3-152423
pCR to TR 33.897: Text proposing conclusions for the Technical Report





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces )

Abstract: 

This contribution proposes conclusions to 3GPP TR 33.897.

Discussion: 

BT had second thoughts about this, due to the security scalability of the solution. An editor's note was agreed to address this.

Orange commented that we need to specify which part would become normative.

Decision: 

The document was revised to S3-152505.



S3-152505
pCR to TR 33.897: Text proposing conclusions for the Technical Report





33.897 v1.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces S3-152423)

Discussion: 

The document was approved.

General Dynamics requested the chair to re-open the document and change its status to "noted" on the grounds that according to General Dynamics there would be consensus that SA1 requirements had not been met. The chairman asked the meeting participants whether it was acceptable to re-open the document on the grounds given by General Dynamics.

Morpho Cards objected given that the document had previously been approved.

The document was not re-opened for discussion and stayed approved.
 Decision: 

The document was approved.



S3-152424
Addition of IOPS definitions and abbreviations to TS 33.401





33.401 v13.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces )

Abstract: 

An informative description of the new Rel-13 feature Isolated E-UTRAN Operation for Public Safety is added to the architecture specification TS 33.401. For this definitions and abbreviations need to be added.

Discussion: 

424 and 426 were approved to be included in the CR S3-152506.

Decision: 

The document was approved.



S3-152426
Addition of an informative annex to TS 33.401 containing security guidelines for IOPS





33.401 v13.0.0





Source: General Dynamics UK Limited,Nokia Networks

(Replaces )

Abstract: 

An informative description of the new Rel-13 feature Isolated E-UTRAN Operation for Public Safety is added to the architecture specification TS 33.401.

Decision: 

The document was approved.



S3-152418
Security considerations to IOPS security guidelines





33.401
  CR-0562  (Rel-13) v13.0.0





Source: Nokia Networks

(Replaces )

Abstract: 

Add security considerations to the new informative annex on IOPS security

Discussion: 

Qualcomm considered this as TR material, not for the TS.

Ericsson commented that we should wait for CT6 before putting this into the TS.

Gemalto considered that this was necessary to understand how the solution works. BT supported this.

Ericsson and Nokia Networks proposed an LS to CT6. This wasn't pursued further.

Ericsson proposed to add an editor's note on the solution being temporary/to be revisited depending on what CT6 is doing.

Qualcomm commented that this should stay in an informative annex in Rel-13, and this is not a normative solution. We agreed on not having normative solutions in Rel-13.

Gemalto commented that there is no other alternative in the TR at the moment, and this is what we are addressing.

Ericsson was ok with having this solution, but we are hiding functionality in an informative annex. This may belong to a normative part, that's why we need an editor's note on CT6's feedback.

It was agreed to add the editor's note without mentioning the option of moving text to a normative part.

Decision: 

The document was revised to S3-152507.



S3-152507
Security considerations to IOPS security guidelines





33.401
  CR-0562  rev 1 (Rel-13) v13.0.0





Source: Nokia Networks

(Replaces S3-152418)

Decision: 

The document was agreed.



S3-152427
New Study Item for Enhanced Security Aspects of Isolated E-UTRAN Operation for Public Safety





Source: General Dynamics UK Limited

(Replaces )

Abstract: 

New Study Item for Enhanced Security Aspects of Isolated E-UTRAN Operation for Public Safety.

Decision: 

The document was revised to S3-152457.



S3-152457
New Study Item for Enhanced Security Aspects of Isolated E-UTRAN Operation for Public Safety





Source: General Dynamics UK Limited

(Replaces S3-152427)

Discussion: 

Orange: scalability issues are covered by the solutions provided by Nokia.

ALU: still scalability issues.

Nokia Networks: still room to study in Rel-14.

Deutsche Telekom: this describes a provisioning problem. This is out of scope of 3GPP network today and it doesn’t need standardization.

Intel agreed with that we can study this in Rel-14.

Nokia Networks asked whether dynamic provisioning uses standardized interfaces.

Ericsson: not necessarily in scope if provisioning uses standardized interfaces.

This was in scope according to ALU.

Orange: SA1 is not asking for dynamic provisioning. It's not our decision to start work on this.

ALU: there are scenario requirements, no need to be so specific to mention dynamic provisioning.

There was no clear winner in supporting one option or another.

General Dynamics commented that this can be covered by all kinds of SA1 scenarios. 

There was no consensus on this Work Item. MCC suggested that this could be escalated to SA as a company contribution.

Decision: 

The document was noted.



S3-152396
pCR to TR 33.897: Revision of Key Issue #4





33.897 v1.0.0





Source: General Dynamics UK Limited

(Replaces )

Abstract: 

This document revises the description of Key Issue #4 in TR 33.897.

Discussion: 

S3-152396  and S3-152398 where withdrawn because a merger was created in S3-152441 before the meeting

Decision: 

The document was not treated.



S3-152398
pCR to TR 33.897: Moving discussion of malicious USIM application switching





33.897 v1.0.0





Source: General Dynamics UK Limited

(Replaces )

Abstract: 

This document proposes to move discussion of malicious USIM application switching from Key Issue #4 to a new sub clause detailing the evaluation of Proposed Solution #1 in TR 33.897.

Discussion: 

S3-152396  and S3-152398 where withdrawn because a merger was created in S3-152441 before the meeting

Decision: 

The document was not treated.



S3-152506
Addition of an informative annex to TS 33.401 containing security guidelines for IOPS





33.401
  CR-0563  (Rel-13) v13.0.0





Source: General Dynamics UK Limited,Nokia Networks

Decision: 

The document was agreed.



S3-152532
TR 33.897 on IOPS.





Source: Rapporteur

Discussion: 

This spec will go for approval to the SA plenary.

Decision: 

The document was approved.



S3-152569
Cover sheet for TR 33.897





Source: Rapporteur

Discussion: 

There was some discussions on whether there are contentious issues or not. The Chairman commented that the spec was approved in the group and that's the decision what stays.

General Dynamics commented that the draft meeting report shows the contentious issues. Orange commented that SA3 has agreed that there is no contentious issue.

The Chairman asked if the document is ready to be sent for approval. 

Orange: the document has been approved.

TNO: there is a contentious issue, why cannot be this put into the document?

The Chairman commented that the document in dispute was not opened and it had been asked not to be opened.

Qualcomm: contributions can be brought in the future to modify the controversial parts. This is procedurally correct.

Orange : The coversheet shall reflect the SA3 decision which has already been included in the conclusion of the TR. This decision, approved by the entire group, is that the Stage 1 requirements for total loss of backhaul and  the key issues identified by SA3 in the TR are all covered by the selected solution. So, there is no contentious issue in SA3. We all agreed on this conclusion previously.

SA3 concluded that there is not any contentious or outstanding issue to be included in the coversheet

Decision: 

The document was approved.



7.15
Other areas

S3-152228
Security Aspects of NB-IoT





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

Building Block Work Item for the security aspects of NB-IoT

Decision: 

The document was revised to S3-152365.



S3-152234
LS on new security work item for NB-IoT





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

LS on new security work item for NB-IoT

Decision: 

The document was revised to S3-152582.



S3-152582
LS on new security work item for NB-IoT





Source: Vodafone Group Services Ltd

(Replaces S3-152234)

Decision: 

The document was approved.



S3-152252
LS on new security work for NB_IoT





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

This is an alternative to S3-152234.  S3-152234 is intended to be sent if SA3 agrees to start its own new work item for NB-IoT architecture security work; this LS is intended to be sent if SA3 instead decides to do its security work under the (soon to be agreed) SA2 work item.

Decision: 

The document was withdrawn.



S3-152365
Security Aspects of NB-IoT





Source: Vodafone Group Services Ltd

(Replaces S3-152228)

Abstract: 

Building Block Work Item for the security aspects of NB-IoT

Decision: 

The document was revised to S3-152468.



S3-152468
Security Aspects of NB-IoT





Source: Vodafone Group Services Ltd

(Replaces S3-152365)

Discussion: 

Nokia Networks: the objectives contain an unusual amount of details, advancing some analysis.

Orange supported Nokia Networks.

There are two alternatives:

- Piggybacking in the SA2 to be agreed in the following week.

- Create an individual WID following SA2 work.

ALU:let's wait.

Vodafone: we cannot wait until February, it would not be part of Rel-13.

The group endorsed that this work should happen.

Nokia Networks commented that SA3 completes work three months after SA2.

Discussions on whether what happens if this is agreed but not the SA2 work item. It was agreed to go ahead regardless of what SA2 does. Any fix can be done at SA Plenary level.

The Chairman commented that he can always take SA3 objectives and paste them in the SA2 Work Item in the Plenary.

It was agreed to piggyback this WID into the SA2 WID in the SA plenary.

Decision: 

The document was revised to S3-152581.



S3-152581
Security Aspects of NB-IoT





Source: Vodafone Group Services Ltd

(Replaces S3-152468)

Decision: 

The document was agreed.



S3-152451
LS on Agreements on CIoT architecture for NB-IOT





Source: S2-153695

(Replaces )

Abstract: 

Discussion: 

Vodafone commented that something needed to be done.

Decision: 

The document was noted.



8
Studies

8.1 
Security Assurance Methodology for 3GPP Network Elements

S3-152324
Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 





Source: China Mobile Com. Corporation

(Replaces )

Abstract: 

This contribution proposes to add the test case to the requirement 5.2.3.4.1.1 of TS 33.117 and to remove from this same requirement a sentence that is already addressed by 5.2.3.4.1.2.

Decision: 

The document was withdrawn and replaced by S3-152325.



S3-152325
Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 





33.117 v1.0.0





Source: China Mobile Com. Corporation,Telecom Italia,CATR

(Replaces S3-152324)

Abstract: 

This contribution proposes to add the test case to the requirement 5.2.3.4.1.1 of TS 33.117 and to remove from this same requirement a sentence that is already addressed by 5.2.3.4.1.2.

Decision: 

The document was withdrawn and replaced by S3-152331.



S3-152331
Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 





33.117 v1.0.0





Source: China Mobile Com. Corporation,Telecom Italia,CATR

(Replaces S3-152325)

Abstract: 

This contribution proposes to add the test case to the requirement 5.2.3.4.1.1 of TS 33.117 and to remove from this same requirement a sentence that is already addressed by 5.2.3.4.1.2.

Decision: 

The document was withdrawn and replaced by S3-152333.



S3-152333
Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 





33.117 v1.0.0





Source: China Mobile Com. Corporation,Telecom Italia,CATR

(Replaces S3-152331)

Abstract: 

This contribution proposes to add the test case to the requirement 5.2.3.4.1.1 of TS 33.117 and to remove from this same requirement a sentence that is already addressed by 5.2.3.4.1.2.

Decision: 

The document was withdrawn .



8.2 
Subscriber Privacy Impact in 3GPP

It was proposed to present the TR for information in the next SA plenary.

The continuity of SPI was argued. The Chairman commented that there is a possibility of liaise with TC CYBER.

S3-152265
Adding Privacy Regulations to SPI 33.849





Source: China Mobile

(Replaces )

Abstract: 

Decision: 

The document was withdrawn.



S3-152266
Adding Privacy Regulations to SPI 33.849





Source: China Mobile Com. Corporation

(Replaces )

Abstract: 

Decision: 

The document was approved.



S3-152267
Condensed threats





Source: China Unicom, CATR, China Mobile, ZTE Corporation

(Replaces )

Abstract: 

Discussion: 

Nokia Networks didn't understand the secondary use threat, they proposed to have an editor's note and clarify this point later.

Nokia Networks also wanted more clarification on the point 7. They preferred to put editor's notes, so that interested 
parties can come back the next meeting with more contributions.

Decision: 

The document was revised to S3-152588.



S3-152588
Condensed threats





Source: China Unicom, CATR, China Mobile, ZTE Corporation

(Replaces S3-152267)

Decision: 

The document was approved.



S3-152268
Mitigation technology for privacy consideration





Source: China Unicom, CATR, China Mobile, ZTE Corporation

(Replaces )

Abstract: 

Discussion: 

Nokia Networks commented that the text needed some editing. They also had comments.

Telia Sonera suggested to approve this text and have Nokia present a contribution to edit it.

Nokia replied that this content is in the TR already.

The Chairman proposed to reference to the clauses in the TR where this information appears. China Unicom commented that this content is nowhere else in the TR.

Nokia commented that similar text was proposed already in earlier meetings, but text quality is still not convincing for 
inclusion in the Annex F. Finally Nokia Networks proposed a very strong rewrite of the text to avoid the same 


discussion in another meeting cycle, but further improvement would still be needed.


Nokia commented that reference to well-known good written documents would have been the preferred 
way forward, e.g. reference to privacy principles of ISO/IEC 29100.

Decision: 

The document was revised to S3-152589.



S3-152589
Mitigation technology for privacy consideration





Source: China Unicom, CATR, China Mobile, ZTE Corporation

(Replaces S3-152268)

Decision: 

The document was approved.



S3-152269
Privacy identification process





Source: China Unicom, CATR, ZTE Corporation

(Replaces )

Abstract: 

Discussion: 

Gemalto didn't agree, not sure if this is needed.

Nokia Networks: guidelines for privacy consideration is what we discuss here. We need a program where another group gives input to start a privacy analysis. We could try to make other working groups aware on what is privacy and how to 
identify whether to liaise SA3. They didn't support this contribution in the current stage.,

Decision: 

The document was noted.



S3-152270
Condensed requirements





Source: China Unicom, CATR, China Mobile, ZTE Corporation

(Replaces )

Abstract: 

Discussion: 

Nokia Networks didn’t see the value of this section. If another group comes to us to check the privacy on a particular topic we study the requirements with them. There is no need for this.

Telia Sonera didn’t see an alternative here, they supported this contribution. This can be fixed in later meetings.

Nokia: we write requirements against a topic, here we have requirements for anything in particular.

Deutsche Telekom commented that the purpose of the TR is to collect generic requirements, but now it seems that it is not possible because the potential solutions are very different depending on the solution. We cannot achieve this goal with the TR. They didn't support the contribution.

Nokia Networks supported this view, maybe the original intention of the study item is not fulfilled.

Decision: 

The document was noted.



S3-152271
Guidance for privacy considerations





Source: China Unicom, CATR, China Mobile, ZTE Corporation

(Replaces )

Abstract: 

Discussion: 

Gemalto didn’t support this contribution.

Nokia Networks commented  that guidelines to operators are better given to GSMA.

It was agreed to remove a part.

Decision: 

The document was revised to S3-152590.



S3-152590
Guidance for privacy considerations





Source: China Unicom, CATR, China Mobile, ZTE Corporation

(Replaces S3-152271)

Discussion: 

Modified according to Nokia Networks comments.

Decision: 

The document was approved.



S3-152272
General description





Source: China Unicom, CATR, China Mobile, ZTE Corporation

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152591.



S3-152591
General description





Source: China Unicom, CATR, China Mobile, ZTE Corporation

(Replaces S3-152272)

Discussion: 

Modified according to Nokia Networks comments.

Decision: 

The document was approved.



S3-152587
TR 33.849





Source: Rapporteur

Decision: 

The document was approved.



S3-152592
Cover sheet 33.849





Source: China Unicom

Decision: 

The document was approved.



8.3 
IMS Enhanced Spoofed Call Prevention and Detection

8.4 
Battery Efficient Security for very low Throughput Machine Type Communication Devices

S3-152212
Reply LS on C-IoT/MTC data transmission targets for security-related procedures





Source: R2-153969

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152229
pCR to TR 33.863: Multiple changes as per conference call





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

Multiple changes, all of which were presented in advance of an SA3 conference call on 13th Oct 2015 and discussed on that call.

Decision: 

The document was revised to S3-152570.



S3-152570
pCR to TR 33.863: Multiple changes as per conference call





Source: Vodafone Group Services Ltd

(Replaces S3-152229)

Decision: 

The document was approved.



S3-152443
ALU Comments to S3-152229 pCR to TR33 863 multiple changes





Source: Alcatel-Lucent Deutschland AG

(Replaces )

Abstract: 

ALU Comments to pCR to TR 33.863: Multiple changes as per conference call

Discussion: 

Noted without presentation.

Decision: 

The document was noted.



S3-152232
Clarification on integrity key refresh frequency





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

Minor clarification to text on how often integrity key should be updated, including removing a non-essential editor’s note.

Decision: 

The document was approved.



S3-152367
pCR to 33.863 - Introducing key server for solution#2





Source: Nokia Networks, Vodafone

(Replaces )

Abstract: 

Discussion: 

Revised to include one instance of EMKS per HSS (according to Morpho Cards).

Decision: 

The document was revised to S3-152571.



S3-152571
pCR to 33.863 - Introducing key server for solution#2





Source: Nokia Networks, Vodafone

(Replaces S3-152367)

Decision: 

The document was approved.



S3-152247
pCR to TR 33.863: e2m Key Server in solution #1





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

A separate pCR from Nokia introduces the concept of an End to Middle Key Server in solution #2. This pCR adds the equivalent concept as a variant to solution #1.

Decision: 

The document was approved.



S3-152281
Distribution of only one AV at a time





33.863 v0.3.0





Source: ZTE Corporation, China Unicom

(Replaces )

Abstract: 

This contribution proposes a Note to solution #1, which recommends to distribute one AV at a time.

Decision: 

The document was approved.



S3-152233
Removing unnecessary preconditions





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

Some solution variants currently state certain preconditions, but these seem unnecessary and so are removed.

Decision: 

The document was approved.



S3-152235
pCR to TR 33.863: Key derivation on the ME





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

Details variant solutions in which key derivation is performed on the ME rather than the USIM.

Discussion: 

Morpho Cards commented that this requires a new functionality in the ME, maybe it should be added in the conclusions. The rest of the solutions requires change of functionality in the user as opposed to this one.

BT commented that all encryption could be done in the USIM. Vodafone commented that it will be done in the ME.

Decision: 

The document was revised to S3-152572.



S3-152572
pCR to TR 33.863: Key derivation on the ME





Source: Vodafone Group Services Ltd

(Replaces S3-152235)

Decision: 

The document was approved.



S3-152259
Resolving Editor’s Note in Solution 3 (as per contribution of Vodafone)





33.863 v0.3.0





Source: TNO

(Replaces )

Abstract: 

In this contribution, we propose a solution to an Editor’s Note introduced in solution 3 – “Independent VPLMN and e2m security associations”. In particular, the Editor’s Note talks about the need to specify how the e2m authentication request is triggered.

Decision: 

The document was revised to S3-152491.



S3-152491
Resolving Editor’s Note in Solution 3 (as per contribution of Vodafone)





33.863 v0.3.0





Source: TNO,KPN,Vodafone

(Replaces S3-152259)

Discussion: 

Orange didn’t agree with the second bullet. TNO replied that this is available already. 

Orange: The visited network can obtain a profile from the home network?

This had to be checked offline.

Heiko (Morpho Cards): what memory do you refer to for "CIoT security context kept in memory"? TNO couldn't reply to this, it remains to be clarified.

ALU: two different AKAs, how are they distinguished?

Vodafone: this is a question for the 229 spec.

Decision: 

The document was revised to S3-152601.



S3-152601
Resolving Editor’s Note in Solution 3 (as per contribution of Vodafone)





33.863 v0.3.0





Source: TNO,KPN,Vodafone

(Replaces S3-152491)

Decision: 

The document was approved.



S3-152258
VPLMN Specific Needs 





33.863 v0.3.0





Source: TNO

(Replaces )

Abstract: 

In this contribution, we propose a change to the policy section in order to deal with the fact that some VPLMNs might not allow end-to-middle or end-to-end encryption when devices roam in their network. We assume a static case.

Decision: 

The document was revised to S3-152490.



S3-152490
VPLMN Specific Needs 





33.863 v0.3.0





Source: TNO,KPN,Vodafone

(Replaces S3-152258)

Discussion: 

BT commented that they would not willing to accept that not every class of device might be subject to LI.  It's better not to write down this.

Some re-wording was agreed in 6.4.2.Y for the LI aspect and an editor's note on the device aspect was added as proposed by Deutsche Telekom.

Decision: 

The document was revised to S3-152574.



S3-152574
VPLMN Specific Needs 





33.863 v0.3.0





Source: TNO,KPN,Vodafone

(Replaces S3-152490)

Decision: 

The document was approved.



S3-152257
End-to-end solution based on End-to-middle solutions





33.863 v0.3.0





Source: TNO

(Replaces )

Abstract: 

In this contribution we propose a end-to-enterprise solution. This solution is based on the work previously presented by Vodafone. We kindly ask SA3 to consider the proposal and approve.

Decision: 

The document was revised to S3-152489.



S3-152489
End-to-end solution based on End-to-middle solutions





33.863 v0.3.0





Source: TNO,KPN,Vodafone

(Replaces S3-152257)

Decision: 

The document was approved.



S3-152246
Cellular IoT - Protocols for End to Middle Security





Source: Vodafone Group Services Ltd

(Replaces )

Abstract: 

This document discusses potential security protocols for using end-to-middle security keys, once they have been established using the mechanisms currently sketched in TR 33.863.

Decision: 

The document was noted.



S3-152575
TR 33.863





Source: Rapporteur

Decision: 

The document was left for email approval and approved



8.5
Other study areas

S3-152277
LS to SA5 on considerations for management security of virtualized networks





32.842 v13.0.0





Source: China Mobile Com. Corporation

(Replaces )

Abstract: 

SA3 kindly asks SA5 to take above into account and put the security requirements above into TS.SA28.500 and other related TS documents.

Decision: 

The document was withdrawn.



S3-152280
Discussion on SA5 related management security of virtualized networks





32.842 v13.0.0





Source: China Mobile Com. Corporation

(Replaces )

Abstract: 

3GPP SA5 TR 32.842 which has been released studies network management of virtualized networks and gives use cases, requirements and an overview of management architecture and procedures. SA5 also has started TS work(e.g. TS28.500) on this last month. This contribution will give some considerations about SA5 related management security of virtualized networks.

Decision: 

The document was withdrawn.



S3-152321
New SID on security aspects for LTE support of V2X services





Source: Huawei, Hisilicon

(Replaces )

Abstract: 

New SID on security aspects for LTE support of V2X services

Discussion: 

Nokia Networks questioned about the SA2 Work Item and the possibility of joining with them.

Huawei commented that this SID could be independent. They understood that the study in sA2 finishes in March 2016.

ORANGE commented that DSRC is out of scope of SA3, it is at application layer security. Sander (TNO) commented that DSRC is not really application layer security, it is between layer 2 and 3.Sander recommended the use of the operator's highly secure network in this context.

Nokia Networks preferred to have this SID as part of the SA2 SID.

Broadcom supported Nokia Networks, ALU as well.

It was decided to piggyback the SID into the SA2 SID, but there has to be an agreed SA2 SID for that.

Decision: 

The document was revised to S3-152465.



S3-152465
New SID on security aspects for LTE support of V2X services





Source: Huawei, Hisilicon

(Replaces S3-152321)

Decision: 

The document was agreed.



S3-152326
LS to SA5 on considerations for management security of virtualized networks





32.842 v13.0.0





Source: China Mobile Com. Corporation

(Replaces S3-152277)

Abstract: 

SA3 kindly asks SA5 to take above into account and put the security requirements above into TS.SA28.500 and other related TS documents.

Discussion: 

China Mobile clarified that TR work is finished and that the TS will be finished in December 2016.

Deutsche Telekom commented that the TR collected requirements but there is no security. It is assumed that the management protocols chosen are secure, so the security is being taken care of. Orange supported this.

Orange commented that security  is triggered by a Study Item. The Chairman commented that according to SA plenary SA3 doesn't need to start a SID (only SA5 is working in NFV now) but they can contribute to SA5 specs with security work.

Orange: if SA5 has security considerations they can ask us to do the work.

China Mobile: the work would consist of some security requirements in the SA5 spec.

Decision: 

The document was noted.



S3-152328
Discussion on SA5 related management security of virtualized networks





32.842 v13.0.0





Source: China Mobile Com. Corporation

(Replaces S3-152280)

Abstract: 

3GPP SA5 TR 32.842 which has been released studies network management of virtualized networks and gives use cases, requirements and an overview of management architecture and procedures. SA5 also has started TS work(e.g. TS28.500) on this last month. This contribution will give some considerations about SA5 related management security of virtualized networks.

Decision: 

The document was noted.



9
Review and Update of Work Plan 

S3-152204
SA3 Work Plan





Source: ETSI

(Replaces )

Abstract: 

Decision: 

The document was noted.



S3-152456
Work Plan Input from Rapporteurs





Source: ETSI

Decision: 

The document was revised to S3-152605.



S3-152605
Work Plan Input from Rapporteurs





Source: ETSI

(Replaces S3-152456)

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-152202
SA3 meeting calendar 





Source: ETSI

(Replaces )

Abstract: 

Decision: 

The document was revised to S3-152584.



S3-152584
SA3 meeting calendar 





Source: ETSI

(Replaces S3-152202)

Decision: 

The document was noted.



11
Any Other Business

Elections for SA3 leadership were held during this meeting.

The results were:

Anand Prasad (NEC) re-elected SA3 Chairman since there was no other candidate.

Alf Zugenmaier (NTT-Docomo) re-elected in the first vote for the first Vice Chair position once the other two candidates decided to step down.

Adrian Escott (Qualcomm) was elected in the second vote as Vice Chair.

Suresh Nair (Alcatel-Lucent): 33 votes.

Adrian Escott (Qualcomm): 48 votes.

Number of companies eligible to vote:105.

Number of votes cast: 84.

Number of votes abstain or spoiled: 3.

The MCC Secretary (Mirko Cano) was congratulated on the "change of MCC management leadership". He had got married not long before the meeting. He was given a card signed by all delegates.

Mirko thanked all for the surprise and promised to bring his wife Anastasia soon to one of the meetings so people could meet her.

The Chairman asked the delegates to register as early as possible for the Chennai (India) meeting. This is useful to set up an easy VISA registration and to start arranging the meeting there.

The Chairman congratulated the attendees for the great work performed during the week. There were lots of contributions, lots to be done, but some good results were obtained during the week.

With this, the meeting was closed.

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-152200
	Agenda
	ETSI
	revised
	
	S3-152454

	S3-152201
	Report from last SA meeting
	ETSI
	noted
	
	

	S3-152202
	SA3 meeting calendar 
	ETSI
	revised
	
	S3-152584

	S3-152203
	Report from last SA3 meeting
	ETSI
	approved
	
	

	S3-152204
	SA3 Work Plan
	ETSI
	noted
	
	

	S3-152205
	LS OUT to various group to update on ETSI TC CYBER progress
	ETSI TC CYBER
	noted
	
	

	S3-152206
	LS on Proposed extension to GUSS to include AS address
	C1-153909
	replied to
	
	

	S3-152207
	LS on the security of the authentication failure case for the untrusted WLAN
	C1-153998
	replied to
	
	

	S3-152208
	Reply LS on secure communication over St reference point
	C3-154339
	replied to
	
	

	S3-152209
	LS on Mobile Equipment Identity Signalling over WLAN
	C4-151756
	noted
	
	

	S3-152210
	LS on traffic model assumption in LTE-based V2X
	R1-155014
	noted
	
	

	S3-152211
	LS on extension to field length of PDCP Sequence Number
	R2-153873
	noted
	
	

	S3-152212
	Reply LS on C-IoT/MTC data transmission targets for security-related procedures
	R2-153969
	noted
	
	

	S3-152213
	LS on IPsec tunnelling mechanism for LTE-WiFi aggregation
	R2-154915
	replied to
	
	

	S3-152214
	LS on LCID and the protection of one-to-one traffic
	R2-154933
	replied to
	
	

	S3-152215
	LS on V2X message characteristics
	R2-155003
	replied to
	
	

	S3-152216
	LS on ProSe UE Relaying Support
	R3-152366
	noted
	
	

	S3-152217
	Reply LS to SA3 for Clarification on SA6 Architecture
	S6-151313
	noted
	
	

	S3-152218
	LS to SA3 on potential need for CSC-6 Interface
	S6-151321
	replied to
	
	

	S3-152219
	Security Assurance Methodology for 3GPP Network Products
	GSMA SECAG
	noted
	
	

	S3-152220
	TCG progress report for TMS WG
	INTERDIGITAL COMMUNICATIONS
	noted
	
	

	S3-152221
	pCR to add a KMS access token
	Motorola Solutions Danmark A/S
	revised
	
	S3-152515

	S3-152222
	Resolution of editor’s note in section 7.2 of 33.879
	Motorola Solutions Danmark A/S
	revised
	
	S3-152519

	S3-152223
	Resolution of editor’s note in section 6.19.3 of 33.879
	Motorola Solutions Danmark A/S
	revised
	
	S3-152509

	S3-152224
	Specification of MCPTT User Authentication in 33.179
	Motorola Solutions Danmark A/S
	noted
	
	-

	S3-152225
	pCR to add requirements to 33.179
	Motorola Solutions Danmark A/S
	revised
	
	S3-152524

	S3-152226
	Resolution of editor’s note in section 7.2.1.1 of 33.879
	Motorola Solutions Danmark A/S
	approved
	
	

	S3-152227
	pCR to TR 33.860: Sol 2, Data Efficient Rekeying - elaboration and analysis
	Vodafone Group Services Ltd
	approved
	
	

	S3-152228
	Security Aspects of NB-IoT
	Vodafone Group Services Ltd
	revised
	
	S3-152365

	S3-152229
	pCR to TR 33.863: Multiple changes as per conference call
	Vodafone Group Services Ltd
	revised
	
	S3-152570

	S3-152230
	pCR to add KMS managed Content Encryption Key (CEK) for S/MIME
	Motorola Solutions Danmark A/S
	revised
	
	S3-152513

	S3-152231
	pCR to add IBE managed Content Encryption Key (CEK) for S/MIME
	Motorola Solutions Danmark A/S
	revised
	
	S3-152514

	S3-152232
	Clarification on integrity key refresh frequency
	Vodafone Group Services Ltd
	approved
	
	

	S3-152233
	Removing unnecessary preconditions
	Vodafone Group Services Ltd
	approved
	
	

	S3-152234
	LS on new security work item for NB-IoT
	Vodafone Group Services Ltd
	revised
	
	S3-152582

	S3-152235
	pCR to TR 33.863: Key derivation on the ME
	Vodafone Group Services Ltd
	revised
	
	S3-152572

	S3-152236
	Clarification of account-related requirement, add. of test cases
	Deutsche Telekom AG
	revised
	
	S3-152535

	S3-152237
	Attack on LTE mobiles using EMM codes
	Alcatel-Lucent Deutschland AG
	noted
	
	

	S3-152238
	Resolution of editor’s note in section 7.2.2 of 33.879
	Motorola Solutions Danmark A/S
	revised
	
	S3-152594

	S3-152239
	SIP core and MCPTT user authentication
	Motorola Solutions UK Ltd.
	noted
	
	

	S3-152240
	Overview of 802.1X based method for securing access over WLAN in LTE-WLAN aggregation
	BlackBerry UK Limited
	noted
	
	

	S3-152241
	Comparison of options for securing access over WLAN when using LTE-WLAN aggregation
	BlackBerry UK Limited
	noted
	
	

	S3-152242
	Security aspects of LTE-WiFi aggregation
	BlackBerry UK Limited
	not pursued
	
	

	S3-152243
	pCR to add a KMS access token to 33.179
	Motorola Solutions Danmark A/S
	noted
	
	

	S3-152244
	pCR to add KMS managed Content Encryption Key (CEK) for S/MIME to 33.179
	Motorola Solutions Danmark A/S
	noted
	
	

	S3-152245
	pCR to add IBC managed Content Encryption Key (CEK) for S/MIME to 33.179
	Motorola Solutions Danmark A/S
	noted
	
	

	S3-152246
	Cellular IoT - Protocols for End to Middle Security
	Vodafone Group Services Ltd
	noted
	
	

	S3-152247
	pCR to TR 33.863: e2m Key Server in solution #1
	Vodafone Group Services Ltd
	approved
	
	

	S3-152248
	draft_CR Security aspects of LTE-WiFi aggregation
	Alcatel-Lucent Deutschland AG, Ericsson
	not pursued
	
	

	S3-152249
	LTE-WLAN RAN level integration support for legacy WLAN using IPSec Tunnelling
	Alcatel-Lucent Deutschland AG, Broadcomm
	noted
	
	

	S3-152250
	draft_Reply LS on LTE-WLAN RAN level integration support for legacy WLAN using IPSec Tunnelling 
	Alcatel-Lucent Deutschland AG
	noted
	
	

	S3-152251
	draft_CR Security aspects of LWRI
	Alcatel-Lucent Deutschland AG
	not pursued
	
	

	S3-152252
	LS on new security work for NB_IoT
	Vodafone Group Services Ltd
	withdrawn
	
	

	S3-152253
	Adding test case for 5.3.4.6
	TNO
	revised
	
	S3-152459

	S3-152254
	Adding test case for 5.3.4.7
	TNO
	revised
	
	S3-152545

	S3-152255
	Adding test case for 5.3.4.14
	TNO
	approved
	
	

	S3-152256
	Adding test cases for TS 33.117 5.3.5.1, traffic separation
	TNO
	revised
	
	S3-152546

	S3-152257
	End-to-end solution based on End-to-middle solutions
	TNO
	revised
	
	S3-152489

	S3-152258
	VPLMN Specific Needs 
	TNO
	revised
	
	S3-152490

	S3-152259
	Resolving Editor’s Note in Solution 3 (as per contribution of Vodafone)
	TNO
	revised
	
	S3-152491

	S3-152260
	Security for Proximity-based services (ProSe) Direct Discovery for Public Safety Use
	Intel Corporation (UK) Ltd
	endorsed
	
	

	S3-152261
	Updates and Solution Evaluation for UE-2-UE and Remote UE to UE-Network Relay Secure Communication for Public Safety in TR 33.833
	Intel Corporation (UK) Ltd
	approved
	
	

	S3-152262
	pCR Evaluation of S/MIME CEK management solutions
	Motorola Solutions Danmark A/S
	revised
	
	S3-152520

	S3-152263
	Discussion paper - Protecting MCPTT Information in SIP message using S/MIME
	Alcatel-Lucent
	noted
	S3-151866
	

	S3-152264
	pCR - Protecting MCPTT Information in SIP message with S/MIME 
	Alcatel-Lucent, Motorola Solutions, Inc
	revised
	S3-151867
	S3-152512

	S3-152265
	Adding Privacy Regulations to SPI 33.849
	China Mobile
	withdrawn
	
	

	S3-152266
	Adding Privacy Regulations to SPI 33.849
	China Mobile Com. Corporation
	approved
	
	

	S3-152267
	Condensed threats
	China Unicom, CATR, China Mobile, ZTE Corporation
	revised
	
	S3-152588

	S3-152268
	Mitigation technology for privacy consideration
	China Unicom, CATR, China Mobile, ZTE Corporation
	revised
	
	S3-152589

	S3-152269
	Privacy identification process
	China Unicom, CATR, ZTE Corporation
	noted
	
	

	S3-152270
	Condensed requirements
	China Unicom, CATR, China Mobile, ZTE Corporation
	noted
	
	

	S3-152271
	Guidance for privacy considerations
	China Unicom, CATR, China Mobile, ZTE Corporation
	revised
	
	S3-152590

	S3-152272
	General description
	China Unicom, CATR, China Mobile, ZTE Corporation
	revised
	
	S3-152591

	S3-152273
	Evaluation of 3GPP SSO solutions for MCPTT User authentication
	Alcatel-Lucent
	noted
	
	

	S3-152274
	Specification of S/MIME based solution for protecting MCPTT Application Information in SIP messages
	Alcatel-Lucent, Motorola Solutions, Inc
	noted
	
	

	S3-152275
	Security for Relay Service Code
	ZTE Corporation, China Unicom
	merged
	
	S3-152579

	S3-152276
	Adding and Modification of Scope
	ZTE Corporation, China Unicom
	postponed
	
	

	S3-152277
	LS to SA5 on considerations for management security of virtualized networks
	China Mobile Com. Corporation
	withdrawn
	
	-

	S3-152278
	Modification on Model A security flows
	ZTE Corporation, China Unicom
	agreed
	
	

	S3-152279
	Modification on Model B security flows
	ZTE Corporation, China Unicom
	revised
	
	S3-152484

	S3-152280
	Discussion on SA5 related management security of virtualized networks
	China Mobile Com. Corporation
	withdrawn
	
	-

	S3-152281
	Distribution of only one AV at a time
	ZTE Corporation, China Unicom
	approved
	
	

	S3-152282
	Key issue 6 – On-Network Operation: impersonation
	BlackBerry UK Limited
	noted
	
	

	S3-152283
	Evaluation of signalling protection
	Motorola Solutions UK Ltd.
	noted
	
	

	S3-152284
	Preventing unauthorized modification of user data in cellular IOT
	China Mobile Com. Corporation
	withdrawn
	
	-

	S3-152285
	SIP core and MCPTT user authentication
	Motorola Solutions UK Ltd.
	noted
	
	

	S3-152286
	Preventing unauthorized modification of signalling data
	China Mobile Com. Corporation
	withdrawn
	
	-

	S3-152287
	Authentication of an MCPTT user
	BlackBerry UK Limited
	revised
	
	S3-152511

	S3-152288
	[MTCe] A new solution for group based authentication
	China Mobile Com. Corporation
	withdrawn
	
	-

	S3-152289
	Alignment of MCPTT architecture with latest version of TS 23.179
	BlackBerry UK Limited
	withdrawn
	
	

	S3-152290
	Security for LTE-WLAN Aggregation
	Huawei, Hisilicon
	noted
	
	

	S3-152291
	Security aspects of LTE-WiFi aggregation
	Huawei, Hisilicon
	not pursued
	
	

	S3-152292
	Overview of solutions for UE authenticating ePDG if HSS does not provide AV to AAA
	Huawei, Hisilicon
	not pursued
	
	

	S3-152293
	Discuss the solution on the security of error code for the untrusted WLAN
	Huawei, Hisilicon
	noted
	
	

	S3-152294
	Solution for Establishing UE to UE-NW relay Security
	Huawei, Hisilicon
	noted
	
	

	S3-152295
	UE to UE-NW Relay Security Solution
	Huawei, Hisilicon
	postponed
	
	

	S3-152296
	Detail the description of Relay ID in clause 8.1.1.1
	Huawei, Hisilicon
	approved
	
	

	S3-152297
	Mandate returning the discovery response in model B group member discovery in clause 8.2.2.1.2
	Huawei, Hisilicon
	revised
	
	S3-152573

	S3-152298
	Replay protection of token
	Huawei, Hisilicon
	approved
	
	

	S3-152299
	Solution comparison of UE-to-NW relay
	Huawei, Hisilicon
	noted
	
	

	S3-152300
	Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117
	Huawei, Hisilicon
	revised
	
	S3-152494

	S3-152301
	Mapping test case from 6.7 of 33.806 to 5.2.3.4.4.1 Network Product Management and Maintenance interfaces in 33.117
	Huawei, Hisilicon
	revised
	
	S3-152439

	S3-152302
	Proposed Scope for SCAS Threats TR
	Huawei, Hisilicon
	revised
	
	S3-152552

	S3-152303
	TR339XX Skeleton
	Huawei, Hisilicon
	revised
	
	S3-152551

	S3-152304
	Merging of Logging Events in 5.2.3.6 and 5.2.6.3
	Huawei, Hisilicon
	revised
	
	S3-152560

	S3-152305
	Mapping D.3.3.6.3 Log accessing to 5.2.3.6.3 Protection of security event log files in 33.117
	Huawei, Hisilicon
	revised
	
	S3-152537

	S3-152306
	Clarify a word in pre-condition of the test case
	Huawei, Hisilicon
	revised
	
	S3-152540

	S3-152307
	Clarify a misleading word in 5.2.3.4.3.3 Protection against brute force and dictionary attacks
	Huawei, Hisilicon
	approved
	
	

	S3-152308
	Modify test case of 5.2.2.4.1 of 33.116
	Huawei, Hisilicon
	revised
	
	S3-152559

	S3-152309
	Modify test case of 5.2.2.3.2
	Huawei, Hisilicon
	revised
	
	S3-152533

	S3-152310
	Update of the SCAS WID
	Huawei, Hisilicon
	revised
	
	S3-152550

	S3-152311
	Clarification on generation of SRTP session key and salt in media stream protection in Solution#7
	Huawei, Hisilicon
	revised
	
	S3-152517

	S3-152312
	Feasibility analysis of SDES and KMS mechanism
	Huawei, Hisilicon
	revised
	
	S3-152521

	S3-152313
	Group key distribution through MCPTT Group creation procedure
	Huawei, Hisilicon
	revised
	
	S3-152518

	S3-152314
	Modification on section 4.2.2 and 4.2.3
	Huawei, Hisilicon
	approved
	
	

	S3-152315
	Optimisation of GMK provisioning of solution 4
	Huawei, Hisilicon
	approved
	
	

	S3-152316
	Protection for sensitive information of application layer in SIP signallings
	Huawei, Hisilicon
	revised
	
	S3-152512

	S3-152317
	Correction on authentication and ciphering procedure
	Huawei, Hisilicon
	approved
	
	

	S3-152318
	Integrity protection algorithms in solution 1
	Huawei, Hisilicon
	approved
	
	

	S3-152319
	Definition of GEA0
	Huawei, Hisilicon
	revised
	
	S3-152531

	S3-152320
	Handling of security context in ME when switching USIMs
	Huawei, Hisilicon
	revised
	
	S3-152501

	S3-152321
	New SID on security aspects for LTE support of V2X services
	Huawei, Hisilicon
	revised
	
	S3-152465

	S3-152322
	Reply LS to RAN2 for clarification of security overhead for LTE V2X
	Huawei, Hisilicon
	revised
	
	S3-152463

	S3-152323
	LS(C1-153998) on security of authentication failure case for the untrusted WLAN from 3GPP TSG CT WG 1
	Huawei, Hisilicon
	revised
	
	S3-152476

	S3-152324
	Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 
	China Mobile Com. Corporation
	withdrawn
	
	S3-152325

	S3-152325
	Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 
	China Mobile Com. Corporation,Telecom Italia,CATR
	withdrawn
	S3-152324
	S3-152331

	S3-152326
	LS to SA5 on considerations for management security of virtualized networks
	China Mobile Com. Corporation
	noted
	S3-152277
	

	S3-152327
	[MTCe] A new solution for group based authentication
	China Mobile Com. Corporation
	noted
	-
	

	S3-152328
	Discussion on SA5 related management security of virtualized networks
	China Mobile Com. Corporation
	noted
	S3-152280
	

	S3-152329
	Preventing unauthorized modification of user data in cellular IOT
	China Mobile Com. Corporation
	revised
	S3-152284
	S3-152565

	S3-152330
	Preventing unauthorized modification of signalling data
	China Mobile Com. Corporation
	revised
	S3-152286
	S3-152564

	S3-152331
	Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 
	China Mobile Com. Corporation,Telecom Italia,CATR
	withdrawn
	S3-152325
	S3-152333

	S3-152332
	pCR to TR 33.833 on ProSe Relays
	Gemalto N.V.
	revised
	
	S3-152495

	S3-152333
	Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 
	China Mobile Com. Corporation,Telecom Italia,CATR
	withdrawn
	S3-152331
	

	S3-152334
	Enhancements of solution #1: Integrity protection of signalling and algorithm negotiation
	Ericsson LM
	approved
	
	

	S3-152335
	A new key issue on null-encryption and unauthorized transmission of user plane data 
	Ericsson LM
	revised
	
	S3-152566

	S3-152336
	[DRAFT] LS on enhanced GPRS in relation to Cellular IoT 
	Ericsson LM
	revised
	
	S3-152567

	S3-152337
	Documentation plan for EASE_EC_GSM
	Ericsson LM
	approved
	
	

	S3-152338
	SCAS: Status of SCAS requirements vs test cases in TS 33.117
	Alcatel-Lucent
	revised
	
	S3-152548

	S3-152339
	SCAS:TestCase-5 2 3 2 2  Protecting data and information  unauthorized viewing
	Alcatel-Lucent
	approved
	
	

	S3-152340
	Analysis the protection of Layer 3 signalling messages in Cellular IoT
	Ericsson, Nokia Networks
	approved
	
	

	S3-152341
	New solution for DoS persistent scrambling: Masked UTC counter 
	Ericsson LM
	revised
	
	S3-152485

	S3-152342
	SCAS:TestCase-5 3 3 1 6  External file system mount restriction
	Alcatel-Lucent
	noted
	
	

	S3-152343
	SCAS:TestCase-5 2 3 2 5  Logging access to personal data
	Alcatel-Lucent
	approved
	
	

	S3-152344
	Updating TLS profiles in TS 33.310
	Ericsson, Nokia Networks, Vodafone
	revised
	S3-151925
	S3-152577

	S3-152345
	SCAS:TestCase-5 2 3 3 2 Boot from intended memory devices only
	Alcatel-Lucent
	approved
	
	

	S3-152346
	Update of solution in section 8.3.14: Hint of scrambling key
	Ericsson LM
	revised
	
	S3-152486

	S3-152347
	SCAS:TestCase-5 2 3 3 5 Network Product software package integrity
	Alcatel-Lucent
	approved
	
	

	S3-152348
	SCAS:pCR to TS.33.916 to add term NESAS to definitions.
	Alcatel-Lucent
	revised
	
	S3-152549

	S3-152349
	Updating certificate and CRL profiles in TS 33.310
	Ericsson, Vodafone, Nokia Networks
	agreed
	S3-151923
	

	S3-152350
	Optional encryption in IOPS
	Ericsson
	revised
	
	S3-152499

	S3-152351
	Hint of DUSK, and masked UTC counter 
	Ericsson LM
	postponed
	
	

	S3-152352
	HTTP-1 interface protection
	Samsung, Nokia Networks
	revised
	
	S3-152516

	S3-152353
	Annex A update of MIC computation for discovery messages 
	QUALCOMM Incorporated
	revised
	
	S3-152479

	S3-152354
	Updating IKEv2 profiles in TS 33.210
	Ericsson
	agreed
	S3-151930
	

	S3-152355
	Inter/Intra domain protection for MCPTT service
	Samsung, Nokia Networks
	approved
	
	

	S3-152356
	Annex A update of MIC computation for discovery messages 
	Qualcomm Incorporated
	revised
	
	S3-152480

	S3-152357
	SIP Core Authentication Procedure
	Samsung, Nokia Networks
	revised
	
	S3-152510

	S3-152358
	Reducing computational load for processing PC5 Restricted Discovery messages 
	Qualcomm Incorporated
	noted
	
	

	S3-152359
	Updating ESP profiles in TS 33.210
	Ericsson
	agreed
	S3-151933
	

	S3-152360
	Corrections to ProSe one-to-one communication
	Ericsson LM
	revised
	
	S3-152492

	S3-152361
	Authentication procedures for MCPTT service
	Samsung, Nokia Networks
	revised
	
	S3-152528

	S3-152362
	Protection for restricted discovery to reduce processing at the monitoring UE-side 
	Qualcomm Incorporated
	postponed
	
	

	S3-152363
	Signalling plane protection for MCPTT service
	Samsung, Nokia Networks
	revised
	
	S3-152529

	S3-152364
	Updating IMS security profiles in TS 33.203
	Ericsson
	revised
	S3-151936
	S3-152595

	S3-152365
	Security Aspects of NB-IoT
	Vodafone Group Services Ltd
	revised
	S3-152228
	S3-152468

	S3-152366
	Miscellaneous editorials in 33.303 
	Qualcomm Incorporated
	revised
	
	S3-152497

	S3-152367
	pCR to 33.863 - Introducing key server for solution#2
	Nokia Networks, Vodafone
	revised
	
	S3-152571

	S3-152368
	Details of the scrambling and message specific confidentiality calculations for restricted discovery
	Qualcomm
	revised
	
	S3-152487

	S3-152369
	pCR on general overhaul of TR 33.916
	Nokia Networks
	approved
	
	

	S3-152370
	Details of the security provided for restricted discovery and public safety discovery
	Qualcomm Incoporated
	revised
	
	S3-152488

	S3-152371
	Addition to guideline for writing tests
	Nokia Networks
	approved
	
	

	S3-152372
	Pre-requisites for testing in 33.117
	Nokia Networks
	approved
	
	

	S3-152373
	Pre-requisites for testing in 33.116
	Nokia Networks
	approved
	
	

	S3-152374
	Use of tools in testing
	Nokia Networks
	approved
	
	

	S3-152375
	pCR to 33.117 - Modifying test case for requirement 5.2.3.2.4 on Protecting data and information in transfer
	Nokia Networks
	approved
	
	

	S3-152376
	pCR to 33.117 - Modifying requirement and adding test case for clause 5.2.5.1 on HTTPS
	Nokia Networks
	revised
	
	S3-152539

	S3-152377
	Adding test case to the requirement 5.2.3.4.1.1 on System functions ... authentication and authorization  
	China Mobile, Nokia Networks
	revised
	
	S3-152534

	S3-152378
	Align LCID allocation with RAN specification
	Qualcomm Incorporated
	revised
	
	S3-152478

	S3-152379
	Providing test cases related to the requirement 5.2.3.6.1 ''Security event logging''  
	Nokia Networks
	revised
	
	S3-152560

	S3-152380
	Discussion on Public Safety Discovery
	Qualcomm Incorporated
	noted
	
	

	S3-152381
	Changes to ICMP requirement and test case in clause 5.2.4.1.1.2 of TS 33.117 
	Nokia Networks
	revised
	
	S3-152538

	S3-152382
	Protecting Public Safety Discovery messages
	Qualcomm Incorporated,Intel
	revised
	
	S3-152579

	S3-152383
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson
	revised
	
	S3-152445

	S3-152384
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson LM
	revised
	
	S3-152446

	S3-152385
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	revised
	
	S3-152471

	S3-152386
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	revised
	
	S3-152472

	S3-152387
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	revised
	
	S3-152473

	S3-152388
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	revised
	
	S3-152474

	S3-152389
	Removing IKEv1 from TS 33.210
	Ericsson
	agreed
	
	

	S3-152390
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	revised
	
	S3-152475

	S3-152391
	Removing IKEv1 from TS 33.310
	Ericsson
	agreed
	
	

	S3-152392
	Additional Security Threats in Key Issue #1
	Ericsson LM
	revised
	
	S3-152508

	S3-152393
	pCR to TR 33.897: Text proposal Generalising UICC-related language for IOPS Potential Solution #1 in clause 7
	General Dynamics UK Limited,Nokia Networks
	revised
	
	S3-152502

	S3-152394
	pCR to TR 33.897: Text proposal Generalising UICC-related language for IOPS Potential Solution #1 in clause 8
	General Dynamics UK Limited,Nokia Networks
	revised
	
	S3-152504

	S3-152395
	Clarification of Mapping between MCPTT1 and GC1
	Ericsson LM
	approved
	
	

	S3-152396
	pCR to TR 33.897: Revision of Key Issue #4
	General Dynamics UK Limited
	available
	
	

	S3-152397
	Correction in UE authentication in Key Issue #4
	Ericsson LM
	approved
	
	

	S3-152398
	pCR to TR 33.897: Moving discussion of malicious USIM application switching
	General Dynamics UK Limited
	available
	
	

	S3-152399
	pCR to TR 33.897: Text proposal for maintenance and editorial correction
	General Dynamics UK Limited
	approved
	
	

	S3-152400
	Omission of Reference to Network Sharing in Key Issue #5
	Ericsson LM
	approved
	
	

	S3-152401
	MCPTT TR: Alignment of Solution#3 with SA6 TS
	CESG
	approved
	
	

	S3-152402
	MCPTT TR: Update to Solution#3 to resolve KMS editor's note
	CESG
	approved
	
	

	S3-152403
	MCPTT TR: Resolution of Solution #3's Editor's note on KMS security
	CESG
	approved
	
	

	S3-152404
	MCPTT TR: Definition of key material types for Solution #3
	CESG
	approved
	
	

	S3-152405
	MCPTT TR: Addition to Solution #4 on revocation
	CESG
	approved
	
	

	S3-152406
	MCPTT TR: Evaluation of Private Call Key Distribution Mechanisms
	CESG
	approved
	
	

	S3-152407
	MCPTT TR: Evaluation of Group Call Key Distribution Mechanisms
	CESG
	approved
	
	

	S3-152408
	MCPTT TR: Evaluation of Media and Floor Protection
	CESG
	approved
	
	

	S3-152409
	MCPTT TS: Scope
	CESG
	approved
	
	

	S3-152410
	MCPTT TS: Addition of overview and KMS to support end-to-end communication security
	CESG
	approved
	
	

	S3-152411
	MCPTT TS: Addition of Private Call Key Distribution
	CESG
	approved
	
	-

	S3-152412
	MCPTT TS: Addition of Group Call Key Distribution
	CESG
	revised
	
	S3-152526

	S3-152413
	MCPTT TS: Addition of media and floor control protection
	CESG
	revised
	
	S3-152527

	S3-152414
	Annex N alignment to 23.179
	Nokia Networks
	revised
	
	S3-152580

	S3-152415
	Alignment with 23.303 - Rel12
	Nokia Networks
	agreed
	
	

	S3-152416
	Alignment with 23.303 - Rel13
	Nokia Networks
	agreed
	
	

	S3-152417
	Correction to 8.3.2.2 of 33.833
	Nokia Networks
	not pursued
	
	

	S3-152418
	Security considerations to IOPS security guidelines
	Nokia Networks
	revised
	
	S3-152507

	S3-152419
	Evaluation to key issue1 and scalibility problem
	Nokia Networks
	approved
	
	

	S3-152420
	Clarification of IOPS Network Definition in Solution #1
	Ericsson LM
	approved
	
	

	S3-152421
	pCR to TR 33.897: Text proposing the resolution of the editor’s note for proposed solution #1 concerning scalability
	General Dynamics UK Limited,Nokia Networks
	revised
	
	S3-152503

	S3-152422
	pCR to TR 33.897: Text proposing the resolution of the editor’s notes concerning potential security requirements for IOPS integrity and confidentiality
	General Dynamics UK Limited,Nokia Networks
	revised
	
	S3-152500

	S3-152423
	pCR to TR 33.897: Text proposing conclusions for the Technical Report
	General Dynamics UK Limited,Nokia Networks
	revised
	
	S3-152505

	S3-152424
	Addition of IOPS definitions and abbreviations to TS 33.401
	General Dynamics UK Limited,Nokia Networks
	approved
	
	

	S3-152425
	LS to SA6 on addition of MCPTT KMS to MCPTT common services core
	CESG
	revised
	
	S3-152530

	S3-152426
	Addition of an informative annex to TS 33.401 containing security guidelines for IOPS
	General Dynamics UK Limited,Nokia Networks
	approved
	
	

	S3-152427
	New Study Item for Enhanced Security Aspects of Isolated E-UTRAN Operation for Public Safety
	General Dynamics UK Limited
	revised
	
	S3-152457

	S3-152428
	Updates to GBA-based relay security solution 
	Ericsson
	revised
	
	S3-152496

	S3-152429
	Introduction of UE-to-network relay security procedures
	Ericsson LM
	merged
	S3-151847
	S3-152578

	S3-152430
	Discussion on update of S3-151956 on ProSe UE-to-network relays security
	Qualcomm Incorporated
	noted
	
	

	S3-152431
	Security for UE-to-network relay communications
	QUALCOMM Incorporated
	revised
	S3-151956
	S3-152578

	S3-152432
	Security analysis of legacy WLAN based LTE-WLAN RAN Level Integration
	Qualcomm Incorporated
	revised
	
	S3-152433

	S3-152433
	Security analysis of legacy WLAN based LTE-WLAN RAN Level Integration
	Qualcomm Incorporated, Ericsson
	noted
	S3-152432
	

	S3-152434
	Draft LS to GSMA SECAG on feedback on draft TS 33.116 and TS 33.117 
	NTT DOCOMO INC.
	revised
	
	S3-152553

	S3-152435
	33117TestCase-5.2.3.2.2. Protecting data and information – unauthorized viewing
	NEC India Private Limited, Alcatel-Lucent
	noted
	
	

	S3-152436
	33117TestCase-5.3.3.1.6. External file system mount restrictions
	NEC India Private Limited, Alcatel-Lucent
	revised
	
	S3-152543

	S3-152437
	33117TestCase-5.3.2.6. Remote login restrictions for privileged users
	NEC India Private Limited
	revised
	
	S3-152542

	S3-152438
	33117TestCase-5.3.2.7. Filesystem Authorization privileges
	NEC India Private Limited
	revised
	
	S3-152541

	S3-152439
	SCAS: Commenting contribution on S3-152301
	Alcatel-Lucent
	revised
	S3-152301
	S3-152536

	S3-152440
	SCAS: Comment contribution on S3-152304
	Alcatel-Lucent
	revised
	
	S3-152560

	S3-152441
	IOPS - Commenting and Proposal to merge S3-152396 and S3-152398
	Nokia Networks, General Dynamics UK Limited
	approved
	
	

	S3-152442
	Comments to S3-152273, Evaluation of existing 3GPP SSO solutions for usage in MCPTT User authentication
	INTERDIGITAL COMMUNICATIONS
	noted
	
	

	S3-152443
	ALU Comments to S3-152229 pCR to TR33 863 multiple changes
	Alcatel-Lucent Deutschland AG
	noted
	
	

	S3-152444
	ALU Comments to S3-152433 Security analysis of legacy WLAN based LWRI
	Alcatel-Lucent Deutschland AG
	noted
	
	

	S3-152445
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson, CESG
	revised
	S3-152383
	S3-152481

	S3-152446
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson, CESG
	revised
	S3-152384
	S3-152482

	S3-152447
	Summary of the email discussion on the 3GPP security profile updates 
	Ericsson
	noted
	
	

	S3-152448
	Discussion of LS S2-153405 (C4-151802) from CT4 to SA2
	NTT DOCOMO INC.
	noted
	
	

	S3-152449
	LS on the start of the work on Diameter Base Protocol Update
	C4-151861
	replied to
	
	

	S3-152450
	Reply LS on S8HR roaming architecture handling of E9-1-1 calls in the US and Canada
	S2-153684
	noted
	
	

	S3-152451
	LS on Agreements on CIoT architecture for NB-IOT
	S2-153695
	noted
	
	

	S3-152452
	Reply LS on NBIFOM Clarifications
	S2-153715
	noted
	
	

	S3-152453
	New GPRS algorithms for CIoT
	ETSI SAGE
	noted
	
	

	S3-152454
	Agenda
	WG Chairman
	approved
	S3-152200
	

	S3-152455
	LS on New WI on LTE-WLAN RAN Level Integration supporting legacy WLAN
	RP-151623
	replied to
	-
	-

	S3-152456
	Work Plan Input from Rapporteurs
	ETSI
	revised
	-
	S3-152605

	S3-152457
	New Study Item for Enhanced Security Aspects of Isolated E-UTRAN Operation for Public Safety
	General Dynamics UK Limited
	noted
	S3-152427
	-

	S3-152458
	Reply to: LS on Proposed extension to GUSS to include AS address
	Ericsson
	approved
	-
	-

	S3-152459
	Adding test case for 5.3.4.6
	TNO
	revised
	S3-152253
	S3-152544

	S3-152460
	Reply to: LS on the start of the work on Diameter Base Protocol Update
	Huawei
	approved
	-
	-

	S3-152461
	Addition of Location Service
	SA3-LI (Rogers Communications)
	conditionally agreed
	-
	-

	S3-152462
	Commenting contribution on S3-152461
	Kpn,TNO
	noted
	-
	-

	S3-152463
	Reply LS to RAN2 for clarification of security overhead for LTE V2X
	Huawei, Hisilicon
	approved
	S3-152322
	-

	S3-152464
	Reply to: Reply LS on secure communication over St reference point
	NTT-Docomo
	approved
	-
	-

	S3-152465
	New SID on security aspects for LTE support of V2X services
	Huawei, Hisilicon
	agreed
	S3-152321
	-

	S3-152466
	Privacy and availability in LTE
	Deutsche Telekom
	noted
	-
	-

	S3-152467
	Reply to: LS on IPsec tunnelling mechanism for LTE-WiFi aggregation
	NTT-DoCoMo
	approved
	-
	-

	S3-152468
	Security Aspects of NB-IoT
	Vodafone Group Services Ltd
	revised
	S3-152365
	S3-152581

	S3-152469
	LS to RAN2 on request for clarification for WLAN deployment for LWA.
	Broadcom
	approved
	-
	-

	S3-152470
	draft_CR Security aspects of LTE-WiFi aggregation
	Alcatel-Lucent
	approved
	-
	-

	S3-152471
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	agreed
	S3-152385
	-

	S3-152472
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	agreed
	S3-152386
	-

	S3-152473
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	agreed
	S3-152387
	-

	S3-152474
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	agreed
	S3-152388
	-

	S3-152475
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	agreed
	S3-152390
	-

	S3-152476
	LS(C1-153998) on security of authentication failure case for the untrusted WLAN from 3GPP TSG CT WG 1
	Huawei, Hisilicon
	approved
	S3-152323
	-

	S3-152477
	Reply to: LS on LCID and the protection of one-to-one traffic
	Qualcomm
	approved
	-
	-

	S3-152478
	Align LCID allocation with RAN specification
	Qualcomm Incorporated
	agreed
	S3-152378
	-

	S3-152479
	Annex A update of MIC computation for discovery messages 
	QUALCOMM Incorporated
	agreed
	S3-152353
	-

	S3-152480
	Annex A update of MIC computation for discovery messages 
	Qualcomm Incorporated
	agreed
	S3-152356
	-

	S3-152481
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson, CESG
	agreed
	S3-152445
	-

	S3-152482
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson, CESG
	agreed
	S3-152446
	-

	S3-152483
	Correction to 8.3.2.2 of 33.833
	Nokia Networks
	approved
	-
	-

	S3-152484
	Modification on Model B security flows
	ZTE Corporation, China Unicom
	agreed
	S3-152279
	-

	S3-152485
	New solution for DoS persistent scrambling: Masked UTC counter 
	Ericsson LM
	approved
	S3-152341
	-

	S3-152486
	Update of solution in section 8.3.14: Hint of scrambling key
	Ericsson LM
	approved
	S3-152346
	-

	S3-152487
	Details of the scrambling and message specific confidentiality calculations for restricted discovery
	Qualcomm
	agreed
	S3-152368
	-

	S3-152488
	Details of the security provided for restricted discovery and public safety discovery
	Qualcomm Incoporated
	agreed
	S3-152370
	-

	S3-152489
	End-to-end solution based on End-to-middle solutions
	TNO,KPN,Vodafone
	approved
	S3-152257
	-

	S3-152490
	VPLMN Specific Needs 
	TNO,KPN,Vodafone
	revised
	S3-152258
	S3-152574

	S3-152491
	Resolving Editor’s Note in Solution 3 (as per contribution of Vodafone)
	TNO,KPN,Vodafone
	revised
	S3-152259
	S3-152601

	S3-152492
	Corrections to ProSe one-to-one communication
	Ericsson LM
	agreed
	S3-152360
	-

	S3-152493
	Presentation on LI
	BT
	noted
	-
	-

	S3-152494
	Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117
	Huawei, Hisilicon
	revised
	S3-152300
	S3-152525

	S3-152495
	pCR to TR 33.833 on ProSe Relays
	Gemalto N.V.
	approved
	S3-152332
	-

	S3-152496
	Updates to GBA-based relay security solution 
	Ericsson
	approved
	S3-152428
	-

	S3-152497
	Miscellaneous editorials in 33.303 
	Qualcomm Incorporated
	agreed
	S3-152366
	-

	S3-152498
	LS on back off timer
	Vodafone
	approved
	-
	-

	S3-152499
	Optional encryption in IOPS
	Ericsson
	approved
	S3-152350
	-

	S3-152500
	pCR to TR 33.897: Text proposing the resolution of the editor’s notes concerning potential security requirements for IOPS integrity and confidentiality
	General Dynamics UK Limited,Nokia Networks
	approved
	S3-152422
	-

	S3-152501
	Handling of security context in ME when switching USIMs
	Huawei, Hisilicon
	noted
	S3-152320
	-

	S3-152502
	pCR to TR 33.897: Text proposal Generalising UICC-related language for IOPS Potential Solution #1 in clause 7
	General Dynamics UK Limited,Nokia Networks
	approved
	S3-152393
	-

	S3-152503
	pCR to TR 33.897: Text proposing the resolution of the editor’s note for proposed solution #1 concerning scalability
	General Dynamics UK Limited,Nokia Networks
	approved
	S3-152421
	-

	S3-152504
	pCR to TR 33.897: Text proposal Generalising UICC-related language for IOPS Potential Solution #1 in clause 8
	General Dynamics UK Limited,Nokia Networks
	approved
	S3-152394
	-

	S3-152505
	pCR to TR 33.897: Text proposing conclusions for the Technical Report
	General Dynamics UK Limited,Nokia Networks
	approved
	S3-152423
	-

	S3-152506
	Addition of an informative annex to TS 33.401 containing security guidelines for IOPS
	General Dynamics UK Limited,Nokia Networks
	agreed
	-
	-

	S3-152507
	Security considerations to IOPS security guidelines
	Nokia Networks
	agreed
	S3-152418
	-

	S3-152508
	Additional Security Threats in Key Issue #1
	Ericsson LM
	approved
	S3-152392
	-

	S3-152509
	Resolution of editor’s note in section 6.19.3 of 33.879
	Motorola Solutions Danmark A/S
	approved
	S3-152223
	-

	S3-152510
	SIP Core Authentication Procedure
	Samsung, Nokia Networks
	approved
	S3-152357
	-

	S3-152511
	Authentication of an MCPTT user
	BlackBerry UK Limited
	postponed
	S3-152287
	-

	S3-152512
	pCR - Protecting MCPTT Information in SIP message with S/MIME 
	Alcatel-Lucent, Motorola Solutions, Inc
	approved
	S3-152264
	-

	S3-152513
	pCR to add KMS managed Content Encryption Key (CEK) for S/MIME
	Motorola Solutions Danmark A/S
	approved
	S3-152230
	-

	S3-152514
	pCR to add IBE managed Content Encryption Key (CEK) for S/MIME
	Motorola Solutions Danmark A/S
	approved
	S3-152231
	-

	S3-152515
	pCR to add a KMS access token
	Motorola Solutions Danmark A/S
	approved
	S3-152221
	-

	S3-152516
	HTTP-1 interface protection
	Samsung, Nokia Networks
	approved
	S3-152352
	-

	S3-152517
	Clarification on generation of SRTP session key and salt in media stream protection in Solution#7
	Huawei, Hisilicon
	approved
	S3-152311
	-

	S3-152518
	Group key distribution through MCPTT Group creation procedure
	Huawei, Hisilicon
	approved
	S3-152313
	-

	S3-152519
	Resolution of editor’s note in section 7.2 of 33.879
	Motorola Solutions Danmark A/S
	approved
	S3-152222
	-

	S3-152520
	pCR Evaluation of S/MIME CEK management solutions
	Motorola Solutions Danmark A/S
	approved
	S3-152262
	-

	S3-152521
	Feasibility analysis of SDES and KMS mechanism
	Huawei, Hisilicon
	approved
	S3-152312
	-

	S3-152522
	TR 33.879 MCPTT
	Rapporteur
	approved
	-
	-

	S3-152523
	TS 33.179 MCPTT
	Rapporteur
	approved
	-
	-

	S3-152524
	pCR to add requirements to 33.179
	Motorola Solutions Danmark A/S
	approved
	S3-152225
	-

	S3-152525
	Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117
	Huawei, Hisilicon
	revised
	S3-152494
	S3-152547

	S3-152526
	MCPTT TS: Addition of Group Call Key Distribution
	CESG
	approved
	S3-152412
	-

	S3-152527
	MCPTT TS: Addition of media and floor control protection
	CESG
	approved
	S3-152413
	-

	S3-152528
	Authentication procedures for MCPTT service
	Samsung, Nokia Networks
	approved
	S3-152361
	-

	S3-152529
	Signalling plane protection for MCPTT service
	Samsung, Nokia Networks
	approved
	S3-152363
	-

	S3-152530
	LS to SA6 on addition of MCPTT KMS to MCPTT common services core
	CESG
	approved
	S3-152425
	-

	S3-152531
	Definition of GEA0
	Huawei, Hisilicon
	approved
	S3-152319
	-

	S3-152532
	TR 33.897 on IOPS.
	Rapporteur
	approved
	-
	-

	S3-152533
	Modify test case of 5.2.2.3.2
	Huawei, Hisilicon
	approved
	S3-152309
	-

	S3-152534
	Adding test case to the requirement 5.2.3.4.1.1 on System functions ... authentication and authorization  
	China Mobile, Nokia Networks
	approved
	S3-152377
	-

	S3-152535
	Clarification of account-related requirement, add. of test cases
	Deutsche Telekom AG
	approved
	S3-152236
	-

	S3-152536
	SCAS: Commenting contribution on S3-152301
	Alcatel-Lucent
	approved
	S3-152439
	-

	S3-152537
	Mapping D.3.3.6.3 Log accessing to 5.2.3.6.3 Protection of security event log files in 33.117
	Huawei, Hisilicon
	approved
	S3-152305
	-

	S3-152538
	Changes to ICMP requirement and test case in clause 5.2.4.1.1.2 of TS 33.117 
	Nokia Networks
	approved
	S3-152381
	-

	S3-152539
	pCR to 33.117 - Modifying requirement and adding test case for clause 5.2.5.1 on HTTPS
	Nokia Networks
	approved
	S3-152376
	-

	S3-152540
	Clarify a word in pre-condition of the test case
	Huawei, Hisilicon
	approved
	S3-152306
	-

	S3-152541
	33117TestCase-5.3.2.7. Filesystem Authorization privileges
	NEC India Private Limited
	approved
	S3-152438
	-

	S3-152542
	33117TestCase-5.3.2.6. Remote login restrictions for privileged users
	NEC India Private Limited
	approved
	S3-152437
	-

	S3-152543
	33117TestCase-5.3.3.1.6. External file system mount restrictions
	NEC India Private Limited, Alcatel-Lucent
	approved
	S3-152436
	-

	S3-152544
	Adding test case for 5.3.4.6
	TNO
	approved
	S3-152459
	-

	S3-152545
	Adding test case for 5.3.4.7
	TNO
	approved
	S3-152254
	-

	S3-152546
	Adding test cases for TS 33.117 5.3.5.1, traffic separation
	TNO
	approved
	S3-152256
	-

	S3-152547
	Mapping D.3.3.4.6.2 Role based access control system to 5.2.3.4.6.2 in 33.117
	Huawei, Hisilicon
	approved
	S3-152525
	-

	S3-152548
	SCAS: Status of SCAS requirements vs test cases in TS 33.117
	Alcatel-Lucent
	noted
	S3-152338
	-

	S3-152549
	SCAS:pCR to TS.33.916 to add term NESAS to definitions.
	Alcatel-Lucent
	approved
	S3-152348
	-

	S3-152550
	Update of the SCAS WID
	Huawei, Hisilicon
	agreed
	S3-152310
	-

	S3-152551
	TR339XX Skeleton
	Huawei, Hisilicon
	approved
	S3-152303
	-

	S3-152552
	Proposed Scope for SCAS Threats TR
	Huawei, Hisilicon
	approved
	S3-152302
	-

	S3-152553
	LS on requesting feedback on draft SCAS TS 33.116 and 33.117 and SECAM TR 33.916
	NTT DOCOMO INC.
	approved
	S3-152434
	-

	S3-152554
	TS 33.116
	Rapporteur
	approved
	-
	-

	S3-152555
	TS 33.117
	Rapporteur
	approved
	-
	-

	S3-152556
	TR 33.916
	Rapporteur
	approved
	-
	-

	S3-152557
	TR 33.9xx
	Rapporteur
	revised
	-
	S3-152599

	S3-152558
	Minutes MCPTT offline session
	BT
	endorsed
	-
	-

	S3-152559
	Modify test case of 5.2.2.4.1 of 33.116
	Huawei, Hisilicon
	approved
	S3-152308
	-

	S3-152560
	Merging of security logs.
	Huawei, Hisilicon, Alcatel-Lucent,Nokia Networks
	approved
	S3-152304
	-

	S3-152561
	Generic authentication and authorization for MCPTT
	CESG
	approved
	-
	-

	S3-152562
	MCPTT user authentication framework
	Motorola Solutions
	approved
	-
	-

	S3-152563
	MCPTT user authentication requirements
	Motorola Solutions
	approved
	-
	-

	S3-152564
	Preventing unauthorized modification of signalling data
	China Mobile Com. Corporation
	approved
	S3-152330
	-

	S3-152565
	Preventing unauthorized modification of user data in cellular IOT
	China Mobile Com. Corporation
	approved
	S3-152329
	-

	S3-152566
	A new key issue on null-encryption and unauthorized transmission of user plane data 
	Ericsson LM
	approved
	S3-152335
	-

	S3-152567
	LS on enhanced GPRS in relation to Cellular IoT
	Ericsson LM
	revised
	S3-152336
	S3-152602

	S3-152568
	TR 33.860
	Rapporteur
	approved
	-
	-

	S3-152569
	Cover sheet for TR 33.897
	Rapporteur
	approved
	-
	-

	S3-152570
	pCR to TR 33.863: Multiple changes as per conference call
	Vodafone Group Services Ltd
	approved
	S3-152229
	-

	S3-152571
	pCR to 33.863 - Introducing key server for solution#2
	Nokia Networks, Vodafone
	approved
	S3-152367
	-

	S3-152572
	pCR to TR 33.863: Key derivation on the ME
	Vodafone Group Services Ltd
	approved
	S3-152235
	-

	S3-152573
	Mandate returning the discovery response in model B group member discovery in clause 8.2.2.1.2
	Huawei, Hisilicon
	approved
	S3-152297
	-

	S3-152574
	VPLMN Specific Needs 
	TNO,KPN,Vodafone
	approved
	S3-152490
	-

	S3-152575
	TR 33.863
	Rapporteur
	approved
	-
	-

	S3-152576
	TR 33.860 cover sheet
	Rapporteur
	approved
	-
	-

	S3-152577
	Updating TLS profiles in TS 33.310
	Ericsson, Nokia Networks, Vodafone
	agreed
	S3-152344
	-

	S3-152578
	Security for UE-to-network relay communications
	QUALCOMM Incorporated,Ericsson
	postponed
	S3-152431
	-

	S3-152579
	Protecting Public Safety Discovery messages
	Qualcomm Incorporated,Intel
	agreed
	S3-152382
	-

	S3-152580
	Annex N alignment to 23.179
	Nokia Networks
	agreed
	S3-152414
	-

	S3-152581
	Security Aspects of NB-IoT
	Vodafone Group Services Ltd
	agreed
	S3-152468
	-

	S3-152582
	LS on new security work item for NB-IoT
	Vodafone Group Services Ltd
	approved
	S3-152234
	-

	S3-152583
	OIDC user authentication with user name/password example
	Motorola Solutions
	approved
	-
	-

	S3-152584
	SA3 meeting calendar 
	ETSI
	noted
	S3-152202
	-

	S3-152585
	Exception sheet MCPTT
	CESG
	agreed
	-
	-

	S3-152586
	MCPTT evening sessions minutes
	BT
	revised
	-
	S3-152593

	S3-152587
	TR 33.849
	Rapporteur
	approved
	-
	-

	S3-152588
	Condensed threats
	China Unicom, CATR, China Mobile, ZTE Corporation
	approved
	S3-152267
	-

	S3-152589
	Mitigation technology for privacy consideration
	China Unicom, CATR, China Mobile, ZTE Corporation
	approved
	S3-152268
	-

	S3-152590
	Guidance for privacy considerations
	China Unicom, CATR, China Mobile, ZTE Corporation
	approved
	S3-152271
	-

	S3-152591
	General description
	China Unicom, CATR, China Mobile, ZTE Corporation
	approved
	S3-152272
	-

	S3-152592
	Cover sheet 33.849
	China Unicom
	approved
	-
	-

	S3-152593
	MCPTT evening sessions minutes
	BT
	endorsed
	S3-152586
	-

	S3-152594
	Resolution of editor’s note in section 7.2.2 of 33.879
	Motorola Solutions Danmark A/S
	approved
	S3-152238
	-

	S3-152595
	Updating IMS security profiles in TS 33.203
	Ericsson
	agreed
	S3-152364
	-

	S3-152596
	LS security requirements for Public Safey Discovery messages
	Qualcomm
	approved
	-
	-

	S3-152597
	TR 33.833
	Rapporteur
	approved
	-
	-

	S3-152598
	Exception sheet ProSe
	Qualcomm
	agreed
	-
	-

	S3-152599
	TR 33.9xx
	Rapporteur
	approved
	S3-152557
	-

	S3-152600
	Reply to: LS to SA3 on potential need for CSC-6 Interface
	CESG
	approved
	-
	-

	S3-152601
	Resolving Editor’s Note in Solution 3 (as per contribution of Vodafone)
	TNO,KPN,Vodafone
	approved
	S3-152491
	-

	S3-152602
	LS on enhanced GPRS in relation to Cellular IoT
	Ericsson LM
	approved
	S3-152567
	-

	S3-152603
	cover sheet TR 33.879
	CESG
	approved
	-
	-

	S3-152604
	cover sheet TS 33.179
	CESG
	approved
	-
	-

	S3-152605
	Work Plan Input from Rapporteurs
	ETSI
	noted
	S3-152456
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-152461
	Addition of Location Service
	SA3-LI (Rogers Communications)
	33.106
	0147
	6
	Rel-13
	B
	LI13
	conditionally agreed

	S3-152364
	Updating IMS security profiles in TS 33.203
	Ericsson
	33.203
	0244
	1
	Rel-13
	F
	SEC13
	revised

	S3-152595
	Updating IMS security profiles in TS 33.203
	Ericsson
	33.203
	0244
	2
	Rel-13
	F
	SEC13
	agreed

	S3-152354
	Updating IKEv2 profiles in TS 33.210
	Ericsson
	33.210
	0046
	1
	Rel-13
	F
	SEC13
	agreed

	S3-152359
	Updating ESP profiles in TS 33.210
	Ericsson
	33.210
	0047
	1
	Rel-13
	F
	SEC13
	agreed

	S3-152389
	Removing IKEv1 from TS 33.210
	Ericsson
	33.210
	0048
	-
	Rel-13
	F
	SEC13
	agreed

	S3-152414
	Annex N alignment to 23.179
	Nokia Networks
	33.246
	0189
	-
	Rel-13
	F
	MCPTT
	revised

	S3-152580
	Annex N alignment to 23.179
	Nokia Networks
	33.246
	0189
	1
	Rel-13
	F
	MCPTT
	agreed

	S3-152429
	Introduction of UE-to-network relay security procedures
	Ericsson LM
	33.303
	0070
	1
	Rel-13
	B
	eProSe-Ext-SA3
	merged

	S3-152431
	Security for UE-to-network relay communications
	QUALCOMM Incorporated
	33.303
	0089
	1
	Rel-13
	B
	eProSe-Ext-SA3
	revised

	S3-152578
	Security for UE-to-network relay communications
	QUALCOMM Incorporated,Ericsson
	33.303
	0089
	2
	Rel-13
	B
	eProSe-Ext-SA3
	postponed

	S3-152275
	Security for Relay Service Code
	ZTE Corporation, China Unicom
	33.303
	0090
	-
	Rel-13
	B
	eProSe-Ext-SA3
	merged

	S3-152276
	Adding and Modification of Scope
	ZTE Corporation, China Unicom
	33.303
	0091
	-
	Rel-13
	F
	eProSe-Ext-SA3
	postponed

	S3-152278
	Modification on Model A security flows
	ZTE Corporation, China Unicom
	33.303
	0092
	-
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-152279
	Modification on Model B security flows
	ZTE Corporation, China Unicom
	33.303
	0093
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-152484
	Modification on Model B security flows
	ZTE Corporation, China Unicom
	33.303
	0093
	1
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-152295
	UE to UE-NW Relay Security Solution
	Huawei, Hisilicon
	33.303
	0094
	-
	Rel-13
	B
	eProSe-Ext-SA3
	postponed

	S3-152351
	Hint of DUSK, and masked UTC counter 
	Ericsson LM
	33.303
	0095
	-
	Rel-13
	B
	eProSe-Ext-SA3
	postponed

	S3-152353
	Annex A update of MIC computation for discovery messages 
	QUALCOMM Incorporated
	33.303
	0096
	-
	Rel-12
	F
	ProSe
	revised

	S3-152479
	Annex A update of MIC computation for discovery messages 
	QUALCOMM Incorporated
	33.303
	0096
	1
	Rel-12
	F
	ProSe
	agreed

	S3-152356
	Annex A update of MIC computation for discovery messages 
	Qualcomm Incorporated
	33.303
	0097
	-
	Rel-13
	A
	ProSe
	revised

	S3-152480
	Annex A update of MIC computation for discovery messages 
	Qualcomm Incorporated
	33.303
	0097
	1
	Rel-13
	A
	ProSe
	agreed

	S3-152360
	Corrections to ProSe one-to-one communication
	Ericsson LM
	33.303
	0098
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-152492
	Corrections to ProSe one-to-one communication
	Ericsson LM
	33.303
	0098
	1
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-152362
	Protection for restricted discovery to reduce processing at the monitoring UE-side 
	Qualcomm Incorporated
	33.303
	0099
	-
	Rel-13
	C
	eProSe-Ext-SA3
	postponed

	S3-152366
	Miscellaneous editorials in 33.303 
	Qualcomm Incorporated
	33.303
	0100
	-
	Rel-13
	D
	eProSe-Ext-SA3
	revised

	S3-152497
	Miscellaneous editorials in 33.303 
	Qualcomm Incorporated
	33.303
	0100
	1
	Rel-13
	D
	eProSe-Ext-SA3
	agreed

	S3-152368
	Details of the scrambling and message specific confidentiality calculations for restricted discovery
	Qualcomm
	33.303
	0101
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-152487
	Details of the scrambling and message specific confidentiality calculations for restricted discovery
	Qualcomm
	33.303
	0101
	1
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-152370
	Details of the security provided for restricted discovery and public safety discovery
	Qualcomm Incoporated
	33.303
	0102
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-152488
	Details of the security provided for restricted discovery and public safety discovery
	Qualcomm Incoporated
	33.303
	0102
	1
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-152378
	Align LCID allocation with RAN specification
	Qualcomm Incorporated
	33.303
	0103
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-152478
	Align LCID allocation with RAN specification
	Qualcomm Incorporated
	33.303
	0103
	1
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-152382
	Protecting Public Safety Discovery messages
	Qualcomm Incorporated,Intel
	33.303
	0104
	-
	Rel-13
	B
	eProSe-Ext-SA3
	revised

	S3-152579
	Protecting Public Safety Discovery messages
	Qualcomm Incorporated,Intel
	33.303
	0104
	1
	Rel-13
	B
	eProSe-Ext-SA3
	agreed

	S3-152383
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson
	33.303
	0105
	-
	Rel-12
	F
	-
	revised

	S3-152445
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson, CESG
	33.303
	0105
	1
	Rel-12
	F
	ProSe
	revised

	S3-152481
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson, CESG
	33.303
	0105
	2
	Rel-12
	F
	ProSe
	agreed

	S3-152384
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson LM
	33.303
	0106
	-
	Rel-13
	A
	-
	revised

	S3-152446
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson, CESG
	33.303
	0106
	1
	Rel-13
	A
	ProSe
	revised

	S3-152482
	Usage of AEAD_AES_128_GCM_12 in ProSe
	Ericsson, CESG
	33.303
	0106
	2
	Rel-13
	A
	ProSe
	agreed

	S3-152415
	Alignment with 23.303 - Rel12
	Nokia Networks
	33.303
	0107
	-
	Rel-12
	F
	ProSe
	agreed

	S3-152416
	Alignment with 23.303 - Rel13
	Nokia Networks
	33.303
	0108
	-
	Rel-13
	A
	ProSe
	agreed

	S3-152349
	Updating certificate and CRL profiles in TS 33.310
	Ericsson, Vodafone, Nokia Networks
	33.310
	0080
	1
	Rel-13
	F
	SEC13
	agreed

	S3-152344
	Updating TLS profiles in TS 33.310
	Ericsson, Nokia Networks, Vodafone
	33.310
	0081
	1
	Rel-13
	F
	SEC13
	revised

	S3-152577
	Updating TLS profiles in TS 33.310
	Ericsson, Nokia Networks, Vodafone
	33.310
	0081
	2
	Rel-13
	F
	SEC13
	agreed

	S3-152391
	Removing IKEv1 from TS 33.310
	Ericsson
	33.310
	0083
	-
	Rel-13
	F
	SEC13
	agreed

	S3-152242
	Security aspects of LTE-WiFi aggregation
	BlackBerry UK Limited
	33.401
	0553
	-
	Rel-13
	B
	LTE_WLAN_radio_legacy-Core
	not pursued

	S3-152248
	draft_CR Security aspects of LTE-WiFi aggregation
	Alcatel-Lucent Deutschland AG, Ericsson
	33.401
	0554
	-
	Rel-13
	B
	LTE_WLAN_radio-Core
	not pursued

	S3-152251
	draft_CR Security aspects of LWRI
	Alcatel-Lucent Deutschland AG
	33.401
	0555
	-
	Rel-13
	B
	LTE_WLAN_radio_legacy-Core
	not pursued

	S3-152291
	Security aspects of LTE-WiFi aggregation
	Huawei, Hisilicon
	33.401
	0556
	-
	Rel-13
	B
	LTE_WLAN_radio-Core
	not pursued

	S3-152385
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0557
	-
	Rel-9
	A
	-
	revised

	S3-152471
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0557
	1
	Rel-9
	A
	-
	agreed

	S3-152386
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0558
	-
	Rel-10
	A
	TEI13
	revised

	S3-152472
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0558
	1
	Rel-10
	A
	-
	agreed

	S3-152387
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0559
	-
	Rel-11
	A
	TEI13
	revised

	S3-152473
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0559
	1
	Rel-11
	A
	-
	agreed

	S3-152388
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0560
	-
	Rel-12
	A
	TEI13
	revised

	S3-152474
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0560
	1
	Rel-12
	A
	-
	agreed

	S3-152390
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0561
	-
	Rel-13
	F
	TEI13
	revised

	S3-152475
	Clarification on MME behaviour for selection of integrity and confidentiality algorithms for VoLTE emergency calls
	ORANGE
	33.401
	0561
	1
	Rel-13
	F
	-
	agreed

	S3-152418
	Security considerations to IOPS security guidelines
	Nokia Networks
	33.401
	0562
	-
	Rel-13
	B
	IOPS
	revised

	S3-152507
	Security considerations to IOPS security guidelines
	Nokia Networks
	33.401
	0562
	1
	Rel-13
	B
	IOPS
	agreed

	S3-152506
	Addition of an informative annex to TS 33.401 containing security guidelines for IOPS
	General Dynamics UK Limited,Nokia Networks
	33.401
	0563
	-
	Rel-13
	B
	IOPS
	agreed

	S3-152292
	Overview of solutions for UE authenticating ePDG if HSS does not provide AV to AAA
	Huawei, Hisilicon
	33.402
	0128
	-
	Rel-13
	B
	SEC13
	not pursued

	S3-152417
	Correction to 8.3.2.2 of 33.833
	Nokia Networks
	33.833
	0001
	-
	Rel-13
	F
	ProSe
	not pursued


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-152205
	
	LS OUT to various group to update on ETSI TC CYBER progress
	ETSI TC CYBER
	noted
	

	S3-152206
	
	LS on Proposed extension to GUSS to include AS address
	C1-153909
	replied to
	S3-152458

	S3-152208
	
	Reply LS on secure communication over St reference point
	C3-154339
	replied to
	S3-152464

	S3-152209
	
	LS on Mobile Equipment Identity Signalling over WLAN
	C4-151756
	noted
	

	S3-152210
	
	LS on traffic model assumption in LTE-based V2X
	R1-155014
	noted
	

	S3-152211
	
	LS on extension to field length of PDCP Sequence Number
	R2-153873
	noted
	

	S3-152212
	
	Reply LS on C-IoT/MTC data transmission targets for security-related procedures
	R2-153969
	noted
	

	S3-152213
	
	LS on IPsec tunnelling mechanism for LTE-WiFi aggregation
	R2-154915
	replied to
	S3-152467

	S3-152214
	
	LS on LCID and the protection of one-to-one traffic
	R2-154933
	replied to
	S3-152477

	S3-152215
	
	LS on V2X message characteristics
	R2-155003
	replied to
	S3-152463

	S3-152216
	
	LS on ProSe UE Relaying Support
	R3-152366
	noted
	

	S3-152217
	
	Reply LS to SA3 for Clarification on SA6 Architecture
	S6-151313
	noted
	

	S3-152218
	
	LS to SA3 on potential need for CSC-6 Interface
	S6-151321
	replied to
	S3-152600

	S3-152219
	
	Security Assurance Methodology for 3GPP Network Products
	GSMA SECAG
	noted
	

	S3-152449
	
	LS on the start of the work on Diameter Base Protocol Update
	C4-151861
	replied to
	S3-152460

	S3-152450
	
	Reply LS on S8HR roaming architecture handling of E9-1-1 calls in the US and Canada
	S2-153684
	noted
	

	S3-152451
	
	LS on Agreements on CIoT architecture for NB-IOT
	S2-153695
	noted
	

	S3-152452
	
	Reply LS on NBIFOM Clarifications
	S2-153715
	noted
	

	S3-152453
	
	New GPRS algorithms for CIoT
	ETSI SAGE
	noted
	

	S3-152455
	
	LS on New WI on LTE-WLAN RAN Level Integration supporting legacy WLAN
	RP-151623
	replied to
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-152458
	Reply to: LS on Proposed extension to GUSS to include AS address
	CT1
	CT4,SA2
	S3-152206

	S3-152460
	Reply to: LS on the start of the work on Diameter Base Protocol Update
	CT4
	CT3,SA5
	S3-152449

	S3-152463
	Reply LS to RAN2 for clarification of security overhead for LTE V2X
	RAN2
	RAN1, SA1, SA2
	S3-152215

	S3-152464
	Reply to: Reply LS on secure communication over St reference point
	CT3
	-
	S3-152208

	S3-152467
	Reply to: LS on IPsec tunnelling mechanism for LTE-WiFi aggregation
	RAN, RAN2
	SA2
	S3-152213

	S3-152469
	LS to RAN2 on request for clarification for WLAN deployment for LWA.
	RAN2
	RAN3,SA2
	

	S3-152476
	LS(C1-153998) on security of authentication failure case for the untrusted WLAN from 3GPP TSG CT WG 1
	CT1
	-
	-

	S3-152477
	Reply to: LS on LCID and the protection of one-to-one traffic
	RAN2
	-
	S3-152214

	S3-152498
	LS on back off timer
	CT1,SA2
	-
	

	S3-152530
	LS to SA6 on addition of MCPTT KMS to MCPTT common services core
	SA6
	CT1
	-

	S3-152553
	LS on requesting feedback on draft SCAS TS 33.116 and 33.117 and SECAM TR 33.916
	GSMA SECAG
	-
	-

	S3-152582
	LS on new security work item for NB-IoT
	SA2, CT1,RAN2
	-
	-

	S3-152596
	LS security requirements for Public Safey Discovery messages
	CT1,SA2
	-
	

	S3-152600
	Reply to: LS to SA3 on potential need for CSC-6 Interface
	SA6
	-
	S3-152218

	S3-152602
	LS on enhanced GPRS in relation to Cellular IoT
	CT1
	GERAN
	-


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-152465
	New SID on security aspects for LTE support of V2X services
	Huawei, Hisilicon
	SID new

	S3-152581
	Security Aspects of NB-IoT
	Vodafone Group Services Ltd
	WID new

	S3-152550
	Update of the SCAS WID
	Huawei, Hisilicon
	WID revised
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