3GPP TSG SA WG3 (Security) Meeting #81
S3-152489
9-13 November 2015 Anaheim(US)

revision of S3-152258
Source:
TNO, KPN, Vodafone
Title:
TR 33863 - VPLMN Specific Needs 
Document for:
Discussion / Approval
Agenda Item:
8.4
Work Item / Release:
Rel-13
Abstract of the contribution:

In this contribution, we propose a change to the policy section in order to deal with the fact that some VPLMNs might not allow end-to-middle or end-to-end encryption when devices roam in their network. We assume a static case.
1. Introduction

Solution 4 deals with policies regarding the possibility for using encryption. Particularly, end-to-middle and end-to-end encryption might be subject to LI regulations from the visited country. As such, a policy is required that tests before setting up the connection whether this type of encryption is allowed. We envision that regulations might change from time to time, but also that regulations might exclude or include certain classes of devices. Therefore, we add a key issue and a solution section dealing with policy changes between the VPLMN and HPLMN.
2. Proposal
**** Begin of Changes ****

5.X
Key Issue: “VPLMN Specific Needs”
5.X.1
Introduction

Devices that roam in a visited network are subject to the regulations of the country of the visited network. This key issues elaborates on changing regulations.

5.X.2
Key Issue description
A visited network might have certain requirements with respect to what (types of) algorithms are allowed. In particular, for end-to-end and end-to-middle security, lawful interception regulations in some countries might forbid the use of (some) encryption algorithms. Other countries however might allow this type of end-to-end and end-to-middle security and other countries again might forbid or allow specific CIoT devices to use end-to-end and end-to-middle security.

Solutions dealing with end-to-end and end-to-middle security should therefore have mechanisms to deal with the regulations depending on the class of CIoT UE device and the regulations applying to the visited network.
**** End of Changes ****

**** Begin of Changes ****
6.4.2.Y
VPLMN Specific Algorithm policies
Different PLMNs will have different requirements with respect to whether end-to-end or end-to-middle encryption is allowed and if so, what algorithms are allowed, for example due to Lawful Interception requirements. Additionally, not every class of devices might be subject to LI. To cater for these requirements, it is proposed to include a new field into the GPRS, 3G or 4G subscriber profile that specifies to which class of devices the CIoT UE belongs.

Additionally, roaming contracts should specify for which classes of CIoT UEs which encryption algorithms are allowed. During an AKA run, these policies will have to be enforced by the home network.
6.4.3
Solution evaluation

The authentication and key usage policy can help with key issue #2, ensuring that authentication challenges and responses are not too frequent. 

The algorithm policy does not address the specific security requirements identified in section 5.1.3, but can help to ensure that the visited network security is as good as possible, reducing some of the tampering and eavesdropping risks identified in section 5.1.
The VPLMN Specific Algorithm Policies addresses key issue 5.X if applied to the solutions that provide end-to-end and end-to-middle security.
**** End of Changes ****
