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1. Introduction
Following discussion at SA3#80 it is apparent that changes are required to Key Issue #4 (section 6.5). The changes proposed in this document are seeking to address the following issues:

· Key issue #4 includes a partial solution – a revision to the Key Issue #4 details (section 6.5.1) is proposed.

· The evaluation of Proposed Solution #1 (section 8.1) discusses Key Issue #4 – revised text is proposed in order to indicate to the reader that the potential requirements arising from Key Issue #4 are either covered by Key Issues #1, #2 or #3.
The text proposals to address these changes are presented in section 2.

2. Text proposals
~ ~ ~ Start of first text proposal ~ ~ ~

6.5.1
Key issue details




The provision of IOPS security may be provided by AKA based on a USIM application dedicated exclusively for IOPS operation. 
Key issues of subscription management relevant to IOPS security based on this approach concern:
· New user joining whilst in ‘normal’ network mode,
· New user joining whilst in IOPS mode,
· ‘Out-of-the-box’ operation (Public Safety Specific Requirements for Proximity Services in clause 7A.2 [4]), and
· Whether or not there’s a UICC present in the device.
Other key issues relate to how AKA based on a USIM application dedicated exclusively for IOPS operation handles UE mobility and transitions in network state (from ‘normal’ network operation to IOPS operation and vice versa):
-
Initiating IOPS operation: There are three ways in which IOPS operation can be initiated: Loss of backhaul at the eNB, UE mobility when the UE moves into the coverage of an IOPS network, and an NeNB starting operating (an NeNB is deployed and begins IOPS operation in the area of ‘normal’ network operation).

-
IOPS mobility: Two aspects of IOPS mobility have been identified: Inter IOPS mobility (when a UE moves between IOPS networks) and Intra IOPS mobility (when a UE moves between cells in an IOPS networks).

-
Terminating IOPS operation: There are three ways in which IOPS operation can end: S1 restoration to the Macro EPC, UE mobility when the UE moves into the coverage of a ‘normal’ network, and an NeNB ends operation.
~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~

8
Evaluation of solutions

Editor’s note:
This clause will contain an evaluation of the proposed solutions for IOPS security.
8.1
Proposed Solution #1: IOPS AKA based upon a secondary USIM application using a single UICC
8.1.1
General
The proposed solution describes a means of providing IOPS security in which a secondary USIM application and existing AKA procedures are used. The primary and secondary USIM applications are contained within a single UICC and each USIM application, using a distinct set of security credentials, complies with current 3GPP specifications:

-
Security credentials set 1: For ‘normal’ network-based operation.

-
Security credentials set 2: For IOPS operation where a Local EPC is provided within the isolated network.

The Local EPC contains a Local HSS used to support AKA procedures for security credential set 2.

8.1.2
Analysis of Security Analysis Key Issues
Key Issues detailed in the Security Analysis (clause 6) of IOPS networks are addressed by Proposed Solution #1, namely:

· Key Issue #1: Security credentials in IOPS networks.

· Key Issue #2: Integrity and confidentiality for IOPS networks.

· Key Issue #3: Isolated E-UTRAN support of Public Safety UEs belonging to different Public Safety organizations.

· Key Issue #4: IOPS AKA based upon a secondary USIM application using a single UICC.

· Key Issue #5: Isolated E-UTRAN internode interface security.

Each Key Issue is discussed in the following sub clauses.

8.1.2.1 Key Issue #1: Security credentials in IOPS networks

The potential requirement arising from this key issue analysis requires that the security credentials for authentication and key agreement in the attachment procedure to the IOPS network are not usable in ‘normal’ network operation procedures. The two distinct sets of security credentials described in this Potential Solution ensure this requirement is met.

8.1.2.2 Key Issue #2: Integrity and confidentiality for IOPS networks

The following potential requirements arising from this key issue are met by this Potential Solution due to the reuse of existing AKA procedures:

· AS signalling between IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality and integrity protected with replay protection.

· NAS signalling between IOPS-capable Public Safety UE and local MME shall be confidentiality and integrity protected with replay protection.
· An IOPS-capable Public Safety UE and a local EPC of an Isolated E-UTRAN shall perform mutual authentication.

· User plane communication between an IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality protected.
· A Local EPC supporting the Isolated E-UTRAN shall support authorization of IOPS-capable Public Safety UE.
All other potential requirements described in this key issue do not require specification and are left to implementation when deploying an IOPS-capable network.

8.1.2.3 Key Issue #3: Isolated E-UTRAN support of Public Safety UEs belonging to different Public Safety organizations
The potential requirement arising from this key issue analysis requires an authentication and authorization framework in the Isolated E-UTRAN to support Public Safety UEs belonging to different Public Safety organizations. The second set of Security credentials (clause 8.1.1) defined for use with IOPS AKA based upon a secondary USIM application means that authentication and authorization can be provided in Isolated E-UTRAN operation to support Public Safety UEs from any organization by virtue of those Public Safety authorities’ ability to provision credentials related to the secondary USIM application in the Local HSS. 

8.1.2.4 Key Issue #4: IOPS AKA based upon a secondary USIM application using a single UICC
The potential requirements arising from this key issue are either covered by Key Issues #1 (sub clause 8.1.2.1), Key Issue #2 (sub clause 8.1.2.2) or Key Issue #3 (sub clause 8.1.2.3); or they do not require specification and are left to implementation when deploying an IOPS-capable network.


· 
· 
· 
· 
8.1.2.5 Key Issue #5: Internode interface security

All potential requirements described in this key issue do not require specification and are left to implementation when deploying an IOPS-capable network.

8.1.3
Scalability
8.1.3.1 Hardware dimensioning
Given that IOPS only applies to Public Safety operation then the entire user database provisioned in the infrastructure network does not need to be replicated and maintained at the Local HSS. Typically the number of Public Safety users would be measured in the 10,000s whereas commercial users would be measured in the millions. The hardware platform used to host the Local EPC will probably be co-located with eNBs in the E-UTRAN and will, therefore, impose some fixed limit, depending upon the storage available for credentials, on the number of Public Safety users that may be supported by the Local HSS. However, given the ready availability of secure storage options of the order of 10s of Gigabytes (e.g. secure flash drives) memory for storage of credentials is unlikely to be an issue for the numbers of Public Safety users that might need to be supported.
8.1.3.2 Provisioning of credentials

Credentials for all Public Safety users need to be maintained at all Local HSS entities in preparation for such a time when isolated operation occurs. The provisioning and management of these credentials can be performed during ‘normal’ (backhaul connected) operation and therefore, can be provided in a secure manner within the context of the E-UTRAN operation.

An existing transport mechanism (for example an interface used for the management of an (N)eNB)) can be used to maintain user security credentials between the Macro HSS (or an entity managing on behalf of the Macro HSS) and Local HSSs. This process would take place when user security credentials are updated in the Macro HSS (as currently defined within the operator’s provisioning mechanism) and therefore any Public Safety user security credentials would propagate down to update the Local HSSs.

NOTE: The solution for IOPS AKA based upon a primary and a secondary USIM application (see sub clause 7.1.1) means that for a given Public Safety UE credentials related to the primary USIM application are present in the Macro HSS while the credentials related to secondary USIM application are present in the Local HSSs.
The provisioning and management of these credentials is not an onerous task given that changes to individual Public Safety users’ credentials will happen infrequently. The Public Safety user base would be in the most part static, and, with the expectation that isolated operation will be infrequent; the propagation of updates to the Local HSSs can be performed over an extended period of time.

8.1.4
Conclusion
In conclusion Proposed Solution #1 meets the following requirements set out in the objectives of the study, namely:

-
Reuses existing 3GPP security mechanisms.

-
Provides for the authentication and for the confidentiality and integrity of communications.

-
Provides security for isolated operation comparable with that of existing 3GPP systems.

~ ~ ~ End of second text proposal ~ ~ ~

