

3GPP TSG SA WG3 (Security) Meeting #81	S3-152347
9-13 November 2015 Anaheim (US)		
	
Source:	Alcatel-Lucent
Title:	Mapping test case from TR.33.806 Annex D.3.3.3.5 to requirement TS.33.117 sub-clause 5.2.3.3.5 “Network Product software package integrity”
Document for:	Discussion/approval
Agenda Item:	7.10
Work Item / Release:	SCAS / Rel-13 
Abstract of the contribution: This contribution proposes to map the test case in TR.33.806 Annex D into requirement 5.2.3.3.5 of TS 33.117.
Introduction 
This contribution proposes to map the test case from TR.33.806 Annex D.3.3.3.5 to requirement TS.33.117 sub-clause 5.2.3.3.5	“Network Product software package integrity” and it attempts to take into account the level of detail for test cases that is recommended in the LS from GSMA dated 2nd October. During the SCAS teleconference call of 30th October some clarifications to the requirement were requested and these have been added in this contribution also. 
Section 2 has a copy of the text in TR.33.806 Annex D which is considered for mapping to TS.33.117. This section has been annotated with word comments to clarify the rationale for including or excluding any text from TR.33.806 Annex D.
Section 3 has the proposed text for TS.33.117 sub-clause 5.2.3.3.5.
2. Text in TR.33.806 Annex D.
D.3.3.3.5	Software package integrity
Test Name:  TC_SW_PKG_INTEGRITY_1
Requirements: 	Comment by johnhick: Not copied to TS.
 Requirements Reference- MME software package integrity
Purpose:
Verify that:
1.	MME validates the software package integrity during the installation/upgrade stage.
2.	The software package integrity validation is performed via cryptographic mechanisms, e.g. digital signature. In particular verify that the system supplies utilities (e.g. gpg, openssl, sha256) to check the integrity of the files
Editor’s Note:  This test case fulfils bullet 1 of the requirement, partially bullet 2 and bullet 3 for software integrity validation. Bullet 4 is not covered.
Procedure and execution steps:
Pre-Conditions:
· The manufacturer shall supply information regarding package integrity checks, and where the key(s) to verify package integrity is stored on the MME.
· The tester has privileges to install/upgrade a software package on the MME . 
· One legal software package named A and one illegal/tampered version of A (named B) shall be available.
· The MME shall support utilities to verify the file integrity (e.g gpg, openssl, sha256).
Execution Steps
1. The tester logs into MME.
2. The tester checks permissions required to access the package integrity key(s) via tools (e.g. for managing a certificate store) and file system.
3. The tester uses software package B to perform installation/upgrade.
4. The tester uses software package A to perform installation/upgrade.
Expected Results:
· Package integrity key(s) can not be tampered with. In case they can be tampered with, system administrator permissions are required. 
· The installation/upgrade operation fails when using software package B.
· The installation/upgrade operation is successful when using software package A.
Expected format of evidence:
Snapshots containg the result of the installation of  package A and B.

3. Proposed pCR
***	BEGIN OF FIRST CHANGE ***
[bookmark: _Toc428871936][bookmark: _Toc428949834]5.2.3.3.5	Network Product software package integrity 
Requirement name: Network product Software integrity validation
Requirement reference: to be done later
Requirement Description: 
1)	Software package integrity shall be validated in the installation/upgrade stage.
2)	Network product shall support software package integrity validation via cryptographic means, e.g. digital signature.	To this end, the network product has a list of public keys or certificates of authorised software sources, and uses the keys to verify that the software update is originated from only these sources.
3)	Tampered software shall not be executed or installed if integrity check fails.
4)	A security mechanism is required to guarantee that only authorized individuals can initiate and deploy a software update, and modify the list mentioned in bullet 2.
 and that the software update is originated from verified sources.
 Threat References: TBA
Security Objective references: SOFTWARE INTEGRITY 
Test case: tba
Test Name:  TC_SW_PKG_INTEGRITY_1
Purpose:
Verify that:
1.	The Network Product validates the software package integrity during the installation/upgrade stage.
2.	The software package integrity validation mechanism is performed using cryptographic mechanisms, e.g. digital signature using the public keys or certificates configured in the network product. In particular verify that the system supplies utilities (e.g. gpg, openssl, sha256) to check the integrity of the files.
3. Software that fails an integrity check is rejected by the network product
4. only authorized users are allowed to install software.
Editor’s Note:  This test case fulfils bullet 1 of the requirement, partially bullet 2 and bullet 3 for software integrity validation. Bullet 4 is not covered.	Comment by johnhick: Propose deleting it as all 4 bullets are covered in TC.

Procedure and execution steps:
Pre-Conditions:
· A network product document containing information regarding software package integrity checks, including details of how the integrity check is carried out, where public keys or certificates of sources authorised to sign software packages are stored on the network product and who these sources are, and what evidence is created to prove that the integrity check has been executed and what the result of the check was.and where the key(s) to verify package integrity is stored on the MME. Documentation which describes the 	installation procedure including how a user is authorized and authenticated to perform installation process. 
· The tester has privileges to install/upgrade a software package on the MME . 	Comment by johnhick: Too detailed. This level of detail would be contained in the test lab test case description.
· A valid network product software load/package and one that is not-valid (or could be deemed to have been tampered with) are available.
· The MME shall support utilities to verify the file integrity (e.g gpg, openssl, sha256).	Comment by johnhick: Shouldn’t the integrity checker be part of the network product functionality and therefore not a pre-condition.
Execution Steps
The tester checks the permissions required to install software on the network product ensuring that a user is properly authenticated by the network product and that they have the required access privileges to perform the installation activity.
The tester checks that when a software package is attempted to be installed on the network product that the software package integrity check is executed (check for evidence of execution as described in network product documentation) and that valid software is allowed to be installed but invalid software is rejected.
The tester checks the access control permissions for the software package integrity checking process, the list of public keys of authorised software sources, and any related credentials or keys for the process to ensure that the process can not be controlled by persons that are not authorized to do so.
access the package integrity key(s) via tools (e.g. for managing a certificate store) and file system.	Comment by johnhick: Propose to remove as not sure why its required.
The tester uses software package B to perform installation/upgrade.	Comment by johnhick: Covered above
The tester uses software package A to perform installation/upgrade.
Expected Results:
· Evidence that the software package integrity check has been executed for both cases of software installation (valid and invalid software packages)
· Authentication and access control mechanisms are in operation for software package installation and around the software package integrity checking mechanism.
·  Package integrity key(s) can not be tampered with. In case they can be tampered with, system administrator permissions are required. 	Comment by johnhick: I don’t believe this is covered in requirements.
· The installation/upgrade operation fails when using an invalid software package.
· The installation/upgrade operation is successful when using a valid software package.
Expected format of evidence:
Snapshots containing the result of the installation of  package A and B.
***	END OF FIRST CHANGE	***
3GPP
