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1. Overall Description:

SA3 thanks RAN2 for the LS regarding Clarification on security overhead for LTE V2X.SA3 notices that study items for LTE V2X have been set in RAN and SA2. Security is an important feature that shall be considered in vehicle communication. The security overhead for LTE V2X would impact the message design and radio resource allocation for RAN, especially the security overhead in legacy PKI based mechanism in very big. 
Followings are the security related questions on the LS and SA3 would provide corresponding answers:

Question 2: Is there a need to define any 3GPP specific security mechanisms in addition to existing security protocols?
Although this question is for SA1, actually it is in scope of SA3.SA1 shall and already has define security requirements on LTE V2X communication, e.g. integrity, confidentiality, anonymity, non-repudiation. But the security mechanism shall be studied and determined by SA3. 

SA3 captures that PKI based solution is applied for DSRC technology for vehicle communication. Generally, it is an application layer security using the private key to signing the broadcasting messages, and the receivers verify the signature using a corresponding public key. In this security mechanism, even if implicit certificate is used, at least about 150 Bytes security overhead is needed, which is a big cost compared to the V2X message size.
Actually, application layer security is independent of layer2 security, it is the service provider’s policy (or users requirements) to decide whether application layer security. So even if layer2 security is designed and used, service provider/users can mandate opening its own application layer security, as service provider/users may not trust operator’s network.
But if service provider/users can trust operator’s network, application layer security can be closed and LTE V2X communication can rely on the Layer2 security mechanism. In this case, 3GPP/SA3 can design some appropriate security mechanisms, if applicable, based on designing philosophy of security in cellular network (e.g. USIM-based, symmetric key-based, certificate-based). Besides, SA3 may also conclude to implement layer2 security, considering network security threats and requirements in LTE V2X. 
As a result, before deciding whether to define any 3GPP specific security mechanisms in addition to existing security protocols, SA3 may need to make some investigation firstly.
Question 3: If the answer for Question 2 is affirmative, what is the corresponding size of any security overhead?
Accordingly, if additional 3GPP specific security mechanism shall be defined, generally two options can be provided. One is the asymmetric key-based solution, in which the security overhead is similar to that in existing PKI mechanism in DSRC security. The other is the symmetric key-based mechanism, in which the security overhead may include key identifier (e.g.32 bits), MAC-I(e,g,32 bits), and sender ID(e.g.48bits), so the security overhead can be limited to about 15 Bytes.  But it still needs to make further study if symmetric key-based mechanism can be applied.
2. Actions:

To RAN2, RAN1, SA1, SA2.

ACTION: 
SA3 kindly asks RAN2, RAN1, SA1, and SA2 to take above into account in their following work.
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