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Abstract of the contribution: This pCR proposes to introduce the potential procedure of key distribution and key identification in LWA.
1. Introduction 
In SA3 #80 meeting, the security aspects for LTE-WLAN aggregation was discussed and a LS has been sent out. The LS conveyed three ideas:
· Authentication is strongly recommended
· There is no specification allowing authentication without encryption. 
· A mechanism is feasible to support the authentication and encryption.
In this contribution, we will describe the detail of the mechanism.
1. eNodeB-assisted for LWA security
RAN prefers eNB-assisted mechanism to CN involved mechanism. The 4-way handshake can be performed only if a PSK is shared between wifi-AP and wifi-equipment--the UE in LWA. The optimise mechanism based on eNB-assisted is that the PSK can be computed based on KeNB shared with UE and eNB. The PSK will be forwarded to the WT-AP after eNB deriving the PSK. This method has been illustrated in S3-152084 written by Alcatel-Lucent. S-KWT is derived in both UE and eNodeB with the input parameters --- KeNB and WT counter, and it turns out to be different UEs with different PSKs. However, this isn’t a problem, for in page 1236 of 802.11TM-2012 specification, it states that “implementations might support different PSKs for each pair of communicating STAs”.
Observation1	UE and eNodeB shall derive PSK for authentication. The key will be forwarded from eNodeB to WT-AP.
Observation2	Per PSK per UE doesn’t conflict to the 802.11 specification.
Proposal 1		KeNB can be used as the basic key to derive PSK for security between UE and AP. 
A new problem is raised when different UEs associate with different Keys. One AP can be used by many UEs which leads to many security keys in one AP. It is difficult for an AP to determine which key shall be used for a particular UE without key identification. Key identification must be used to identify the key corresponding to the UE.
The WIFI-MAC address of UE can be used to identify an S-KWT belonging to this UE. UE shall send its WIFI-MAC address to eNodeB or MME in secure which means the WIFI-MAC address shall be ciphered and integrity protected. If aUE sends its WIFI-MAC address to eNodeB via a RRC message, eNodeB shall store it for forwarding. If the MME receives the WIFI-MAC address sending by a UE, MME should forward the WIFI-MAC address to eNodeB in secure as well. The AP finally receives the UE’s WIFI-MAC address from eNodeB through Addition procedure or other procedure. The WIFI-MAC address shall associate with the S-KWT corresponding to the UE for key identification after key derivation. 
Observation3	WIFI-MAC address can be used to identify PSK belonging to the particular UE.
Proposal 2		WIFI-MAC address shall be used as key identification in LWA.


Figure 1: LTE-WLAN Aggregation Solution based on eNB assisted
Figure 1 shows a solution on key exchange assisted by eNB. When eNB decide to perform LWA, it shall derive the security key first, and then forward the key and the corresponding UE’s WIFI-MAC address to WT. After receiving Acknowlege message from WT, eNB will send RRCConnectionReconfiguration contined counter to UE for indicating UE to perform LWA. Then UE derives the same security key with counter and KeNB and sends RRCConnectionReconfigurationComplete message to eNB. After UE andAP finishing LWA, WT will sends WT Association Confirmation to UE. The skeleton of figure 1is based on R2-154988. The security negotiation is compatible in this procedure.
3. Conclusion
UE and eNodeB shall derive PSK denoted as S-KWT by Alcatel-Lucent based on shared KeNB. Freshness need to be considered when derive the PSK. Because of one AP covers many UEs, WIFI-MAC address can be used to identify UE’s key. The security procedure is compatible with LWA addition procedure very well.
Observation1	UE and eNodeB shall derive PSK for authentication. The key will be forwarded from eNodeB to WT-AP. 
Observation2	Per PSK per UE doesn’t conflict to the 802.11 specification.
Observation3	WIFI-MAC address can be used to identify PSK belonging to the particular UE.
Proposal1		KeNB can be used as the basic key to derive PSK for security between UE and AP. 
Proposal2	WIFI-MAC address shall be used as key identification in LWA.
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