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Abstract of the contribution: This contribution proposes the addition of security threats and potential security requirements to address the issue of malicious switching of USIM applications for IOPS AKA based upon a secondary USIM application using a single UICC. A pCR is proposed for TR 33.897.
1. Introduction

At SA3#79 (April 2015) there was agreement on a proposed solution for IOPS (Isolated E-UTRAN for Public Safety) AKA based on a ‘secondary USIM application using a single UICC’. The solution was added to TR 33.897 [1] from a text proposal contained in contribution S3-151281 [2].

As part of that agreement potential security requirements were added in S3-151280 [3] with an editor’s note added to a new subclause in 6.4.3.4 entitled ‘Malicious switching of USIM profiles’. The editor’s note stated:

Editor’s note: Discussion and requirement are FFS.

The analysis presented in section 2 of the present document aims to provide an understanding of malicious USIM switching. Section 3 provides a text proposal to address the editor’s note. The text proposal presents security threats and potential security requirements.
2. Discussion of malicious switching of USIM profiles
This section discusses the following:
· The mechanism of malicious switching of USIM profiles.
· The effect of malicious switching of USIM profiles depends on the mode of operation.

2.1 The mechanism of malicious switching of USIM profiles
Malicious switching of USIM profiles occurs when a user attempts to manipulate a UE and attempts to use a USIM profile to perform AKA (and gain unauthorised access) to a network for which that particular profile is not intended. From the perspective of IOPS then malicious switching of USIM profiles is an attempt to obtain access to Isolated E-UTRAN operation when in ‘normal’ network operation and vice versa.
Subclause 7.1.1 of TR 33.897 [1] provides the expected behaviour of a UE when using a primary and secondary USIM application for Isolated E-UTRAN operation. The means by which a user could manipulate a UE is, for example, to instruct the UE to use a USIM AID (Application IDentity) which would result in the UE using a USIM application inconsistent with the network configuration the UE is operating under. Furthermore the user may instruct the UE to ignore any PLMN ID mismatch between that contained in the USIM application and that read in System Information (SIB1).
2.2 The effect of malicious switching of USIM profiles depends on the mode of operation

Malicious switching of USIM profiles can occur during:

· ‘Normal’ network operation.

· Isolated E-UTRAN operation.
2.2.1 ‘Normal’ network operation

During ‘normal’ network operation malicious switching of USIM profiles from ‘normal’ network operation to Isolated E-UTRAN operation can take the follow course:
· Precondition: AKA is performed from the HSS resident in the infrastructure network. The UE would then operate within the infrastructure network under ‘normal’ operation.
· Action: The malicious user manipulates a UE and attempts to use the USIM profile which is designated for IOPS-specific operation to attach to the ‘normal’ network infrastructure. Furthermore the user may also instruct the UE to ignore the mismatch between the IOPS-specific PLMN ID associated with that AID and the PLMN ID being used in ‘normal’ operation broadcast in System Information.
· Result of action: AKA fails when the UE attempts to attach to the ‘normal’ network by virtue of the fact that the credentials of the USIM application for IOPS-specific operation only apply to the Local HSS in the Local EPC and not the HSS resident in the infrastructure network to which the UE is currently associated.
· Impact: The UE being manipulated is unable to gain unauthorised access to ‘normal’ network.
2.2.2 Isolated E-UTRAN operation

During Isolated E-UTRAN operation malicious switching of USIM profiles from Isolated E-UTRAN operation to ‘normal’ network operation can take the follow course:
· Precondition: AKA is performed from the Local HSS resident in the Local EPC. The UE would then operate within the Isolated E-UTRAN network.

· Action: The malicious user manipulates a UE and attempts to use the USIM profile which is designated for ‘normal’ network operation to attach to the IOPS-specific network infrastructure. Furthermore the user may also instruct the UE to ignore the mismatch between the PLMN ID associated with that AID and the IOPS-specific PLMN ID being used in Isolated E-UTRAN operation broadcast in System Information.

· Result of action: AKA fails when the UE attempts to attach to Isolated network by virtue of the fact that the credentials of the USIM application for ‘normal’ network operation only apply to the HSS resident in the infrastructure network and not the Local HSS resident in the Local EPC to which the UE is currently associated.
· Impact: The UE being manipulated is unable to gain unauthorised access to Isolated network.

2.2.3 Summary of malicious switching attacks
Table 1 provides a summary of the types of malicious switching attacks presented in sections 2.2.1 and 2.2.2 and the resulting service impacts.
Table 1: Summary of the types of malicious switching attacks and the resulting service impacts.
	Technique
	Service Impact

	
	Normal network operation
	Isolated E-UTRAN Operation

	Instruct the UE to use invalid USIM AID and Instruct the UE to ignore the PLMN ID mismatch between that contained in USIM application and that read in System information (SIB1)
	Not in scope of IOPS.

(No additional threat over and above that posed by a ‘normal’ dual USIM UE)
	Self-denial of service for that UE only.


3. Conclusion
The discussion presented in section 2 of the present document enables the following conclusion to be drawn.
Conclusion: An attacker performing malicious switching of USIM profiles will be unable to obtain access to the Isolated E-UTRAN when in ‘normal’ network operation and vice versa.
4. Text proposals
In light of the discussion presented in preceding sections of the present document the following text changes to TR 33.897 [1] are proposed.
~ ~ ~ Start of text proposal ~ ~ ~

6.4.2
Security threat
6.4.2.1 Interception of IOPS network user traffic

Eavesdropping at the air interface: Traffic intended for users in the IOPS network could be intercepted by an unauthorised individual.

Eavesdropping at the network: Traffic from a user in the IOPS network destined for other users in the IOPS network could be intercepted by an unauthorised individual.

6.4.2.2 Theft or loss

Theft of the Local AuC located at the eNB/NeNB: The theft of the Local AuC from an NeNB (rather than an eNB) is a more likely outcome by virtue of the portability and accessibility of such equipment; conversely a Local EPC co-located with an eNB would be more secure given the inherent physical security of an infrastructure deployment, e.g. locked equipment cabinets and protective fences. In either case theft of the Local AuC would mean UEs would no longer be able to connect to the IOPS network using USIM-based security. The security keys for ‘normal’ network operation would not be affected and so ‘normal’ network operation could continue without any impact on service.

Theft or loss of a UE/UICC: The model for handling the theft or loss of a UE/UICC within an Isolated E-UTRAN follows in a similar way to that of the ‘normal’ network case; for example revocation of service to the UE in question.

Theft and unauthorised use of an eNB/NeNB: The theft of an NeNB (rather than an eNB) is a more likely outcome by virtue of the portability and accessibility of such equipment; conversely the theft of an eNB is less likely given the inherent physical security of an infrastructure deployment. An adversary could use a stolen eNB/NeNB to impersonate the operator, intercept user traffic, conduct traffic analysis, perform manipulation and create a denial of service attack.

6.4.2.3 Impersonation

Impersonation of an eNB/NeNB: It is conceivable that an adversary could use equipment to impersonate an IOPS network. This can lead to a denial of service attack where a user is connected to a malicious network and as a result is unable to communicate with other users in the true IOPS network.

Impersonation of a UE: An adversary may gain unauthorised access to the IOPS network by means of a UE (an individual using a stolen UE or stolen UICC).

Exposure of the IMSI: It is acknowledged that the transmission of the IMSI is undertaken as infrequently as possible in order to protect the user’s permanent identity; and use instead temporary identifiers. During transition to IOPS operation it may be necessary for the UE to transmit its IMSI since the Local EPC may have no knowledge of the users it is serving. Furthermore inter IOPS mobility is likely to result in the transmission of the IMSI every time the UE moves between IOPS networks.
6.4.2.4 Malicious switching of USIM applications
Malicious switching of USIM applications refers to the threat posed by a user who manipulates a UE and attempts to use a USIM application to perform AKA (and gain unauthorised access) to a network for which that particular application is not intended.
Attempting access using alternative credentials: From the perspective of an IOPS-capable network then malicious switching of the USIM application in a UE will constitute an attempt to obtain access to the network using alternative credentials.
The means by which a user could manipulate a UE is, for example, to instruct the UE to select a USIM Application Identity (see sub clause 7.1.1) which would result in the UE using a USIM application inconsistent with the network configuration the UE is operating under. Furthermore the user may instruct the UE to ignore any IOPS network indication between that contained in the USIM application and that read in System Information (SIB1).
6.4.3
Potential security requirement
Editor’s note: Formulation of security requirements in the present clause is required.
6.4.3.1 Interception of IOPS network user traffic

Eavesdropping at the air interface: Traffic intended for users in the IOPS network shall be confidentiality and integrity protected.

Eavesdropping at the network: Traffic from a user in the IOPS network destined for other users in the IOPS network shall be protected from interception within the eNB.

6.4.3.2 Theft or loss

Theft of the Local AuC located at the eNB/NeNB: The mitigation for this outcome is for the Local AuC database to be held on an encrypted hardware platform meaning the keys contained therein may not be compromised and used for malicious purposes if stolen. In the event of a theft either new UICCs would need to be issued or UICCs reprogrammed with new credentials and these updated credentials provided to a new Local AuC.

Theft or loss of a UE/UICC: There may be an initial period where the theft/loss is not realised; after the theft/loss is discovered then service for that particular UE can be barred. This barring would, for the case of IOPS operation, need to be reflected in the Local AuC and then reported back to the ‘normal’ network AuC once a backhaul connection has been restored. Dissemination of information on barred UEs across all IOPS networks may be difficult and may have to be best effort.

Unauthorised use or loss of an eNB/NeNB: In the event of unauthorised use or loss of an eNB/NeNB then the security approach taken is likely to dictate how long the security credentials remain valid and the mechanism by which they would be updated. Unauthorised use of an eNB/NeNB means UEs attach unaware of the eNB’s potentially malicious use; whereas loss of an eNB/NeNB would potentially result in a loss of service and a requirement for re-provisioning of security credentials in the UE. When following a USIM-based approach for IOPS AKA then for the case of unauthorised use of an eNB/NeNB then vulnerability to malicious use will continue until the UICCs in all UEs are updated with new security credentials. For the case of a loss of an eNB/NeNB then loss of service will extend until the UICCs in all UEs are updated with new security credentials.

6.4.3.3 Impersonation

Impersonation of an eNB/NeNB: It is desirable that an adversary is prevented from using equipment to impersonate an IOPS network. Authentication of an IOPS network by UE’s would reduce the risk of this occurring. A UE would make a decision to not attach to an IOPS network that failed authentication from the perspective of the UE.

Impersonation of a UE: In a similar way it is desirable that an adversary is prevented from gaining unauthorised access to the IOPS network by means of a UE (an individual using a stolen UE or stolen UICC). Authentication of an IOPS network by UE’s would reduce the risk of this occurring. An IOPS network would make a decision to not allow attachment to an IOPS network if that UE (and specifically the UICC) failed authentication or if the UE and/or UICC had been barred as a result of it being stolen. To keep a list of barred UE/UICCs up to date during IOPS operation then it would be required for local access to be permitted in the IOPS network and for an operative to be allowed access to this list. Lists of barred UE/UICCs should be managed between eNBs comprising the IOPS network. It is recognised that this operation would need to be performed for all IOPS networks that exist in a given geographic area of interest.

Exposure of the IMSI: It is a design goal for IOPS operation that exposure of the IMSI is kept to a minimum. For instance inter IOPS mobility is likely to result in the transmission of the IMSI every time the UE moves between IOPS networks due to the lack of UE context information between IOPS networks. It is desirable therefore to retain UE context information common to all eNBs that comprise an IOPS network and to maximise (where possible) the number of eNBs that form a given IOPS network.

6.4.3.4 Malicious switching of USIM applications
 To counteract attempted access using an alternative USIM application, a different set of security credentials shall be used for both primary and secondary USIM applications provided in the single UICC. Usage of permanent key K will ensure the failure of AKA for any UE attempting to attach to a network for which that particular USIM application is not intended.
~ ~ ~ End of text proposal ~ ~ ~
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