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Abstract of the contribution: this contribution analyzes the GCSE based security solution for MCPTT service.
1 Analysis
1.1 Introduction
In SA6’s TS 23.179, the MCPTT service data need to be carried in EPS layer and GCSE based mechanism is one alternative method. The application signalling and data are transferred via EPS bearer between MCPTT Server and MCPTT UE in Unicast Delivery mode and may be delivered from MCPTT server to MCPTT UE via MBMS bearer in MBMS Delivery mode. 
In R12, SA3 only specified the security solution of MB-2 interface and concluded that the security of end-to-end security between UE and UE or UE and GCS AS was supported at application layer. Besides, it assumed that whether to use the MBMS security or not shall be left to R13’s work. However, no new WI was setup to continue the GCSE work.  Now the MCPTT WI has included the GCSE part, SA3 can restart the security work of GCSE to get a GCSE based security solution for MCPTT service.
1.2 Potential GCSE based security solutions for MCPTT
Based on the legacy security solutions in TR33.888, it can get some potential security solutions for MCPTT.

1.2.1 Security for unicast delivery mode
For unicast delivery mode, the Group Communication data can be delivered as the normal user plane data. End-to-end security protection is used in application layer between MCPTT AS and MCPTT UE. In EPS layer, hop-by-hop security protection is used, i.e. network domain security mechanism in network domain (e.g. NDS/IP) and LTE access security mechanism (as specified in TS 33.401) in air interface.
1.2.2 Security for multicast delivery mode
In MBMS Delivery mode, it has been decided that GCSE applications will use eMBMS as transport layer in Rel-12, but SA3 does not decide whether to open MBMS security or not. In GCSE security, the GCS AS is responsible for the group management and BM-SC does not have group management functionality, so it makes BM-SC impossible to distribute MBMS keys (e.g. MSK) to UEs. In oreder to use MBMS security, some enhancements need to be done. Followings give 4 possible options for MBMS security, which references from section 6.4.4.1 of TR33.888.
Option A

· use non-3GPP standard GCSE group management, key distribution, and security by GCS AS 

· If the application provides e2e encryption, it can use MBMS without security. Key management for the Group Communication lays in the responsibility of the GCS AS or a third party, but not the network provider.

· No trust in 3GPP operator with regard to confidentiality is needed. 
3GPP network is responsible for availability.

Option B

· use non-3GPP standard GCSE group management and service key (MSK) distribution by GCS AS; 

· use the part of MBMS security relating to traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option C

· use non-3GPP standard GCSE group management by GCS AS; 

· use MBMS security relating to service key (MSK) and traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option D

· use the full MBMS security by BM-SC in 3GPP system, as defined in TS 33.246 [7]. 

· If a trust relation between GCSE provider and 3GPP provider exists, the GCS AS can also request BM-SC to take care of group management, key distribution and encryption itself, I.e. the full MBMS security specification can be used. 

· MB2 interface shall be protected by NDS and provide the necessary information from AS to BM-SC.

Above options aim to make the MBMS security be suitable for the GCSE service, and obviously similar discussion needs to be taken for MCPTT Service. Actually, option A does not use the MBMS security and option D uses the full MBMS security, so there may be no security work. Here it is proposed to take further research on option B and option C for MCPTT service.
2 Proposals
It is proposed to include this pCR into the TR33.879.
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7.x GCSE based security for MCPTT service
7.x.1 Introduction

In SA6’s TS 23.179, the MCPTT service data need to be carried in EPS layer and GCSE based mechanism is one alternative method. The data is transferred via EPS bearer between MCPTT Server and MCPTT UE in Unicast Delivery mode and may be delivered from MCPTT server to MCPTT UE via MBMS bearer in MBMS Delivery mode. 
In R12, SA3 only specified the security solution of MB-2 interface and concluded that the security of end-to-end security between UE and UE or UE and GCS AS was supported at application layer. Besides, it assumed that whether to use the MBMS security or not shall be left to R13’s work. However, no new WI was setup to continue the GCSE work.  Now the MCPTT WI has included the GCSE part, SA3 can restart the security work of GCSE to get a GCSE based security solution for MCPTT service.
Note: MBMS security can not be used in conjunction with media security.
7.x.2 Potential GCSE based security solutions for MCPTT

Based on the legacy security solutions in TR33.888, it can get some potential security solutions for MCPTT.

7.x.2.1 Security for unicast delivery mode
For unicast delivery mode, the Group Communication data can be delivered as the normal user plane data. End-to-end security protection is used in application layer between MCPTT AS and MCPTT UE. In EPS layer, hop-by-hop security protection is used, i.e. network domain security mechanism in network domain (e.g. NDS/IP) and LTE access security mechanism (as specified in TS 33.401) in air interface.
7.x.2.2 Security for multicast delivery mode
In MBMS Delivery mode, if MBMS security is applied for MCPTT, as the MCPTT AS may be responsible for the group management and BM-SC does not have group management functionality, it makes BM-SC impossible to distribute MBMS keys (e.g. MSK) to UEs. Some enhancements need to be done to get an appropriate MBMS security solution for MCPTT Service. Followings give 2 possible options:
Option A
· use non-3GPP standard GCSE group management and service key (MSK) distribution by GCS AS; 

· use the part of MBMS security relating to traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option B
· use non-3GPP standard GCSE group management by GCS AS; 

· use MBMS security relating to service key (MSK) and traffic key (MTK) distribution and media protection by BM-SC in 3GPP system
Editor’s note: the details of above options need further study.
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