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[bookmark: _GoBack]Abstract of the contribution: This contribution proposes to remove duplication of security events in requirement 5.2.6.3.1 of TS 33.117.
Introduction 
At the SA79bis Ad-Hoc meeting in June 2015 two requirements from Annex B were identified as covering similar areas namely Annex B. 3.3.6.1 – Security Event Logging and Annex B.3.7.3.1 – Network Device Security Event Logging. In particular both sub-clauses contain some overlap of  events,; (a) failed login attempts/incorrect login attempts) and (b) Critical rise in system values such as disk space, CPU load over a longer period/resource usage. 
Both Annex B sub-clauses (B.3.3.6.1 and B.3.7.3.1) have been mapped to TS33.117 5.2.3.6.1 and 5.2.6.3.1 respectively. 
Sub-clause 5.2.3.6.1 is also the subject of pCR from Telecom Italia (S3-151708) which proposes changes to the security event table structure.
This contribution proposes to delete the duplicate security events from sub-clause 5.2.6.3.1 and also to add an additional column to the security event table to ensure it is aligned with the table proposed in sub-clause 5.2.3.6.1 in contribution S3-151708. Some editorial changes have been included in the new table structure
Proposed pCR
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Editor’s note: At SA80 it was recommended that this requirement be merged into 5.2.3.6.1 (Security Event logging) as the latter requirement contains almost identical requirements
Requirement Name: Network device security event logging
Requirement Reference: TBA
Requirement Description: Security-relevant events shall be logged with a precise time stamp and a unique system reference. Network devices shall log the occurrence of security-relevant events. So that these events can be evaluated and classified, they shall be logged together with a unique system reference (e.g. host name, IP or MAC address) and the exact time the event occurred.
The following security-relevant events shall be logged by a network device:
	Event
	Event data to be logged

	Failed login attempts	Comment by johnhick: Deleted as it is a duplicate of  the event defined in 5.2.3.6.1
	• Account,
• Source (IP address) of remote access

	Changes to configuration
	• Change made,
• User

	Reboot/shutdown/crash
	• Action performed (reboot, shutdown, etc.),
• User (for intentional actions)

	Change to the status of interfaces (e.g. shutdown)	Comment by johnhick: These 3 entries are reformatted with some editorial changes into the table below
	• Interface name and type,
• Status (shutdown, missing link, etc.)

	Critical rise in system values of memory or CPU load over a longer period	Comment by johnhick: Deleted as it is a duplicate of  the event defined in 5.2.3.6.1
	• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)

	Event Types
	Description
	Event data to be logged

	Configuration change
	Changes to configuration of the network device
	• Change made,
• User

	Reboot/shutdown/crash
	This event records any action on the network device that forces a reboot or shutdown OR where the network device has crashed.
	• Action performed (reboot, shutdown, etc.),
• User (for intentional actions)

	Interface status change
	Change to the status of interfaces on the network device (e.g. shutdown)
	• Interface name and type,
• Status (shutdown, missing link, etc.)



Note: Sub-clause 5.2.3.6.1 contains additional event types that may also apply to network device security event logging.
Threat References: TBA
Security Objective references: tba.
Test case: TBA

***	END OF CHANGES	***
 

