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Abstract of the contribution: This contribution proposes test cases for10 of the 13 requirements in ch. 5.3.4 of TS 33.117. Guidance for the product examples Microsoft IIS and Apache are included, with the purpose to show configuration/testing effort needs. An informative reference to CIS is also given in a new subsection (general).
Introduction 
This contribution proposes test cases for 10 out of the 13 requirements in ch. 5.3.4 ‘Web servers’, in TS 33.117. An informative reference to CIS is also given in a new subsection (general).
In order to be generic yet sufficiently specific, it is suggested to include guidance material for the example cases of a) Microsoft IIS and b) Apache Web server products. While currently dominating the market, these product types need not cover all possible Web server products. Therefore adjacent material shall only be seen as guidance into the level of testing-effort required - the typical level of detail required - and as examples.
Hence the proposed test case descriptions in 5.3.4 are generally chosen to be divided into two parts:
1) Short general description of what is to be tested - basically repeating the Requirement Description.
2) Some guidance, for the cases of Microsoft IIS and Apache.
Main source used for the 2) are TeliaSonera’s internal testing handbooks for Web server (referred to also in S3-151646 of SA3#79bis). Regarding 2), the relative time-stability of product-dependent test descriptions (for purpose of showing guidance and examples) can be illustrated by the past release cycles for Microsoft IIS:
· Microsoft IIS 6.0: came with Windows 2003
· Microsoft IIS 7.0: came with Windows 2008  (IIS 7.5 with Windows 2008R2) 
The relative stability is thus fairly high and not worse than a 3GPP specification in general. Regarding guidance details (due e.g., to threat knowledge), it is true that our internal handbooks on this have been updated more often than the above time space example between IIS 6.0 and IIS 7.0.
Proposed pCR
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[bookmark: _Toc423614562][bookmark: OLE_LINK10][bookmark: OLE_LINK11]5.3.4	Web Servers
5.3.4.1	General
Hardening requirements for Web servers of this section are well covered also by external sources, such as CIS [Z].  It is highly recommended to consult e.g. CIS, for the purpose of using automatic testing tools, for product-specific considerations, and for manual auditing, when testing the below listed requirements. If and when such mapping of requirements is used, i.e. to those of an external source, it needs to be well verified and documented that they cover the requirements of this section. 

5.3.4.21	No system privileges for web server
Requirement Name: No system privileges for web server. 
Requirement Reference: TBA 
Requirement Description: 
No web server processes shall run with system privileges. This is best achieved if the web server runs under an account that has minimum privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_SYSTEM_PRIVILEGES_WEB_SERVER
Purpose:
Verify that the Web server is not run under system privileges.
Procedure and execution steps:
Pre-Conditions:
· The tester has needed administrative privileges.
· A tester machine is available.
· Recommended: an automatic assessment tool has been configured /script adapted in line with the Requirement Description.
Execution Steps
1. Check that no web server processes runs with system privileges. Check that this is the case even for processes that may have been started by a user with system privileges.
2. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
· There are no findings of processes that run with system privileges.
· System settings have been found correctly set to ensure that no processes will run with system privileges.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 1st CHANGE	***


***	BEGIN OF 2nd CHANGE	***
5.3.4.32	No unused HTTP methods
Requirement Name: Unused HTTP methods shall be deactivated.
Requirement Reference: TBA 
Requirement Description: 
HTTP methods that are not required shall be deactivated. Standard requests to web servers only use GET, HEAD, and POST. If other methods are required, they shall not introduce security leaks such as TRACK or TRACE.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_UNUSED_HTTP_METHODS
Purpose:
Verify that the Web server has deactivated all HTTP methods that are not required.
Procedure and execution steps
Pre-Conditions:
· The tester has needed administrative privileges.
· A tester machine is available.
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
· System settings and configurations have been found adequately set, in all Web components of the system, to ensure that unneeded HTTP methods are deactivated.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 2nd CHANGE	***



***	BEGIN OF 3rd CHANGE	***
5.3.4.43	No unused add-ons
Requirement Name: Any add-ons and components that are not required shall be deactivated.
Requirement Reference: TBA 
Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI or other scripting components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are not required.
Threat References: TBA
Security Objective References: TBA
Test Case: TBD
Test Name: TC_NO_UNUSED_ADD-ONS
Purpose:
To verify that the Web server has deactivated unneeded add-ons and unneeded scripting components.
Procedure and execution steps
Pre-Conditions:
· The vendor has supplied a list of add-ons or scripting tools for Web server components needed for system operation, and that therefore need to be exempted from the test investigation.
· The tester has administrative privileges.
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that the web server is only running and listening on known ports (e.g. tcp port 80 and/or 443). Check that CGI or other scripting components, Server Side Includes (SSI), and WebDAV are deactivated if they are not required. See also guidance under 5.3.4.12.
2. Check that nothing else has been installed than the web server.
3. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
· System settings and configurations have been found adequately set, in all Web components of the system, to ensure that all unneeded add-ons or script components are deactivated.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions.
· Test result (Passed or not).

***	END OF 3rd CHANGE	***


***	BEGIN OF 4th CHANGE	***
5.3.4.54	No compiler, interpreter, or shell via CGI or other server-side scripting
Requirement Name: No compiler, interpreter, or shell via CGI or other server-side scripting. 
Requirement Reference: TBA 
Requirement Description: If CGI (Common Gateway Interface) or other scripting technology is used, the CGI directory - or other corresponding scripting directory - shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_COMPILER_FOR_CGI
Purpose:
To verify that the Web server has deactivated unneeded add-ons and unneeded scripting components.
Procedure and execution steps
Pre-Conditions:
· The tester has administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured /script adapted in line with the Requirement Description.
Execution Steps
1. Check that there are no compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells) in the directory/directories used for CGI or for other scripting tools (including PERL, PHP, and others).
2. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
· System settings and configurations have been found adequately set, in all Web components of the system, to ensure that all unneeded add-ons or script components are deactivated.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 4th CHANGE	***


***	BEGIN OF 5th CHANGE	(section 5.3.4.5 also shown, but no test case is currently proposed) ***
5.3.4.65	No CGI or other scripting for uploads
Requirement Name: No CGI or other scripting for uploads. 
Requirement Reference: TBA 
Requirement Description: If CGI or other scripting technology is used, the associated CGI/script directory shall not be used for uploads.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
***	END OF 5th CHANGE	***


***	BEGIN OF 6th CHANGE	(section 5.3.4.6 also shown, but no test case is currently proposed) ***

5.3.4.76	No execution of system commands with SSI
Requirement Name: No execution of system commands with SSI. 
Requirement Reference: TBA 
Requirement Description: If Server Side Includes (SSI) is active, the execution of system commands shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

***	END OF 6th CHANGE	***


***	BEGIN OF 7th CHANGE	***
5.3.4.87	Access rights for web server configuration
Requirement Name: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges.
Requirement Reference: TBA 
Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges. Implementation example: Delete “read” and “write” access rights for “others.” Only grant “write” access to the user who configures the web server.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_ACCESS_RIGHTS_WEB_SERVER_FILES
Purpose:
To verify that the access rights for Web server configuration files are correctly set.
Procedure and execution steps
Pre-Conditions:
· The tester has administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check the access rights settings for Web server system configuration files.
2. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
· Access rights for system configuration files are adequately set.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 7th CHANGE	***


***	BEGIN OF 8th CHANGE	***
5.3.4.98	No default content
Requirement Name: Default content shall be removed.
Requirement Reference: TBA 
Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_DEFAULT_CONTENT
Purpose:
To verify that there is no default content on the web server, that is not needed for web server operation, since such default content can be useful for an attacker.
Procedure and execution steps
Pre-Conditions:
· The tester has needed administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps 
1. Check that all default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server has been removed.
Expected Results:
· No default content (examples, help files, documentation, aliases, un-needed directories or manuals) has been found to remain on any Web server component.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions.
· Test result (Passed or not).

***	END OF 8th CHANGE	***


***	BEGIN OF 9th CHANGE	***
5.3.4.109	No directory listings
Requirement Name: No directory listings / Directory Browsing.
Requirement Reference: TBA 
Requirement Description: Directory listings (indexing) / “Directory browsing” shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_DIRECTORY_LISTINGS
Purpose:
To verify that Directory listings / Directory browsing has been deactivated in all Web server components.
Procedure and execution steps
Pre-Conditions:
· The tester has administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that Directory listings (indexing) / “Directory browsing” has been deactivated in all Web server components.
Expected Results:
· Evidence that Directory listing / Directory browsing has been deactivated in all Web server components.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 9th CHANGE	***


***	BEGIN OF 10th CHANGE	***

5.3.4.10	Web server information in HTTP headers
Requirement Name: Information about the web server in HTTP headers shall be minimized.
Requirement Reference: TBA 
Requirement Description: The HTTP header shall not include information on the version of the web server and the modules/add-ons used.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_WEB_SERVER_HEADER_INFORMATION
Purpose:
To verify that HTTP headers do not include information on the version of the web server and the modules/add-ons used.
Procedure and execution steps
Pre-Conditions:
· The tester has administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that HTTP headers do not include information on the version of the web server and the modules/add-ons used.
Expected Results:
· Evidence that HTTP headers do not include information on the version of the web server and the modules/add-ons used.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)


***	END OF 10th CHANGE	***


***	BEGIN OF 11th CHANGE	***
5.3.4.121	Web server information in error pages 
Requirement Name: Web server information in error pages shall be deleted. 
Requirement Reference: TBA 
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/add-ons used. Error messages shall not include internal information such as internal server names, error codes, etc. Default error pages of the web server shall be replaced by error pages defined by the vendor.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION
Purpose:
To verify that error pages and error messages do not include information about the web server.
Procedure and execution steps
Pre-Conditions:
· The tester has needed administrative privileges.
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that generated error pages and error messages do not include information about the web server.
Expected Results:
· Evidence that generated error pages and error messages do not include information about the web server.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 11th CHANGE	***


***	BEGIN OF 12th CHANGE	***
5.3.4.132	Minimised file type mappings
Requirement Name: File type- or script-mappings that are not required shall be deleted.
Requirement Reference: TBA 
Requirement Description: File type- or script-mappings that are not required shall be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_WEB_SERVER_FILE_TYPE MAPPINGS
Purpose:
To verify that file type- or script-mappings that are not required have been deleted.
Procedure and execution steps
Pre-Conditions:
· The tester has needed administrative privileges.
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that all file type- or script-mappings that are not required have been deleted.
Expected Results:
· Evidence that all file type- or script-mappings, that are not required, have been deleted.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 12th CHANGE	***


***	BEGIN OF 13th CHANGE	(section 5.3.4.13 also shown, but no test case is currently proposed) ***
5.3.4.1413	Restricted file access
Requirement Name: The web server shall only deliver files which are meant to be delivered.
Requirement Reference: TBA 
Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g., via links or in virtual directories) in the web server’s document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

***	END OF 13th CHANGE	***

***	BEGIN OF 14th CHANGE ***
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***	END OF 14th CHANGE	***

***	BEGIN OF 15th CHANGE	***
[bookmark: _Toc423614546]3.2    Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ACRONYM>CIS	Center for Internet Security<Explanation>

***	END OF 15th CHANGE	***



