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Abstract of the contribution: This contribution proposes to add a test case related to the requirement 5.2.3.4.3.3 of TS 33.117.
1. Introduction 
This contribution proposes to add the test case related to the requirement 5.2.3.4.3.32.3 of TS 33.117
1. Proposed pCR
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[bookmark: _Toc425429305][bookmark: _Toc425429423][bookmark: _Toc425432265]5.2.3.2.3	Protecting data and information in storage
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
For sensitive data in (persistent or temporary) storage read access rights shall be restricted.  Files of a system that are needed for the functionality shall be protected against manipulation.
In addition, the following rules apply for: 
-	Systems that need access to sensitive data in the clear, e.g. in order to perform an authentication. Such systems shall not store this sensitive data in the clear, but scramble or encrypt it by implementation-specific means.
--	Systems that do not need access to sensitive data (e.g. user passwords) in the clear. Such systems shall hash this sensitive data .
-	Stored files: examples for protection against manipulation are the use of checksum or cryptographic methods.
Security Objective references: tba.
Test case: 

Test Name: TC_ PSW_STOR_SUPPORT
Purpose:
Verify that Password storage use one-way hash algorithm with salt value.
Procedure and execution steps:
Pre-Conditions:
· The MME is powered on.
· The tester can access the storage of own user account password. 
· The tester has privileges to change the password belonging to a normal user. The tester has privileges to change the password belonging to himself.
· The original password is P1
Execution Steps
1. The tester accesses the storage with a normal user account password at the beginning, and the corresponding hash value is recorded as A.
2. The tester changes the password with P2, then the tester record the storage hash value of the new password as B
3. The tester changes the password back to P1, then tester record the storage hash value belonging to this P1 as C
Expected Results:
All records, A, B and C, comply with the characteristic of one-way hash result. And the record A and record C is different.
Expected format of evidence:
[bookmark: _GoBack]Evidence suitable for the interface, e.g. screenshot contains the operation results.
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