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Abstract of the contribution: This contribution proposes to enhance and add testcase to requirement 5.2.3.4.2.2 of TR 33.117.

Introduction 
This contribution proposes to enhance and add testcase to requirement 5.2.3.4.2.2 of TR 33.117.
Reason for proposing an enhancement to the current requirement is that many systems (if not all) are delivered with default accounts that are essential in order to perform the first installation and first login and configuration of the system. Those accounts can be deleted after this work is done and other accounts are created for managing the element from that time onwards and before the equipment goes online in a network. 
Proposed pCR to TS 33.117 v0.1.1

***	BEGIN OF CHANGE ***
5.2.3.4.2.2	Predefined accounts shall be deleted or disabled.
Requirement Name: Predefined accounts shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login.  In any case disabled or locked accounts shall be configured with a complex password as specified in clause B.3.3.4.3.1. This is necessary to prevent unauthorised use of such an account in case of mis-configuration.

Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system involved and that are required for one or more applications on the system to function. Also for these accounts remote ac­ cess or local login shall be forbidden to prevent abusive use by users of the system.
Threat References: TBA
Security Objective references: TBA.
TEST CASE: Test case: TBA
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Test Name: TC_PREDEFINED_ACCOUNT_DELETION
Purpose:
To ensure that predefined accounts are deleted or disabled unless there is specific exception as defined in the requirement 5.2.3.4.2.2.
Procedure and execution steps:
Pre-Conditions:
1) All predefined accounts are identified in the documentation accompanying the Network Product.
2) Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.

NOTE: No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way.
Execution Steps:
1) Check in documentation of the existence of any documented predefined account and what is the reason for existence.
2) After login via account with necessary access rights (e.g Admin) search in the database for any undocumented account.
3) Check the password complexity of such existing predefined accounts according to the test provided in clause 5.2.3.4.3.1.
4) Attempt remote login to such predefined accounts.
Expected Results:

1) Predefined accounts are either deleted/ disabled or, if existing, the reason is in accordance with the requirement exception.
2) If there are active predefined accounts in accordance with the requirement exception then there is no remote login possibility.
3) If predefined account is either disabled or locked then it must anyway fulfil the complex password requirements as specified in clause 5.2.3.4.3.1.

Expected format of evidence: tba

***	END OF CHANGE	***
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