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Abstract of the contribution: Abstract of the contribution: This contribution proposes to map test cases in Annex D.3.3.3.3 - System handling of overload situations to the relevant sub-clauses in TS.33.116 (MME-Specific requirements) and TS.33.117 (Generic requirements). 

The first section of the contribution copies the text from TR 33.806, D.3.3.3.3 and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. It turns out that, for these clauses, there are no MME-specific parts. The current contribution maps Annex D.3.3.3.3 to TS.33.117 5.2.3.3.3. 

The second section of the contribution provides a pCR to TS 33.117. Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here since  in TS 33.117 the test case immediately follows the requirement.

Annotated text from TR 33.806

D.3.3.3.3 System handling of overload situations
Test Name: TC_ System handling of overload situations
Requirements: Requirements Reference- B.3.3.3.1 System handling during overload situations and B.3.3.3.3 System handling during excessive overload situations
Purpose:
Verify that the network product:

· has a detailed technical description of the overload control mechanism used to deal with overload scenarios;

· has  test results verifying the operation of  the overload control mechanisms. 

Procedure and execution steps:

Pre-Conditions:

· A document which provide a detailed technical description of the overload control mechanism .

· Test results from a test execution phase of overload control mechanism testing.

Execution Steps

· The tester verifies that there is:

· A technical description providing a high-level overview of the overload control design

· An overview of the types of overload scenarios that the network product overload control mechanisms are expected to handle. 

· An overview of the overload control thresholds that the network product uses to trigger overload control mechanisms,.

· Description of the types of attacks that may cause an overload to the network product and how these are handled.

· A description of how the network product discards or handles input during various overload situations including excessive overloads. i.e. where the overload is significantly greater than the thresholds where overload detection is triggered. 
· A description of how the network product security functions operate and perform during overload.

· A description of how the network product shuts down or performs or takes other abatement or corrective actions during excessive overload conditions.  

· The tester verifies that the test results:

· Contain details of the overload conditions used in the test execution that are consist with the technical description document

· Describe test procedures used to verifying the overload control mechanisms,

· Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.

· Contains details of the test set-up including the mechanisms for creating the overload. Where simulators and/or scripts are used to artificially create a load then details of these should also be included.
Expected Results:
· A  description technical provides a high-level overview of the overload control design

· A overview of the types of overload scenarios and overload control thresholds that are considered.

· Description on the types of attacks that may cause an overload to the system and how these are handled.

· A description of how the network product discards or handles input during various overload situations

· Describes if or how the network product  security functions operate and perform during overload.

· If parts of the system shutdown or take other abatement or corrective actions these should be described
Note: If some of the items listed above are not applicable to a network product then,  in those cases,  it should be clarified by the vendor  why  these items are not applicable.. 
· The  test results should :

· Contain details of the overload conditions used in the test execution that are consist with the technical description document

· Describe the test procedures used to verify the overload control mechanisms,

· Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.

· Contains details of the test set-up including the mechanisms for creating the overload.
Expected format of evidence:

Documentation showing each of the points in the results sections.
Editor’s note: It is FFS whether a documentation check only is sufficient i.e. that actual test verification by the evaluators is not required. This issue can be reviewed after the pilot evaluation of the MME.
2 pCR to TS 33.117 (generic requirements)
***
BEGIN OF FIRST CHANGE
***

5.2.3.3
Protecting availability and integrity

5.2.3.3.1
System handling during overload situations -

Requirement Name: System handling during overload situations -


Requirement Reference: to be done later
-
Requirement Description: 
The system shall provide security measures to deal with overload situations which may occur as a result of a denial of service attack or during periods of increased traffic. In particular, partial or complete impairment of system availability shall be avoided. Potential protective measures include:

-
Restricting of available RAM per application

-
Restricting of maximum sessions for a Web application

-
Defining the maximum size of a dataset

-
Restricting CPU resources per process

-
Prioritizing processes

-
Limiting of amount or size of transactions of an user or from an IP address in a specific time range
-
Threat Reference: Denial of Service

Security Objective references: tba.
Test case: Refer to test case in 5.2.3.3.3
***
END OF FIRST CHANGE
***
***
BEGIN OF SECOND CHANGE
***

5.2.3.3.3
System handling during excessive overload situations
Requirement Name: System handling during overload situations
Requirement Reference: TBA

Requirement Description: The system shall act in a predictable way if an overload situation cannot be prevented. A system shall be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.
In such case it shall be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security functions and thus loss of system protection.

The vendor shall provide a technical description of the network products' Over Load Control mechanisms (especially whether these mechanisms rely on cooperation of other network elements e.g. eNode B) and the accompanying test case for this requirement will check that the description provides sufficient detail in order for an evaluator to understand how the mechanism is designed.

Threat References: TBA
Security Objective references: tba.
Test case: 
Test Name: TC_ System handling of overload situations
Requirements: Requirements Reference- B.3.3.3.1 System handling during overload situations and B.3.3.3.3 System handling during excessive overload situations

Note: This test case covers requirements 5.2.3.3.1 and this requirement 5.2.3.3.3.

Purpose:
Verify that the network product:

· has a detailed technical description of the overload control mechanisms used to deal with overload scenarios;

· has test results verifying the operation of  the overload control mechanisms. 

Procedure and execution steps:

Pre-Conditions:

· A document which provide a detailed technical description of the overload control mechanisms .

· Test results from a test execution phase of overload control mechanism testing.

Execution Steps

· The tester verifies that there is:

· A technical description providing a high-level overview of the overload control design

· An overview of the types of overload scenarios that the network product overload control mechanisms are expected to handle. 

· An overview of the overload control thresholds that the network product uses to trigger overload control mechanisms,.

· Description of the types of attacks that may cause an overload to the network product and how these are handled.

· A description of how the network product discards or handles input during various overload situations including excessive overloads. i.e. where the overload is significantly greater than the thresholds where overload detection is triggered. 
· A description of how the network product security functions operate and perform during overload.

· A description of how the network product shuts down or performs or takes other abatement or corrective actions during excessive overload conditions.  

· The tester verifies that the test results:

· Contain details of the overload conditions used in the test execution that are consist with the technical description document

· Describe test procedures used to verifying the overload control mechanisms,

· Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.

· Contains details of the test set-up including the mechanisms for creating the overload. Where simulators and/or scripts are used to artificially create a load then details of these should also be included.
Expected Results:
· A  description technical provides a high-level overview of the overload control design

· A overview of the types of overload scenarios and overload control thresholds that are considered.

· Description on the types of attacks that may cause an overload to the system and how these are handled.

· A description of how the network product discards or handles input during various overload situations

· Describes if or how the network product  security functions operate and perform during overload.

· If parts of the system shutdown or take other abatement or corrective actions these should be described
Note: If some of the items listed above are not applicable to a network product then, in those cases,  it should be clarified by the vendor  why  these items are not applicable.. 
· The test results should:

· Contain details of the overload conditions used in the test execution that are consist with the technical description document

· Describe the test procedures used to verify the overload control mechanisms,

· Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.

· Contains details of the test set-up including the mechanisms for creating the overload.
Expected format of evidence:

Documentation showing each of the points in the results sections.
Editor’s note: It is FFS whether a documentation check only is sufficient i.e. that actual test verification by the evaluators is not required. This issue can be reviewed after the pilot evaluation of the MME.
�Removed as its already listed above. 


�Note added in this contribution
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