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Abstract of the contribution: This contribution proposes a pCR update to TR 33.872 to align SA3 specification with TS 23.228 and TS 23.334 specifications which provide an option of using ICE-TCP for restrictive FW traversal of WebRTC media
1. Introduction
In TR 33.871 section 6.1.3, ICE/STUN/TURN based solution as specified in Annex W.3 of TS 33.203, is recommended for restrictive firewall traversal of WebRTC media.

In addition, use of ICE-TCP is not required to be supported largely because IMS WebRTC does not use or require TCP based transport for any of its media types.

This conclusion by SA3 contradicts with the SA2 and CT4 specifications for RTP based WebRTC media. 
In TS 23.228 Annex U, the protocol architecture for voice and video includes support for RTP over TCP in scenarios where a firewall between the WIC and the eIMS-AGW block UDP based packets.

Likewise, CT4 specification TS 23.334 supports setting up and using of ICE-TCP based candidates in IMS-ALG and IMS-AGW.
The objective of this paper is to align SA3 specification for IMS WebRTC with SA2 and CT4 specifications on using ICE-TCP based solution for traversal of UDP based WebRTC media across restrictive firewalls.
2. Background
In order to deal with NAT boxes and firewalls, IETF’s Rtcweb specification on “Transports for WebRTC” mandates the use of the ICE protocol (RFC 5245) between two peers. When this is applied in the context of IMS WebRTC, ICE protocol is used to exchange UDP candidates between the WIC and eIMS-ALG and setup a UDP based connection between the WIC and eIMS-AGW. This connection is used to carry SRTP traffic on the W3 interface.

ICE agent on the WIC makes use of the STUN (RFC 3489) and TURN (RFC 5766) to gather candidates and advertise them to the peer ICE agent in eIMS-AGW.

2.1 ICE with STUN

ICE with STUN works when the NAT is BEHAVE compliant (RFC 4787) and conforms to the requirement laid out by RFC 4787.  STUN is used by the ICE agent on the WIC to retrieve the server-reflexive address (i.e the translated address on the public side of the NAT) for the given non-routable private address on the UE. This is communicated to eIMS-AGW and is used by the eIMS-AGW to send traffic to the WIC. NAT maintains the mapping between the server-reflexive address and the private address, and forwards media received from eIMS-AGW to WIC’s private address.
But when the NATs are of the type that perform end-point dependent mapping (aka symmetric NAT), where public side address on NAT varies for each peer endpoint address and port, ICE with STUN will not work. Rtcweb’s specification specifies the use of TURN servers to relay traffic between the WIC and eIMS-AGW in such scenarios.

2.2 ICE with TURN for symmetric NATs

In the following figure, ICE agent on the WIC executes TURN protocol to obtain an IP address and a UDP port on the TURN server, called the relayed transport address. ICE agent then advertises this address to eIMS-AGW in the W2 SIP message. Likewise, ICE process in IMS-ALG obtains local candidate on IMS-AGW and advertises it to the WIC in a W2 SIP message.
The eIMS-AGW identifies the WIC by the relayed transport address on the TURN server, and uses that address to send packets to the WIC. TURN server relays the packet to the WIC. When the WIC sends a packet to TURN server, the server relays it to eIMS-AGW using the relayed transport address as the source.
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Figure 2.2-1 – TURN server based NAT/FW traversal of WebRTC media

This will work as long as there is no restrictive firewall in between the WIC and TURN that completely block UDP traffic.

3. Restrictive FW traversal for WebRTC media
Restrictive firewalls are known to block UDP packets. By default, RTP is sent over UDP. If there is a restrictive firewall in between the Originating WIC and IMS core network, RTP packets sent over UDP are likely to be dropped at the firewall. Therefore a firewall traversal solution is needed for WebRTC media.

To handle this scenario, Rtcweb specification on “Transports for WebRTC” prescribes the use of the following mechanisms: 

a) TURN (RFC 5766) for carrying UDP based media using TCP transport:

In this mechanism, “TCP” or “TLS over TCP” connection is setup between WIC and TURN server. Restrictive firewalls that are configured to block UDP entirely, usually allow TCP packets to go through between the WIC and the TURN server. 

UDP based candidate is allocated on the TURN server and advertised to eIMS-AGW by the ICE agent on the WIC. From the eIMS-AGW perspective, WebRTC media is therefore received and sent in UDP transport. TURN server does the necessary translation from TCP based transport to UDP transport when receiving from the WIC, and vice versa when receiving from the eIMS-AGW.
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Figure 3.1 – TURN server based NAT/FW traversal of WebRTC media
RFC 4571 framing is used for RTP/RTCP streams transferred over TCP.

b) ICE-TCP for setting up a TCP tunnel between WIC and eIMS-AGW
ICE-TCP (RFC 6544) allows applications to communicate with peers with public IP addresses across UDP-blocking firewalls without using a TURN server. 
ICE agent uses ICE-TCP protocol to advertise TCP-based host candidates to its peer. When both the sides have advertised their respective TCP candidates and connectivity check between the peers has yielded a working candidate pair, a TCP connection is established between the two end-points for WebRTC media. This enables UDP based media to use TCP transport to pass through restrictive firewall.
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Figure 3.2 – ICE-TCP/IMS-AGW based NAT/FW traversal of WebRTC media
4. Restrictive FW traversal based on ICE-TCP
According to the Rtcweb’s specification on transports for WebRTC, using ICE-TCP for restrictive FW traversal is a MUST requirement for WebRTC browsers.
Support for RTP over TCP in SA2 specification TS 23.228

In accordance with the above requirement from Rtcweb, SA2 has updated Annex U of TS 23.228 to include TCP as a valid transport for SRTP based voice and video media. 
Following is the WebRTC protocol architecture for voice and video as defined in TS 23.228 Annex U.
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Figure U.1.5.4-1: Protocol architecture for Voice and Video

NOTE 2:
RFC 4571 [90] framing is used for RTP streams transferred over TCP. RTP over TCP may be used when NATs/Firewalls perform UDP blocking.
Support for ICE-TCP in CT4 specification TS 23.334
To comply with the above enhancement in SA2 specification, CT4 has updated specification TS 23.334 to support ICE-TCP in IMS-ALG and IMS-AGW. Following change was put in section 5.18.1 of TS 23.334:

An IMS-ALG and IMS-AGW supporting ICE lite may in addition support ICE for TCP according to IETF RFC 6544 [57].

NOTE 1:
ICE for TCP can be used to offer an alternative transport for media streams with default UDP transport to enable a traversal of UDP-blocking NATs or firewalls. In the present release, the support of ICE for TCP is restricted to media streams with default UDP transport, and to ICE lite.
Restrictive FW traversal in TS 33.871
In TR 33.871 section 6.1.3 it is indicated that ICE/STUN/TURN may be used for traversing restrictive firewalls but it does not require support for ICE-TCP based mechanism. Here is the corresponding text in section 6.1.3 of TR 33.871

To be able to traverse restrictive firewalls a WIC may support the ICE/STUN/TURN based method described in Annex W.3 of TS 33.203 [5]. In order to apply this method in the WebRTC access to IMS scenario some minor modifications will be required: 

-
Instead of using SIP over TLS for signalling, the WIC and eP-CSCF uses the proprietary W2 interface which runs on top of secure WebSocket or HTTPS. 

-
Support of ICE TCP is not required as TCP based media transport is not used by WICs

NOTE 1:
Additional changes than the ones listed above may be identified in the future release.

While it is true that TCP based media is not used in IMS WebRTC, TCP based media transport is an acceptable option for restrictive FW traversal and is clearly supported in SA2 and CT4 specifications.
It is therefore recommended to provide an updated text to TR 33.872 that includes support for ICE-TCP as an alternate mechanism for traversal of UDP based WebRTC media across restrictive firewalls.
5. Proposed change to TR 33.872
***************** START OF 1st CHANGE **************
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***************** START OF 2nd CHANGE **************

6.X Firewall traversal for WebRTC media

A restrictive firewall may be present in-between the WIC and IMS network that is configured to block UDP packets. Since WebRTC voice and video packets are transported over UDP, they will be dropped as they traverse across the restrictive firewall that lies between the WIC and the eIMS-AGW. Therefore a restrictive firewall traversal solution is needed for WebRTC media.
Section 6.3.1 of TR 33.871 [11] describes the use of ICE/STUN/TURN based method specified in Annex W.3 of TS 33.203. In this method, TURN server is employed to relay WebRTC media between the WIC and the eIMS-AGW.
The WIC and IMS-AGW/IMS-ALG may alternatively employ the ICE for TCP based mechanism specified in 3GPP TS 23.334 [10]. In this method, ICE for TCP is used to setup a TCP connection between the WIC and the IMS-AGW, and IMS-AGW is used to relay traffic between the two communicating WICs.
***************** END OF 2nd CHANGE ****************
6. Conclusion

We kindly ask SA3 to accept the conclusion in the discussion section of the paper and approve the corresponding update to TR 33.872.
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