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Abstract of the contribution: 
This contribution proposes to add the solution for WebRTC TURN credential provisioning using eP-CSCF to TS 33.203 Annex X “Security for WebRTC Client access to IMS”. 

******************************** BEGIN CHANGE ************************************
X.5.2 Solution 1: TURN credential provisioning and authentication using eP-CSCF

X.5.2.1 Overview

This solution reuses the TURN long-term credential method defined in RFC 5766 [67] , but the credential is dynamically provisioned by eP-CSCF via the signalling channel.  When WIC registers to IMS, WIC requests the IMS networks to provision a credential for TURN authentication using a 3GPP extension header.  If the request is authenticated and authorized, eP-CSCF generates a TURN credential, including user id, password, expiration, etc,  and sends the credential to WIC in the response message. Since the signaling messages between WIC and eP-CSCF are protected by the secure protocols, e.g. secure Websocket, the TURN credential is securely transferred to WIC. The WIC retrieves the credential and uses it in subsequent TURN allocation requests.  The WIC may request  TURN credential for every registration, or use the credential until it expires.  WIC can also use other signaling messages such as OPTION to request a new credential at anytime before re-registration.

This method requires some enhancement of WIC and eP-CSCF.  WIC needs to be enhanced to use the 3GPP extension header to request TURN credential from eP-CSCF via signaling messages.   The eP-CSCF needs to be enhanced to process TURN credential request and generate TURN user name and password using a preshared key with the TURN server. The TURN server also needs to be enhanced to re-generate TURN password from username in TURN request and the preshared key with P-CSCF.
This solution provides a way to provision TURN credential in large scale with minor change to existing functions.  It addresses the security issues in [68] by dynamically generating TURN user name and password.  This solution is optional to support.  When to use this solution depends on WebRTC deployment scenario and operator’s policy.  For example, if a deployment does not have WAF, or if the WAF or TURN server does not support TURN access token, the eP-CSCF based approach may be used for TURN credential provision and authentication since the alternative solution requires the use of WAF and support of TURN access token by TURN server, WAF.

X.5.2.2 Procedures

The procedure of TURN credential provision via eP-CSCF is shown in figure X.5.2.2.1.   To use this solution, a shared secret key Km should be configured between eP-CSCF and TURN server using out of band method not defined in this solution.

1. WIC establishes secure websocket with eP-CSCF

2. WIC sends REGISTER request to eP-CSCF with 3GPP extended header (3gpp-ext-turn-cred) for TURN credential request.

3. eP-CSCF authenticate and authorized the request then
1. Generate a random user ID Tid and credential expiration time Texp based on its policy, Tid and Texp should be encoded as string type.
2. Generate TURN password using Km,  Tpwd = HASH (Km , Tid : Texp )

4. eP-CSCF sends REGISTER response with generated TURN credential using the 3gpp extended header.   The valud of the header  = (Tid : Texp : Tpwd),  which is the concatenation of Tid, Texp, Tpwd  separated by semi-colon sign.

5. WIC extracts the TURN credential from the TURN credential header.  The WIC uses (Tid : Texp) as TURN USERNAME and uses Kpwd to compute the MESSAGE-INTEGRITY value  of TURN Allocate request as defined in IETF RFC 5766 [67].
6. TURN server re-generates TURN password using the USERNAME attribute in request and the preshared key with eP-CSCF
7. TURN server validates that the credential has not expired and verifies the integrity of the TURN request using the password generated in step 6.

8. TURN server sends Allocate response with allocated relay address to WIC 
The procedure above uses REGISTER as example to explain how to request TURN credential from eP-CSCF by signaling messages.  WIC may use other signaling messages, such as OPTIONAL, to request TURN credential.
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  Figure X.5.3.2-1: TURN Credential provisioned by eP-CSCF 
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