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6
Security for ProSe features

6.x
ProSe restricted direct discovery
6.x.1
Requirements on PC2 reference point 

When the the ProSe Application Server is controlled by a 3rd party, then the PC2 reference point shall fulfil the following requirements: 

· Integrity protection, replay protection, confidentiality protection and privacy protection for communication between the ProSe Function and ProSe Application Server shall be supported;

· mutual authentication between ProSe Function and ProSe Application Server shall be supported;

· integrity protection and replay protection shall be used;
· confidentiality protection should be used;
· privacy of the 3GPP user shall be provided (e.g. IMSI shall not be sent outside the 3GPP operator’s domain);
· the ProSe Function in the 3GPP network shall be able to determine whether the ProSe Application Server is authorized to send request messages to the ProSe Function in the 3GPP network;
6.x.2
Security procedures for PC2 reference point
The security procedure defined for the Tsp interface in TS 29.368 [xx] shall be supported and used for the PC2 reference point, where the ProSe Function takes the role as the MTC-IWF and the ProSe Application Server takes the role as the SCS.
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