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Discussion 
This contribution proposes an update of solution #8.2.2.2 in TR 33.833. The major changes are the following:
1) Rename DSKI as KD ID to make it clearer which key DKSI identifies

2) Added details of how the UEs exchange data to establish KD ID and KD-sess ID

3) Improved the description of security set-up at connection set-up and including when the UEs are ready to send user plane data

4) Added profiles of the LTE confidentiality and integrity algorithms to be used for protecting one-to-one traffic

5) Added a rekeying method that is very similar to connection set-up procedures

6) Added a format for the PDCP header to carry the necessary security information to enable the receiver to decrypt etc the receieved data, e.g. KD-sess ID (as there may be two possible security contexts for a short time during a rekeying procedure) and the Counter values used as input to the confidnentilaity and integrity algorithms
Proposal 

It is proprosed that SA3 approve the following pCR for inclusion into TR 33.833.
Proposed pCR

**** FIRST CHANGE ****
8.2.2.2
Solution #8.2.2.2: General security establishment for one-to-one communications

8.2.2.2.1
Solution overview

This solution show a method of establishing the security for on-to-one commuications that could be used for all cases that one-to-one communication is used.  

8.2.2.2.2
Solution description

Like in standard LTE, there is will be a key set identifier, called a KD IDassociated with the D2D root key, called KD, of the security context, and these play the same roles as eKSI and KASME in standard LTE. KD is generated per pair of UEs. It is proposed to use Nonces to ensure fresh keys at each connection.

The list of security parameters is broken down into three sets to reflect the parameters needed for the following states (each state is with respect to a particular other UE):

•
D2D-Provisioned-Security: the UE has everything it needs to start the process of communicating with another UE, but no security parameters or any info about the other UE.

•
D2D-Partial-Security: the UE has connected to another UE and retained some security parameters for use with that UE.

•
D2D-Full-Security: the UE is actually connected to another UE and transmitting and/or receiving data.

Editor’s Note: This breakdown of states would need to be aligned with any SA2 and/or RAN work. It is included here at this stage to help with the description of proposed solution.

Stored parameters while in D2D-Provisioned-Security are as follows:

-
D2D authorization parameters that give the UE permission to use D2D direct communications

-
Set of security algorithms that it is willing to use for direct connections – this may be reduced from complete set supported by the UE by the authorization parameters ruling out some algorithms, e.g. Null confidentiality only

-
The Long term keys etc. that will be used to establish the keys between UEs

Stored parameters while in D2D-Partial-Security are as follows:

-
Everything from D2D-Provisioned-Security 

-
Key set identifier, KD ID, which plays the role of eKSI in LTE

-
D2D Root key, KD, which plays of the role of KASME in LTE

Stored parameters while in D2D-Full-Security are as follows:

-
Everything from D2D-Partial-Security 

-
(At least held implicitly), a pair of NONCES (one from each UE) that are used to calculate KD-sess: 

-
KD-SESS, the session key to be used for deriving further keys to protect the traffic between UEs – this is the equivalent of KeNB from LTE

-
The confidentiality and integrity algorithms that are chosen to protect the traffic between UEs

-
The keys that are used in the above algorithms

-
The PDCP counts or ProSe equivalent parameters that are used at the RAN layer as inputs to the ciphering and integrity algorithms
Once a UE ends its communication session with another UE, it shall delete KD-sess, PEK and PIK, the chosen algorithms and the counters. It may also delete KD.
8.2.2.2.3
Security procedures
8.2.2.2.3.1
Connection establishment
The establishment of security then follows a Direct Communication Request (see clause 7.1.2.1 of TR 23.713[33]) as shown in figure 8.2.2.2.3.1-1.
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Figure 8.2.2.2.3.1-1: Direct Security mode procedure

1.
UE_1 has sent a Direct Communication Request (see TR 23.713) to UE_2. This message includes Nonce_1 (for session key generation), UE_1 security capabilities (the list of algorithms that UE_1 is OK to use in this connection) and the most significant bits of the KD-sess ID. These bits shall be chosen such that UE_1 will be able to locally identify a security context that is created by this procedure. The message may also include a KD ID if the UE_1 has an exisiting KD with the UE that it trying to communicate with. The absence of the KD ID parameter indicates that UE_1 does not have a KD for UE_2.. The message may also include a KD ID if the UE_1 has an exisiting KD with the UE that it trying to communicate with. The absence of the KD ID parameter indicates that UE_1 does not have a KD for UE_2. The message shall also contain the necessary information to establish a KD from the revelvant long terms keys held on the UE. Long-term ID is the info needed by the UE_2 in order to retrieve the right Long-term Key.
Editor’s note: Identities related to user may be included in the Direct Commuication Request where these identities help identify the keying material that will be used to establish the secure session, e.g. if the one-to-many communications key PGK is used to establish the secuirity, then Group ID would be included in the Direct Communication Request.

2.
UE_2 may initiate a Key establishment procedure with UE_1. This is mandatory if the UE_2 does not have a KD ID and KD pair and signalling is needed to establish the keys for the particular use case. 

3.
UE_2 sends the Direct Security Mode Command to UE_1. It includes the most significant bits of KD ID if a fresh KD is generated Nonce_2 to allow a session key to be calculated and the Chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data. The included bits of KD ID shall uniquely identify the KD at UE_2. UE_2 also returns the UE_1 security capabilities parameter to protect them from man-in-the-middle attacks. UE_2 also includes the least significant bits of KD-sess ID in the messages. This bits are chosen so that UE_2 will be able to locally identify a security context that is created by this procedure. UE_2 calculates KD-Sess from KD and Nonce_1 and Nonce_2 and then derives the confidentiality and integrity keys based on the chosen algorithms (Annex A.4). UE_2 then integrity protects the Direct Security Mode Command before sending it to UE_1. UE_2 is then ready to receive both signalling and user plane traffic protected with the new security context. UE_2 shall form the KD-sess ID from the most significant bits it received in message 1 and least significant bits it sent in message 3.
Editor’s note: Necessary protection against bidding down attack on KD generation is FFS. 
4.
On receieving the Direct Security Mode Command, UE_1 shall calculate KD-sess and the confidentilaity and integrity keys in the same way as UE_2. UE_1 shall check that the returned UE_1 security capabilities are the same as those it sent in step 1. UE_1 shall also check the integrity protection on the message. If both these checks pass, then UE_1 is ready to send and receive signalling and user traffic with the new security context. If most significant bits of KD ID were included in the Direct Security Mode Command, UE_1 shall generate the least significant bits of KD ID such that these bits uniquely identify KD at UE_1 and shall store the complete KD ID with KD. UE_1 shall send an integrity and confidentiality protected Direct Security Mode Complete message to UE_2. UE_1 shall include the least significant bits of KD ID in this message. UE_1 shall form the KD-sess ID from the most significant bits it sent in message 1 and least significant bits it received in message 3. 
5.
UE_2 checks the integrity protection on the receieved Direct Security Mode Complete.  If this passes, UE_2 is now ready to send user plane and siganlling traffic protected with the new security context. UE_2 deletes any old security context is has for UE_1. UE_2 shall form the KD ID from the most significant bits it sent in step 3 and least significant bits it received in the Direct Security Mode Complete. If the most significant bits of KD ID were included in the Direct Security Mode Command, UE_2 shall use the least significant bits of KD ID to construct the KD ID and shall store the complete KD ID with KD.

8.2.2.2.3.2
Rekeying security

Either UE may rekey the connection at any time. This shall be done before the counter for a particular LCID repeats with the current keys. A rekeying operation shall refresh the KD-sess  and PEK and PIK, and may refresh KD. A rekeying operation follows the flows given in figure 8.2.2.2.3.2-1.

NOTE X: The UE that initiates a rekeying does not need to be the same one that iniated the connection set-up.


[image: image3.emf]UE_1 UE_2

1. Direct Rekey Request (Long Term ID, Parameters related to 

long term negotiation, Re-auth flag, UE_1 security 

capabilities, Nonce_1, MSB of K

D-sess

ID)

3b. Ready to receive 

signalling and user plane 

with new security context

4a. Ready to send and 

receive user and 

signalling data with new 

security

5. Send signalling and 

user plane traffic with 

new security context –

delete any old security 

context

6. Delete old security 

context when signalling 

message protected 

with new security 

context is received

Integrity and confidentiality protected at bearer layer with 

new security context

Integrity Protected at bearer layer with new security 

context

2. Direct Auth and Key Establish

3a. Direct Security Mode Command (UE_1 security capabilities, 

Nonce_2, LSB of K

D-sess

ID, MSB of K

D

ID, Chosen_algs)

4b. Direct Security Mode Complete (LSB of K

D

ID)


Figure 8.2.2.2.3.2-1: Security establishment during rekeying

1.
UE_1 sends a Direct Rekey Request to UE_2. This message shall include Nonce_1 (for session key generation), UE_1 security capabilities (the list of algorithms that UE_1 will accept for this connection) and the most significant bits of the KD-sess ID. These bits are chosen such that UE_1 will be able to locally identify a security context that is created by this procedure. The message may also include a Re-auth Flag, if UE_1 wants to rekey KD. The message shall also contain the necessary information to establish a KD from the relevant long terms keys held on the UE (see subclause 6.X.4).  

2.
UE_2 may initiate a Direct Auth Key Establish procedure with UE_1. This is mandatory if  UE_1 included the Re-auth Flag and signalling is needed to establish KD.
3.
This step is the same as step 3 in 8.2.2.2.3.1 except the most significant bits of KD ID are included if a fresh KD is generated during this rekeying.
4.
This step is the same as step 4 in 8.2.2.2.3.1. 

5.
This step is the same as step 5 in 8.2.2.2.3.1.

6. When UE_1 receive a message integrity protected with the new security context, it shall delete any old security context is has for the other UE_2.

8.2.2.2.4
Protection of the one-to-one traffic

8.2.2.2.4.1
General

Protection for the traffic between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that are need to be sent before security is established may be sent with no protection. 

Editor’s note: This exact message that may be sent without protection are FFS. 

All other messages shall be both integrity and confidentiality protected except the Direct Security Mode Command which is sent integrity protected only.

The bearer with LCID = 0 shall be used to carry signalling messages that are not protected.

The bearer with LCID = 1 shall be used for Direct Security Mode Command and Direct Security Mode Complete.

The bearer with LCID = 2 shall be used for signalling messages that are confidentiality and integrity protected.

The bearer with LCID = 3 to 31 may be used for user plane traffic with confidentiality protection.

8.2.2.2.4.2
Integrity protection

ProSe enabled Public Safety UEs shall implement 128-EEA1 and 128-EEA2 and may implement 128-EEA3 for ciphering one-to-many traffic.

The LTE ciphering algorithms (see TS 33.401 [21]) are used with the following modifications;

-
The key used is PIK;

-
Direction is set to 1 for traffic transmitted by the UE that sent the Direct Security Mode Command for this security context and 0 otherwise;

-
Bearer[0] to Bearer[4] are set to LCID; 

-
COUNT[0] to COUNT[15] are set to KD-sess ID;

-
Counter is input into COUNT[16] to COUNT[31].

The receiving UE shall ensure that received messages are not replayed.

8.2.2.2.4.3
Confidentiality protection

ProSe enabled Public Safety UEs shall implement EEA0, 128-EEA1 and 128-EEA2 and may implement 128-EEA3 for ciphering one-to-many traffic.

The LTE ciphering algorithms (see TS 33.401 [21]) are used with the following modifications;

-
The key used in PEK;

-
Direction is set as for integrity protection (see 8.2.2.2.4.2);

-
Bearer[0] to Bearer[4] are set to LCID; 

-
COUNT[0] to COUNT[15] are set to KD-sess ID;

-
Counter is input into COUNT[16] to COUNT[31].

8.2.2.2.4.4
Security contents in the PCDP header

The 16-bit KD-sess ID and 16-bit Counter parameters are carried in the PDCP header, along with any MAC that is needed for integrity protection. This is illustrated in the Figure 8.2.2.2.4.4-1.
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Figure 8.2.2.2.4.4-1: Security contexts of the PDCP header for one-to-one communications

**** END OF CHANGES ****
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