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Abstract of the contribution: Ensure that session keys are long enough to withstand generic brute force cryptanalysis.
1. Introduction

This contribution proposes some simple clarification and strengthening of TR 33.860 [1], the study report on EGPRS Access Security Enhancements with relation to cellular IoT.  The purpose is simply to ensure that 128-bit session keys are used for encryption and data integrity.  3GPP should not be standardising new systems with 64-bit session keys.
As it stands, [1] suggests that 64-bit keys “may become too short” if session keys have a long lifetime.  We agree that long lifetime creates increased pressure, but even without that factor, 64-bit keys are too short.

2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to TR 33.860 [1].

~ ~ ~ Start of first text proposal ~ ~ ~
5
Key Issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. The exact contents are FFS. It is proposed that the key issues would be security feature oriented instead of systematically documenting all GSM vulnerabilities. 

5.1
Key Issue #1: Entity authentication and key agreement 

5.1.1
Key issue details

This key issue includes the normal authentication and key agreement problems that exist in all similar 3GPP networks. For example, the SGSN needs to know the identity of the CIoT UE, and to be ensured that the CIoT UE is genuine and authorized to get service via the network. Information related to the identity and authorization of the CIoT UE is needed not only for security purposes but also e.g. for charging. Similarly, the CIoT UE needs to be ensured that the network is trustworthy, and has access to the secret that the UE shared with the home network. A way to establish trustworthiness of the network is verifying that its session keys were supplied to it by the home network. This is achieved in UMTS AKA by putting a message authentication code MAC on the challenge. The authentication challenges need to be fresh otherwise an attacker can force the re-use of keys. The latter is a well-known weakness of GSM authentication. 

There are some new system features that are specific to CIoT. CIoT UE may be more stationary; however, also more traditional mobility patterns can be foreseen. CIoT UEs may be turned off without the need for connectivity for the majority of the time. The number of CIoT UEs per base station may also be increased on massive scale. These CIoT specific new system features bring some new challenges to the authentication and key agreement: 

· The frequency of authentication may be very different from the existing 3GPP systems. There is a clear interest of extending the time between authentications because of the power limitations in the CIoT UE side, and because of the high number of CIoT UEs served by one base station. 

· The frequency of authentication may strengthen requirements to the length of the key(s) used for message protection. Less frequent authentication would suggest the use of longer key(s). An example why a key length of 64 bits is inadequate is given in the Key Issue on Eavesdropping.  

5.1.2
Security threats 

The following security threats are foreseen: 

· Malicious CIoT UEs may try to access the network.  

· Malicious base stations may try to fool the CIoT UE to be detached from a genuine base station or to be attached to malicious base stations. 

· If the frequency of authentication is very low, the safety of the session key(s) may be increasingly jeopardized if the keys are too short. 

· The shorter the session key is, the more easily it may be compromised. It is plausible, though, that there is a upper limit for the key length such that increasing the key length beyond this limit would not result in a practical gain in security for CIoT anymore.  
5.1.3
Security requirements

The security solutions should address the following potential security requirements: 

· CIoT UE shall not accept replayed authentication challenges. 

· CIoT UE shall not accept authentication challenges generated by unknown sources. 

· The proposed key agreement solutions should consider the potential low frequency of authentication when determining the key length. 
5.2
Key Issue #2: Eavesdropping 

5.2.1
Key issue details

The messages sent over the air-interface are vulnerable to eavesdropping. Therefore, access security is provided. 

In GPRS, access security extends between UE and SGSN. UE and SGSN agree on a particular encryption algorithm in the control and user planes. 

Some privacy sensitive data related to the subscriber, like the IP address, need to be protected. They can be protected by LLC layer encryption, but not by any higher-layer encryption. 

Some CIoT UEs may want to rely on the security provided by GPRS, and their applications may require a certain level of security, which then implies that only cryptographic algorithms of certain strength are acceptable for the CIoT UE. This required level of security may then be expressed as a security policy that is implemented locally on the CIoT UE. In this way, the CIoT UE is not dependent on any security policy the SGSN may want to enforce. 

Furthermore, both CIoT UE and SGSN have an interest that the algorithm(s) they agree to use is/are the strongest they have in common.

It is also worth noting that there are countries where the use of encryption algorithms is not possible. 

5.2.2
Security threats 

The following security threats are foreseen: 

· Confidentiality of signalling or user data may be compromised. 

· One possible reason for such a compromise is that a weak encryption algorithm is used that the attacker can break while the data protected by the session key remains sensitive. E.g. a 64-bit encryption key is too short to give strong protection.  This is made even worse if such an encryption key is in use for a very long time.

· An attacker may try to influence the selection of the encryption algorithm in order to prevent the IoT UE and the SGSN to select the strongest common encryption algorithm that is also strong enough to satisfy the local security policies in the UE and the SGSN respectively. E.g. an attacker can force a UE to accept NULL encryption by simply not sending a Ciphering Mode command or sending one with encryption set to NULL. There currently is no integrity protection in GPRS. So, the UE is left without any protection in this case.

5.2.3
Security requirements

The security solutions should address the following potential security requirements: 

A CIoT UE should have a locally implemented security policy that includes a statement on acceptable encryption algorithms. 
Editor’s Note: The need for this requirement is ffs.
· The signalling and the user data shall be encrypted using the strongest common encryption algorithm between CIoT UE and SGSN that is also strong enough to satisfy the local security policies in the UE and the SGSN respectively. 

· If the CIoT UE has a security policy regarding cryptographic algorithms in place then a connection with an SGSN offering no acceptable algorithm shall be rejected. 

· Bidding down of the encryption algorithms shall be prevented. 
· Encryption keys shall be long enough to provide strong protection against brute force cryptanalysis.
5.3
Key Issue #3: Unauthorized modification of signalling data 

5.3.1
Key issue details

In current GPRS, an attacker may enforce the use of no protection of signalling data or protection by a weak encryption algorithm.

Furthermore, even if a strong encryption algorithm is used a man-in-the-middle could modify individual bits in a message while leaving encryption intact. The fact that a stream cipher is used for encryption and the error detecting code is linear makes the task for the attacker easier. If the attacker knows the plaintext then he can modify it to turn it into a plaintext of his choice. The technical prerequisite for the attacker is that he can toggle individual bits in an LLC frame while being able to forward the otherwise unchanged frame transparently between UE and SGSN and that the attacker knows the frame structure, including the division into headers, plaintext and error detecting code. 

In general, roaming is required for all services. However, there will be some UEs for which their HPLMN operator does not expect the UE to roam between countries allowing encryption and countries not allowing encryption (as stated by SA1 in the LS in S3-151445). Support of GEA0 will be needed only for UEs possibly roaming into countries not allowing encryption or where the home operator is located in a country not allowing encryption.

5.3.2
Security threats 

The most obvious threat is that the attacker can modify the Ciphering Mode procedure, which results in a bidding down attack and consequently in the loss of data confidentiality or data integrity. This is described in another key issue. 

Furthermore, some mobility management messages can be sent unprotected in current GPRS. This could result in a Denial-of-Service attack. 

Finally, the attacker could modify mobility management messages as described in the key issue details. This could also result in a Denial-of-Service attack. E.g., a successful sending of a Routing Area Update message or a De-registration message could result in a temporary unreachability of the UE until the UE contacts the network the next time. 

Editor’s Note: A risk analysis of the effect of modifications of mobility management messages, other than the Ciphering Mode procedure is ffs. The extent of damage that an attacker can do may depend on additional assumptions about UE characteristics e.g. about the initiator of communications (always UE-initiated or not) and the UE mobility pattern (stationary vs. global roaming). 

5.3.3
Security requirements

Modification of mobility management and session management messages shall be prevented. 
Cryptographic keys used to provide data integrity shall be long enough to provide strong protection against brute force cryptanalysis.
Editor’s Note: It is ffs under what assumptions strong encryption of signalling messages alone could provide sufficient security for certain classes of CIoT UEs.

5.x
Key Issue #x: <Key Issue name>

5.x.1
Key issue details

5.x.2
Security threats 

5.x.3
Security requirements
~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~

6.1.5
Integrity key derivation
Cellular IoT UE and SGSN can derive integrity key from CK and IK. For example, as defined in TS 33.102 Annex B.5, Ktc128 is the 128 most significant bits of KDF outputs, and the Key input to KDF is the concatenation of CK and IK (i.e. CK || IK).  The 128 least significant bits of KDF output is the integrity key (i.e. Kti128). 

~ ~ ~ End of second text proposal ~ ~ ~
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