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Abstract of the contribution: Update radio interface encryption / integrity keys frequently with much lower data transmission requirements than full AKA.
1. Introduction

This contribution presents a new candidate solution for inclusion in TR 33.860 [1], the study report on EGPRS Access Security Enhancements with relation to cellular IoT.  This study report is concerned with the requirements and possible security solutions in the constrained environment of CIoT – very large numbers of devices, some of which need extreme power efficiency.

2. Frequency of authentication and key agreement
An issue already identified in [1] is that:
· Authentication and Key Agreement is a relatively data-heavy transaction, which will have to be carried out much less frequently for battery-constrained devices than for more traditional mobile devices;
· but this means that session keys (for radio interface confidentiality and integrity) will also be updated much less frequently, which is bad for security.

In this contribution we clarify the risk that this poses, and propose a new solution that allows reasonably frequent updating of session keys with very much lower data transmission than a full Authentication and Key Agreement operation.

3. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to TR 33.860 [1].

~ ~ ~ Start of first text proposal ~ ~ ~
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CIoT
Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things
KDctr
Key Derivation Counter

Kmed
Medium term key, derived from K, and used in the derivation of Ktc and Kti
Ktc
Session key of Gb based cellular IoT for confidentiality protection 

Kti
Session key of Gb based cellular IoT for integrity protection 

~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~

5.1.2
Security threats 

The following security threats are foreseen: 

· Malicious CIoT UEs may try to access the network.  

· Malicious base stations may try to fool the CIoT UE to be detached from a genuine base station or to be attached to malicious base stations. 

· If the frequency of authentication is very low, the safety of the session key(s) may be jeopardized if the keys are too short.  Also, the longer a session key remains, the greater the risk of it leaking.
· The shorter the session key is, the more easily it may be compromised. It is plausible, though, that there is a upper limit for the key length such that increasing the key length beyond this limit would not result in a practical gain in security for CIoT anymore.  
5.1.3
Security requirements

The security solutions should address the following potential security requirements: 

· CIoT UE shall not accept replayed authentication challenges. 

· CIoT UE shall not accept authentication challenges generated by unknown sources. 

· The proposed key agreement solutions should consider the potential low frequency of authentication when determining the key length. 
· If possible, session keys should be securely updated with much lower data transmission than a full authentication.
~ ~ ~ End of second text proposal ~ ~ ~

~ ~ ~ Start of third text proposal ~ ~ ~

6.1.6
Interworking with legacy GPRS 
CIoT devices are not assumed to interwork with legacy SGSNs, however, enhanced SGSNs may still need to serve legacy GPRS mobile stations. The SGSNs may use the presence of integrity algorithms as an indication on which UEs use legacy GPRS security, and which UEs use enhanced GPRS security. 

Editor’s note: Security threats related to an enhanced SGSN serving both legacy GPRS and CIoT are FFS. E.g. it should be studied if legacy UEs and CIoT UEs are allowed to access the same APN.

Editor’s note: It is FFS if enhanced SGSN can also get the indication on which UEs use legacy GPRS security and which UEs use enhanced GPRS security by subscription information retrieved from HLR/HSS.

6.2
Solution #2: Data efficient rekeying

6.2.1
General 
This solution addresses the problem that infrequent authentication leads to session keys having undesirably long lifetimes. 

The SIM key K is a long-term(typically permanent) key.  Ktc and Kti are intended to be relatively short-lived session keys.  This solution introduces an interim, medium-term key, which we can call Kmed.  It separates the functions of authentication and session key generation, allowing session key generation to be done much more frequently than authentication, with far less data transmission required.

6.2.2
Generation of Kmed 
Kmed is generated from K using a full UMTS AKA, or a slight variant thereof.  Kmed is generated in the same way that CK, or IK, or CK||IK, are generated today.  The important difference, though, is that Kmed is retained on the SIM, not released to the ME.  Kmed could be 128 or 256 bits long
6.2.2
Generation of Ktc and Kti 
There’s a key derivation counter KDctr – let’s say two bytes – stored on the SIM.  KDctr starts at 0 whenever a new value of Kmed is created, and it will increment.

Whenever a new session key Ktc or Kti should be generated, the mobile device and network agree a new incrementing value of KDCTR (there are various ways to do this, see below).  The mobile device passes the new KDctr value to the SIM, and:

· if the new KDctr is greater than the previous one, then the SIM derives a new session key from Kmed and KDctr, and returns the session key to the mobile device; the session key is then used for encryption or integrity protection on the radio interface;

· if the new KDctr is less than or equal to the previous one, the SIM rejects it.  That way, even someone controlling the mobile device can’t make the SIM release either previous or future values of the session key.

New values of Ktc and Kti could be generated simultaneously or independently.

Unlike with authentication operations, it is not necessary to integrity protect the agreement of the new KDctr value.  An attacker might be able to trick the endpoints into raising KDctr to its maximum value, but the denial of service that that would create would be very short lived, immediately rectified with a new full authentication operation.

KDctr needs to be agreed between the device and the serving node.  There are a number of ways that this might be done:

· it could be sent from the device to the serving node;

· better, from a device battery perspective, it could be sent from the serving node to the device;

· some data efficiency optimisation may be possible, e.g.

(a)
only a few least significant bits are sent from one end to the other, and we assume that the remaining bits can be kept synchronised;

(b)
or, only a few least significant bits are usually sent from one end to the other, and occasionally a slightly longer message is sent to update the remaining bits;

(c)
or some sort of already existing packet counter or similar value may be (partially) re-used as the KDCTR.

Note also that the input value used for short-term key derivation doesn’t absolutely have to be an incrementing counter.  It could be a random value, for instance.  A counter is simpler, though, and likely to be most efficient.

6.2.3
Key derivation in the network 
Corresponding key derivation needs to be done on the network side too.  There are two alternative approaches to managing the keys on the network side:
1.
Kmed is held back by the AuC, or by a secure proxy sat in front of the HLR; the short lived session keys are derived here when needed, and sent to the SGSN that needs them.  So that SGSN never receives Kmed, only the session keys Ktc and Kti.  This means more signalling between the HLR and the SGSN, but that may still be acceptable.
2.
Or, Kmed is held in the SGSN, and the session key derivation is done in the SGSN.
· For improved security, the storage and use of Kmed could be within a Secure Execution Environment inside the SGSN.  As with the mobile-device-to-SIM interface, the SEE only accepts KDctr values that are higher than previous ones.
6.x
Solution #x: <solution name>

~ ~ ~ End of third text proposal ~ ~ ~
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