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Abstract of the contribution: It is proposed to agree the following key issue for inclusion in the draft TR
Proposal: It is proposed to agree the following key issue for inclusion in the draft TR:

***************************** START ADDITION *****************************
5.X
Issue X: N-PDU Data Tampering and Eavesdropping

5.X.1 Issue description

Although the air interface may provide confidentiality protection (e.g. with GEA4), the following interfaces aren’t required provide data confidentiality: Gp, Gn, S5, S8. This means that N-PDUs exchanged between the MTC device and the GGSN (resp. the P-GW) aren’t consistently confidentiality protected.

Also the air interface, Gp, Gn, S5 and S8 do not provide integrity protection to plaintext or ciphered N-PDUs.
5.X.2 Threat description 
The N-PDU packets are subject to eavesdropping when carried over a GRX/IPX network, thus leaking sensitive data to an eavesdropper or to the visiting network.

The N-PDU packets may be tampered with at the air interface or over a GRX/IPX network, thus sending false/negative reports to the home network.
5.X.3 Security requirements
There should be a mechanism that provide integrity protection to the transmitted N-PDUs between the MTC device and the home network.

When local or regional regulation apply, it should be possible to provide confidentiality protection to the transmitted N-PDUs that only the UE and the home network should be able to encrypt/decrypt. 
***************************** END ADDITION *****************************
