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Abstract of the contribution: This contribution identifies the privacy threat and the related security requirement on the PC2 interface in the ProSe architecture in TS 23.303.
1 Introduction 
This contribution identifies the privacy threat and the related security requirement on the PC2 interface in the ProSe architecture in TS 23.303.
2 Proposal

It is proposed to add the following pCR to TR 33.833.

3 pCR
***
BEGIN CHANGES
***
7.3.2
Key Issue #7.3.2: Security - PC2 interface in Restricted ProSe Direct Discovery

7.3.2.1
Key issue details

SA2 describe how restricted direct discovery will work in TR 23.713[33]. The Restricted ProSe Direct Discovery allows permission defined at application layer by Announcing/Discoveree UE to determine the capability of the Monitoring/Discoverer UE to discover the Announcing/Discoveree UE.  The permission information for the Restricted Direct Discovery defined at application layer, is maintained by the ProSe Application Server. This binding information is exchanged over the reference point PC2 and needs to be transported securely between a ProSe Function in 3GPP network and a ProSe Application Server. Therefore the PC2 interface needs to be secured.

7.3.2.2
Security threats 

When the ProSe Application Server is controlled by a 3rd party, then the communication on the PC2 interface between the ProSe Application Server and the ProSe Function may take place over an insecure link or over a secured link. In case insecure link, the security threats which may occur on this interface are: 

-
A malicious ProSe Application Server, which is not authorized to update authorization data in a ProSe Function in a3GPP network, may update authorization data regarding a specific user illegitimately in the ProSe Function in the3GPP network.

-
Attackers can eavesdrop the data on the interface between the ProSe Application Server and a ProSe Function in a 3GPP network.

-
Attackers can tamper an Authorization Request/Response message or an Update Authorization Request message on the interface between the ProSe Application Server and a ProSe Function in a 3GPP network.

-
Attackers can replay an Authorization Request/Response message or an Authorization Update Request message on the interface between the ProSe Application Server and a ProSe Function in a 3GPP network.
- 
The 3GPP private user identity (IMSI) could be exposed to the ProSe Application Server controlled by a 3rd party.
7.3.2.3
Security requirements

When the ProSe Application Server is controlled by a 3rd party, then the following security requirements apply to PC2 interface: 

-
The ProSe Function in the 3GPP network and the ProSe Application Server shall be able to mutually authenticate each other.

-
The ProSe Function in the 3GPP network shall be able to determine whether the ProSe Application Server is authorized to send Authorization Update Requests message to the ProSe Function in the 3GPP network.

-
The signalling messages between the ProSe Function in the 3GPP network and the ProSe Application Server shall be integrity protected.

-
The signalling messages between the ProSe Function in the 3GPP network and the ProSe Application Server should be confidentiality protected.

-
The signalling messages between the ProSe Function in the 3GPP network and the ProSe Application Server shall be protected from replays.
· Ensure the privacy of the 3GPP user, in particular the 3GPP private user identity (IMSI) shall not be sent outside the 3GPP domain.
***
END CHANGES
***
