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Abstract of the contribution: It is proposed to agree the following key issue for inclusion in the draft TR
Proposal: It is proposed to agree the following key issue for inclusion in the draft TR:

***************************** START ADDITION *****************************
5.X
Issue X: Efficient user data protection challenges

5.X.1 Issue description

N-PDUs may consist of the encapsulation of the following protocols: IP, UDP or TCP, TLS/DTLS, Application-level protocol such as HTTP or COAP. Other protocols could be used or could even be omitted from the N-DPU e.g. no IP header. 

The maximum size of a MAR exception message is 200 bytes but let’s assume that the N-PDU should not be greater than 200 bytes, then the following numbers are for consideration:

- An uncompressed IPv4 header may be 20 bytes, while an IPv6 header may be 40 bytes.

- A compressed IPv4/IPv6 header may be 4 bytes while an UDP header is 8 bytes long. The best case is that we end up with 188 bytes allocated for application payload.

- In a year time, a total of 73000 bytes of N-PDU may be exchanged if 200 bytes long MAR exception reports are exchanged on a daily basis. 

- Assuming that a block cipher algorithm of 16 bytes block size is used, the best case is that the plaintext message is 192 bytes, then 176 bytes (192 minus 16), then 160 bytes (176 minus 16) of  usable data. 

We therefore end-up with remainders that might be used for something else such as a MAC. The table X below summarizes this potential distribution in case both confidentiality and integrity protection are provided.

Table X 

	Plaintext payload size (bytes)
	MAC size (bytes)

	192
	8

	176
	24

	160
	40


5.X.2 Threat description 
5.X.3 Security requirements

The minimum key size for providing data confidentiality and/or integrity should be 128 bits.

If HMAC is used is used to protect an entire N-PDU, the computed or transmitted MAC value computed should not be less than 64 bits. The HMAC key should at least be refreshed every year.

Editor’s note: It is FFS whether referring to http://csrc.nist.gov/publications/nistpubs/800-107-rev1/sp800-107-rev1.pdf is enough to justify the HMAC key refresh frequency.

If AES-GCM is used to protect an entire N-PDU, the length of MAC may be 64 bits. However, the integrity key should be refreshed after being used to protect plaintexts/ciphertexts of cumulated length of 215 bytes (meaning a key update two times a year)

NOTE: the values above are based requirements and guidelines from Appendix C of NIST SP 800-38D [AddRef].

***************************** END ADDITION *****************************
