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Abstract of the contribution: The following provides a measurement of a successful TLS handshake session resumption procedure which may take place between a UE and an application server in the internet
Introduction:

The following provides a measurement of a successful DTLS handshake session resumption procedure which may take placebetween a UE and an application server in the internet.
Proposal: It is proposed to agree the following for inclusion in the draft TR:
****************************START ADDITION**************************** 
A.5
TLS handshake session resumption 
A.5.1
TLS handshake session resumption procedure measurement

The following describes the TLS Record and Handshake messages exchanged for the ECDHE-ECDSA configuration for a session resumption between the UE and a Server.

[image: image1.emf]DTLS handshake for ECDHE-ECDSA

Direction Step Message Name Size (bits) transmit time (s)

C -> S 1 ClientHello 864

subtotal 864

subtotal with compressed 

IP/UDP headers

960 6

subtotal with IP/UDP 

headers

1184 7,4

S -> C 2 ServerHello 736

subtotal 736

subtotal with compressed 

IP/UDP headers

832 5,2

subtotal with IP/UDP 

headers

1056 6,6

C -> S 3 ChangeCipherSpec 48

C -> S 3 Finished 168

subtotal 216

subtotal with compressed 

IP/UDP headers

312 1,95

subtotal with IP/UDP 

headers

536 3,35

S -> C 4 ChangeCipherSpec 48

S -> C 4 Finished 168

subtotal 216

subtotal with compressed 

IP/UDP headers

312 1,95

subtotal with IP/UDP 

headers

536 3,35

TOTAL with compressed 

IP/UDP headers

2.416 15,1

TOTAL with  IP/UDP headers 3.312 20,7


Figure X: High level DTLS Hankdshake session resumption procedure measurement

A.5.2
TLS Record and Handshake message measurement

The TLS Record message is defined as follow:

[image: image2.emf]Direction Payload Name M/O/C Parameter name min size 

(byte)

max size 

(byte)

min size 

(bits)

max size 

(bits)

ECDHE ECDSA 

Case (bits)

Comments

RECORD MESSAGE

Content Type 1 1 8 8 8

Protocol Version 2 2 16 16 16

Length 2 2 16 16 16

Fragment 0 16384 0 131072 msg dependent The Handshake messages will be contained within a Record Message

header total 40

final total 5 16389 40 131112 msg dependent


Figure X: Record message header measurement

The TLS record encapsulates Handshake messages (as well as Change Cipher Spec messages) which are defined as follow:

[image: image3.emf]Direction Payload Name M/O/C Parameter name min size 

(byte)

max size 

(byte)

min size 

(bits)

max size 

(bits)

ECDHE ECDSA 

Case (bits)

Comments

Handshake MESSAGE

Handshake type 1 1 8 8 8

Length 3 3 24 24 24

body 0 4095 msg dependent The message content itself e.g. the ClientHello

header total 32

final total msg dependent


Figure X: Hanshake message header measurement

The TLS Handshake messages are further further described below:

[image: image4.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S ClientHello ECDHE ECDSA case

Protocol Version 16

Random 256

Session ID 264 32 byte session + 1 length byte

Cipher Suites 48 One cipher suite e.g. 

TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, 2 length 

bytes, renegotiation ciphersuite

Compression methods 16 Length byte + NULL

extensions 192 2 byte total ext length field + 2 byte Sig Alg ext ID + 2 

byte ext len + 2 byte list len + Sig Alg (2) + 2 byte Curve 

ext ID + 2 byte ext len + 2 byte list len + 2 byte curve ID 

+ 2 byte Point Format ext ID + 2 byte ext len + 1 byte 

list len + 1 byte format.

final total 792

final total with record and handshake headers 864


Figure X: ClientHello message measurement

[image: image5.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ServerHello ECDHE ECDSA case

Protocol Version 16

Random 256 Independently generated from the ClientHello.Random

Session ID 264 The assigned Session ID + length byte

Cipher Suite 16 One cipher suite e.g. 

TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 

Compression methods 8 null

extensions 104 2 byte total ext length field + 2 byte Renego ext ID +  2 

byte ext len + 1 byte + 2 byte Point Format ext ID + 2 

byte ext len + 1 byte list len + 1 byte format

final total 664

final total with record and handshake headers 736


Figure X: ServerHello message measurement

[image: image6.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S ChangeCipherSpec ECDHE ECDSA case

Change cipher spec 8 To help avoid pipeline stalls, ChangeCipherSpec is an 

independent TLS protocol content type, and is not 

actually a TLS handshake message.

final total 8

final total with record header 48


Figure X: ChangeCipherSpec message measurement

Note: ChangeCipherSpec messages aren’t handshake message and are directly encapsulated in a record message

[image: image7.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S Finished ECDHE ECDSA case

verify data 96

final total 96

final total with record and handshake headers 168


Figure X: Finished message measurement

[image: image8.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ChangeCipherSpec ECDHE ECDSA case

Change cipher spec 8 To help avoid pipeline stalls, ChangeCipherSpec is an 

independent TLS protocol content type, and is not 

actually a TLS handshake message.

final total 8

final total with record header 48

Figure X: ChangeCipherSpec message measurement

Note: ChangeCipherSpec messages aren’t handshake message and are directly encapsulated in a record message

[image: image9.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C Finished ECDHE ECDSA case

verify data 96

final total 96

final total with record and handshake headers 168

Figure X: Finished message measurement

****************************END ADDITION****************************

