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Abstract of the contribution: The following provides a measurement of a successful DTLS handshake procedure which may take place between a UE and an application server in the internet. It also describes the overhead incurred when TLS record messages are sent to carry ciphered or integrity protected payload.
The following provides a measurement of a successful DTLS handshake procedure which may take placebetween a UE and an application server in the internet. It also describes the overhead incurred when TLS record messages are sent to carry ciphered or integrity protected payload.
Proposal: It is proposed to agree the following for inclusion in the draft TR:
****************************START ADDITION****************************

A.3
DTLS handshake for ECDHE-ECDSA configuration 
A.3.1
DTLS handshake procedure measurement

The following describes the DTLS Record and Handshake messages exchanged for the ECDHE-ECDSA configuration sent between the UE and a Server is defined in IETF RFC 6347 [AddRef] and IETF RFC 4492 [AddRef].

[image: image1.emf]DTLS handshake for ECDHE-ECDSA

Direction Step Message Name Size (bits) transmit time (s)

C -> S 1 ClientHello 608

subtotal 608

subtotal with compressed 

IP/UDP headers

704 4,4

subtotal with IP/UDP 

headers

928 5,8

S -> C 2 ServerHello 728

S -> C 2 Server Certificate 800

S -> C 2 ServerKeyExchange 1128

S -> C 2 ServerHelloDone 72

subtotal 2728

subtotal with compressed 

IP/UDP headers

2824 17,65

subtotal with IP/UDP 

headers

3048 19,05

C -> S 3 ClientKeyExchange 592

C -> S 3 ChangeCipherSpec 48

C -> S 3 Finished 168

subtotal 808

subtotal with compressed 

IP/UDP headers

904 5,65

subtotal with IP/UDP 

headers

1.128 7,05

S -> C 4 ChangeCipherSpec 48

S -> C 4 Finished 168

subtotal 216

subtotal with compressed 

IP/UDP headers

312 1,95

subtotal with IP/UDP 

headers

536 3,35

TOTAL with compressed 

IP/UDP headers

4.744 29,65

TOTAL with  IP/UDP headers 5.640 35,25


Figure X: High level DTLS Hankdshake procedure measurement

A.3.2
TLS Record and Handshake message measurement

The TLS Record message is defined as follow:

[image: image2.emf]Direction Payload Name M/O/C Parameter name min size 

(byte)

max size 

(byte)

min size 

(bits)

max size 

(bits)

ECDHE ECDSA 

Case (bits)

Comments

RECORD MESSAGE

Content Type 1 1 8 8 8

Protocol Version 2 2 16 16 16

Length 2 2 16 16 16

Fragment 0 16384 0 131072 msg dependent The Handshake messages will be contained within a Record Message

header total 40

final total 5 16389 40 131112 msg dependent


Figure X: Record message header measurement

The TLS record encapsulates Handshake messages (as well as Change Cipher Spec messages) which are defined as follow:

[image: image3.emf]Direction Payload Name M/O/C Parameter name min size 

(byte)

max size 

(byte)

min size 

(bits)

max size 

(bits)

ECDHE ECDSA 

Case (bits)

Comments

Handshake MESSAGE

Handshake type 1 1 8 8 8

Length 3 3 24 24 24

body 0 4095 msg dependent The message content itself e.g. the ClientHello

header total 32

final total msg dependent


Figure X: Hanshake message header measurement

The TLS Handshake messages are further described as follow:

[image: image4.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S ClientHello ECDHE ECDSA case

Protocol Version 16

Random 256

Session ID 8 first time (only length byte)

Cipher Suites 48 One cipher suite e.g. TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, 2 

length bytes, renegotiation ciphersuite

Compression methods 16 Length byte + NULL

extensions 192 2 byte total ext length field + 2 byte Sig Alg ext ID + 2 byte ext len + 2 

byte list len + Sig Alg (2) + 2 byte Curve ext ID + 2 byte ext len + 2 byte 

list len + 2 byte curve ID + 2 byte Point Format ext ID + 2 byte ext len + 1 

final total 536

final total with record and handshake headers 608


Figure X: ClientHello message measurement

[image: image5.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ServerHello ECDHE ECDSA case

Protocol Version 16

Random 256 Independently generated from the ClientHello.Random

Session ID 256 The assigned Session ID

Cipher Suite 16 One cipher suite e.g. TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 

Compression methods 8 null

extensions 104 e.g. brainpoolP256r1(26); 2 byte total ext length field + 2 byte Renego ext 

ID +  2 byte ext len + 1 byte + 2 byte Point Format ext ID + 2 byte ext len + 

1 byte list len + 1 byte format

final total 656

final total with record and handshake headers 728

Figure X: ServerHello message measurement

[image: image6.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C Certificate ECDHE ECDSA case

final total ASN.1Cert certificate list 728 example Raw Public Certificate ECDSA P-256: 91 bytes

final total with record and handshake headers 800


Figure X: Certificate message measurement

[image: image7.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ServerKeyExchange ECDHE ECDSA case

ServerECDHParams 544

Signature 512

final total 1056

final total with record and handshake headers 1128

Figure X: ServerKeyExchange message measurement

[image: image8.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ServerHelloDone ECDHE ECDSA case

total 0

final total with record and handshake headers 72

Figure X: ServerHelloDone message measurement

[image: image9.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S ClientKeyExchange ECDHE ECDSA case

exchange keys 520 The client selects an ephemeral ECDH public key corresponding to the 

parameters it received from the server according to the ECKAS-DH1 

final total 520

final total with record and handshake headers 592

Figure X: ClientKeyExchange message measurement

[image: image10.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S ChangeCipherSpec ECDHE ECDSA case

Change cipher spec 8 To help avoid pipeline stalls, ChangeCipherSpec is an independent TLS 

protocol content type, and is not actually a TLS handshake message.

final total 8

final total with record header 48

Figure X: ChangeCipherSpec message measurement

Note: ChangeCipherSpec messages aren’t handshake message and are directly encapsulated in a record message

[image: image11.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S Finished ECDHE ECDSA case

verify data 96

final total 96

final total with record and handshake headers 168

Figure X: Finished message measurement

[image: image12.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ChangeCipherSpec ECDHE ECDSA case

Change cipher spec 8 To help avoid pipeline stalls, ChangeCipherSpec is an independent TLS 

protocol content type, and is not actually a TLS handshake message.

final total 8

final total with record header 48

Figure X: ChangeCipherSpec message measurement

Note: ChangeCipherSpec messages aren’t handshake message and are directly encapsulated in a record message

[image: image13.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C Finished ECDHE ECDSA case

verify data 96

final total 96

final total with record and handshake headers 168

Figure X: Finished message measurement

A.4
DTLS record header for ciphered data

A.4.1
DTLS record header measurement
The following describes the overhead of DTLS record header per ciphered data:

[image: image14.emf]DTLS Record Layer Per-Packet Overhead (see also Appendix B of IETF dice profile 10)

Parameter name min size (bits) max size 

(bits)

ECDHE ECDSA Case 

(bits)

Comments

DTLS record layer header 104 104 104

nonce 64 64 64 RFC 6655 [RFC6655] allows the nonce_explicit to be a sequence number or 

something else. This document makes this use more restrictive for use with DTLS: the 

64-bit none_explicit MUST be the 16-bit epoch concatenated with the 48-bit 

seq_num. The sequence number component of the nonce_explicit field at the AES-

CCM layer is an exact copy of the sequence number in the record layer header field. 

This leads to a duplication of 8-bytes per record.



To avoid this 8-byte duplication RFC 7400 [RFC7400] provides help with the use of 

the generic header compression technique for IPv6 over Low-Power Wireless 

Personal Area Networks (6LoWPANs). Note that this header compression technique is 

not available when DTLS is exchanged over transports that do not use IPv6 or 

6LoWPAN, such as the SMS transport described in Appendix A. 

ICV 64 64 64

total 232

DTLS record layer header

content type 8 8

version 16 16

epoch 16 16

sequence number 48 48

length 16 16


Figure X: DTLS Record Layer per-packet overhead measurement

****************************END ADDITION****************************

