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Abstract of the contribution:

1.
Introduction
The Prose specification TS 33.303 Annex C is in both Release 12 and 13 specifying use of the algorithm SRTP_AEAD_AES_128_GCM_12 (where the full 128 authentication tag is truncated to 96 bits) from the draft https://tools.ietf.org/html/draft-ietf-avtcore-srtp-aes-gcm-14
The latest version of the draft https://tools.ietf.org/html/draft-ietf-avtcore-srtp-aes-gcm-17 has removed this algorithm. Only the full 128-bit tag algorithm SRTP_AEAD_AES_128 is specified. The reason for this was that the IETF Security AD did not want too many algorithms specified. The draft has now been approved by the IESG and might be published as an RFC in a few weeks. 

This situation clearly needs to be solved in one way or another. Referring to an outdated draft in a stable release and using an unspecified algorithm it not acceptable. The possible solutions are:
· 3GPP change algorithm to SRTP_AEAD_AES_128_GCM and updates TS 33.303 release 12 and 13 to refer to the RFC based on draft-ietf-avtcore-srtp-aes-gcm-17.

· 3GPP continues to use the algorithm SRTP_AEAD_AES_128_GCM_12 and takes action to get this algorithm standardized and registered with IANA. If 3GPP is quick, it might be possible to still influence and change draft-ietf-avtcore-srtp-aes-gcm. Otherwise a new specification is needed, either a new Internet draft or a specification in TS 33.303 that can then be registered by IANA.

The deadline for Release 13 stage 3 is December 2015.
2.
Proposal
We propose that SA3 agrees on a way forward and if necessary informs IETF. CRs accomplishing the agreed way forward should be prepared for SA3#81 in November. These CRs should cover both Release 12 and 13.
